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ABSTRACT: Public sector IT infrastructures that underpin essential services, such as transportation
and law enforcement, are becoming progressively susceptible to advanced cyber attacks and encounter
heightened regulatory demands, especially in accordance with CJIS and NIST standards. Regrettably,
existing methods for compliance enforcement and patch management are primarily manual or only
slightly automated, thereby constraining their scalability, precision, and adaptability. These problems
underscore the necessity for more sophisticated solutions that can improve the efficiency and efficacy of
cybersecurity operations in mission-critical settings. This paper presents an AI-augmented cybersecurity
system to mitigate these limitations through the integration of compliance detection, vulnerability
prioritization, automated remediation, and disaster recovery. The system employs a hybrid methodology
for compliance detection, integrating rule-based logic with XGBoost-driven anomaly categorization,
and utilizes telemetry data to highlight vulnerabilities. It automates patch deployment with SCCM and
PowerShell, and integrates predictive disaster recovery orchestration with real-time audit dashboards.
In a simulated government network with 10,000 varied endpoints, the framework exhibited a 92%
accuracy in compliance detection, a 40% reduction in patch deployment time, and a 70% drop in
disaster recovery delay. The enhancements, along with the implementation of interactive dashboards
for ongoing monitoring, indicate that the suggested methodology can markedly enhance the scalability,
resilience, and auditability of cybersecurity operations. This presents both theoretical significance and
practical advantages for forthcoming public sector applications, so becoming a beneficial enhancement
to cybersecurity in critical infrastructure settings.

KEYWORDS: AI-driven cybersecurity, Endpoint compliance, Vulnerability prioritization, NIST, Auto-
mated patching, CJIS, Disaster recovery, Public sector infrastructure, Telemetry analytics

1. Introduction

Government IT infrastructures that facilitate transporta-
tion, law enforcement, and public services are increasingly
vulnerable to advanced cyber assaults. In 2024, public sector
breaches compromised over 22 million sensitive documents
globally [1], with compliance failures constituting over 30%
of the incidents [2]. Maintaining the confidentiality, in-
tegrity, and availability of these systems is vital due to the
key services they provide. Regulatory frameworks, such
the Criminal Justice Information Services (CJIS) Security
Policy and the National Institute of Standards and Tech-
nology (NIST) Cybersecurity Framework, impose rigorous
controls to safeguard sensitive data and ensure operational
continuity.

Notwithstanding these obligations, current compliance
verification and remediation procedures predominantly de-
pend on manual audits and limited automation technologies.
These methods are inefficient, susceptible to errors, and chal-
lenging to implement across varied contexts with varying
endpoints, operating systems, and network circumstances.
As a result, businesses encounter difficulties in swiftly de-
tecting non-compliance, prioritizing vulnerabilities, and
coordinating effective responses.

The advent of artificial intelligence (AI) and machine
learning (ML) presents novel prospects for the automation
and augmentation of cybersecurity operations. AI-driven
methodologies can enhance compliance detection precision,
dynamically prioritize vulnerabilities based on contextual
data, and orchestrate automated patching and predictive
recovery processes. Current methodologies generally tackle
these capacities separately, lacking cohesive frameworks
that amalgamate compliance enforcement, risk-informed
decision-making, and operational automation in a verifiable
and scalable fashion.

Recent studies highlight these disparities. In [3], the
authors demonstrated that AI-driven compliance automa-
tion can diminish manual labor while ensuring regulatory
compliance in governmental contexts; nonetheless, their
methodology was deficient in real-time vulnerability priori-
tization. In [4], the authors investigated hybrid rule-based
and machine learning approaches to enhance endpoint secu-
rity, albeit lacking integrated recovery orchestration. Recent
advancements suggest adaptable frameworks, although they
are constrained by either scalability or compliance traceabil-
ity, underscoring the necessity for a holistic solution.

This paper tackles these difficulties by introducing an AI-
enhanced cybersecurity solution that incorporates several
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essential components. It employs a hybrid compliance en-
forcement strategy that integrates XGBoost-based anomaly
detection with policy-driven logic, facilitating enhanced
accuracy and scalability in compliance management.

Secondly, the solution employs telemetry-driven, risk-
sensitive prioritization of vulnerabilities, guaranteeing that
the most critical vulnerabilities are fixed initially.

Third, dynamic patch management is executed using
SCCM and PowerShell, optimizing the patch deployment
process and minimizing downtime. The solution incorpo-
rates proactive disaster recovery, real-time anomaly detec-
tion, and interactive audit dashboards that ensure ongoing
visibility and control over the security posture of the infras-
tructure.

2. Related Work

Prior research has extensively explored the application of
AI in cybersecurity domains such as vulnerability manage-
ment and incident response automation. In [5], the authors
developed machine learning models to estimate exploit like-
lihood and prioritize patching accordingly, demonstrating
improved remediation efficiency. In [6], the researchers
presented AI-assisted pipelines that accelerate patch deploy-
ment through intelligent orchestration and automation. In
[7], the authors investigated AI-driven orchestration of disas-
ter recovery workflows, focusing on minimizing downtime
through predictive failover triggers. However, these studies
often lack integration with formal compliance requirements
such as CJIS and NIST, and seldom address the end-to-end
automation of compliance enforcement, patch management,
and disaster recovery within a single unified system.

Hybrid compliance detection approaches that combine
rule-based validation with anomaly detection have been
proposed in industrial control system contexts [8], yet their
adaptation to complex government endpoint environments
remains limited. Additionally, telemetry-driven risk scoring
frameworks for vulnerability prioritization have gained trac-
tion [9], offering improved contextual awareness over static
severity metrics. Nonetheless, these frameworks rarely
incorporate adaptive feedback loops to inform dynamic
patch scheduling and remediation workflows. Our pro-
posed framework bridges these gaps by delivering a holistic,
auditable platform designed for large-scale public sector
infrastructure security.

Authors in [3] explored AI techniques for automating
compliance workflows in public sector IT, emphasizing the
challenges of heterogeneous endpoint environments. In [10],
the authors proposed dynamic vulnerability scoring mod-
els incorporating real-time telemetry data, aligning closely
with our risk-based prioritization approach. Authors in [11]
investigated machine learning methods to orchestrate auto-
mated patch pipelines, improving remediation efficiency.

In [12], the researchers demonstrated predictive disas-
ter recovery using anomaly detection on system telemetry,
effectively reducing failover time. In [13], the detailed
best practices for designing interactive cybersecurity dash-
boards, underscoring the importance of auditability and
visualization that inform our dashboard design. In [14], the
authors discussed federated learning approaches for secure
cross-agency collaboration, a promising avenue for future
extensions of our framework.

Table 1: Concise Comparison of Prior Works and Proposed Framework

Study Compliance
Integration

Vulnerability
Prioritiza-
tion

Automation
Scope

[5] None ML-based ex-
ploit predic-
tion

Patch prioriti-
zation only

[6] None Static CVSS
scoring

Patch deploy-
ment

[7] None None Predictive
failover

[3] Rule-based
(CJIS/NIST)

None Compliance
workflows

[9] None Telemetry-
based scor-
ing

Prioritization
logic

Proposed
Framework

Rule-based +
ML (NIST)

CVSS +
Exploit +
Telemetry

End-to-end
(compliance,
patching,
recovery)

3. Methodology

3.1. Framework Overview

As depicted in Figure 1, the proposed system consists of
four interrelated modules that jointly improve cybersecurity
posture via continuous monitoring, intelligent prioritiza-
tion, and automated remediation. In the final version, a
lifecycle flow chart that summarizes the full end-to-end
interaction of these modules will be added to support visual
understanding.

Figure 1: AI-Augmented Framework Architecture

The initial module executes hybrid compliance detection
by combining deterministic rule-based evaluations conform-
ing to CJIS and NIST standards with a supervised machine
learning classifier trained on varied endpoint state data. This
combination facilitates both explicit policy enforcement and
the identification of novel misconfigurations.

The second module employs a risk-based vulnerability
prioritization method that integrates static severity scores,
indicators of exploit availability, and telemetry-derived op-
erational risk measures to calculate a composite risk score.
This strategy guarantees that remediation operations priori-
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tize vulnerabilities that present the greatest actual risk to
mission-critical services.

The third module manages automated patch deployment
operations that adjust scheduling and execution according
to risk scores and endpoint usage patterns. Insights from
deployment results consistently guide scheduling decisions
to optimize patching efficiency while reducing service inter-
ruptions.

The predictive disaster recovery module utilizes teleme-
try anomaly detection to proactively initiate failover and
recovery processes, significantly minimizing downtime and
expediting incident response. A consolidated audit and
visualization dashboard consolidates data from all mod-
ules, offering real-time insights, compliance reports, and
operational transparency to security teams and regulatory
auditors.

3.2. Hybrid Compliance Detection

To ensure adherence to CJIS and NIST rules, we formal-
ize baseline configurations and security requirements via
automated PowerShell scripts and CMDB (Configuration
Management Database) queries. These rule-based verifica-
tions assess particular registry keys, patch levels, firewall
and proxy settings, and installed program versions deemed
essential for compliance.

Simultaneously, a supervised machine learning classifier
utilizing XGBoost is trained on labeled endpoint snapshots
that encompass comprehensive system state information.
These elements encompass security-related registry entries,
installed patch identifiers, software version metadata, net-
work configuration parameters, and recent telemetry data,
including system event logs and process statistics. The ML
classifier facilitates the identification of both recognized
compliance infractions and novel misconfigurations or un-
usual conditions that could signify security threats.

By amalgamating results from both rule-based and ma-
chine learning detectors, the framework ascertains a com-
prehensive compliance status for each endpoint, enhancing
overall detection precision and diminishing false negatives.

3.3. XGBoost Classifier and Telemetry-Based Risk Assessment

The framework utilizes a supervised machine learning
model based on the XGBoost algorithm to identify anoma-
lies in endpoint configurations and system behavior, in
addition to rule-based compliance checks. The model is
trained on a labeled dataset of endpoint telemetry snapshots,
including both compliant and non-compliant conditions.

Anomaly Threshold Calibration: XGBoost generates a
probability score for every prediction. A threshold of
0.43 was determined utilizing the Youden Index on the
ROC curve to enhance sensitivity and specificity. Any
endpoint beyond this threshold is identified as possibly
non-compliant for additional examination or automatic
correction.

Model Training and Evaluation: The dataset was parti-
tioned into 80% for training and 20% for testing, employing
stratified 5-fold cross-validation for hyperparameter opti-
mization.

Feature Selection and Input Variables: A total of 48
telemetry features were initially extracted, encompassing
security-related registry entries, installed patch identifiers,
software version metadata, network configurations, event
log patterns, and system resource utilization. Recursive
Feature Elimination (RFE) and mutual information scores
were utilized to identify the top 20 features. Features of
paramount significance included:

• Obsolete antivirus definitions.
• Absence of essential KB-level updates.
• Unauthorized modifications to the registry (e.g., dis-

abled firewalls).
• Anomalous frequency of PowerShell executions.
• Abrupt increases in failed login attempts.

3.4. Risk-Based Vulnerability Prioritization

Each identified vulnerability 𝑣 is assigned a composite
risk score 𝑅𝑣 defined as follows:

𝑅𝑣 = 𝛼 × CVSS𝑣 + 𝛽 × EA𝑣 + 𝛾 × Telemetry Risk𝑣 (1)
where

• CVSS𝑣 is base severity score derived from the National
Vulnerability Database (NVD).

• Exploit Availability𝑣 is a binary indicator of vulnera-
bility exploit code in use.

• Telemetry Risk𝑣 is a dynamic score aggregating real-
time endpoint metrics such as unusual CPU utilization
spikes, anomalous network connections, system er-
rors, and recent suspicious events associated with the
affected software or system component.

The weights 𝛼 = 0.4, 𝛽 = 0.3, and 𝛾 = 0.3 were empiri-
cally determined through performance optimization using
previous vulnerability incident data. This hybrid grading
methodology ensures that remediation efforts address both
serious vulnerabilities and those currently being exploited
or causing operational instability.

3.5. Predictive Disaster Recovery

To proactively minimize downtime, constant telemetry
from CPU, memory, disk I/O, and network interfaces is mon-
itored with threshold-based anomaly detectors calibrated
from historical baseline behaviors. Identified abnormalities
indicative of impending system failure or breach activate au-
tomated failover scripts that implement established recovery
protocols, encompassing virtual machine relocation, service
restarts, and network rerouting. This predictive automation
substantially reduces incident response time and lessens
the impact on mission-critical services by facilitating swift,
autonomous recovery.

3.6. Visualization Dashboard

Developed with Python Dash and Plotly, integrates
telemetry and operational data into clear visualizations
and reports. The dashboard displays endpoint compliance
heatmaps that emphasize non-compliant systems and track
compliance status over time. Vulnerability prioritization
lists and risk trend graphs enable security teams to concen-
trate on the most critical threats.
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Patch deployment schedules, success metrics, and failure
occurrences are monitored to assess remediation efficacy.
Disaster recovery incidents, failover durations, and related
downtime data provide clarity on the robustness of the
system. Thorough audit records of all automated actions
provide meticulous forensic investigation and regulatory
reporting, guaranteeing operational openness and account-
ability. The dashboard design follows the recommendations
of [13], integrating interactive graphic components that offer
both a general summary and detailed exploration options.

3.7. Visualization Dashboard

Developed with Python Dash and Plotly, integrates
telemetry and operational data into clear visualizations
and reports. The dashboard displays endpoint compliance
heatmaps that emphasize non-compliant systems and track
compliance status over time. Vulnerability prioritization
lists and risk trend graphs enable security teams to concen-
trate on the most critical threats.

Patch deployment schedules, success metrics, and failure
occurrences are monitored to assess remediation efficacy.
Disaster recovery incidents, failover durations. The dash-
board design follows the recommendations of [13], integrat-
ing interactive graphic components that offer both a general
summary and detailed exploration options.

4. Experimental Evaluation

4.1. Setup

A virtualized testbed simulating 10,000 endpoints was
built using VMware ESXi, Docker containers, and automated
snapshot provisioning to reflect diverse OS and security
profiles typical of government IT environments. PowerShell
was used to script anomaly injections into telemetry (e.g.,
simulated CPU spikes, failed authentications, network de-
lays). Baseline configurations were defined using CJIS and
NIST templates.

4.2. Results

4.2.1. Compliance Detection

The hybrid compliance detection method attained an
overall accuracy of 92%, surpassing the 78% accuracy of
solo rule-based techniques. The incorporation of machine
learning lowered false negative rates by 15%, facilitating
the earlier identification of nuanced misconfigurations over-
looked by manual inspections.

4.2.2. Vulnerability Prioritization

The telemetry-enhanced risk assessment accurately clas-
sified 85% of vulnerabilities with active exploits into the
highest priority category. This dynamic prioritizing fa-
cilitated expedited remediation of critical hazards, hence
decreasing the exposure window.

4.2.3. Classification Metrics

The confusion matrix demonstrates the model’s profi-
ciency in accurately differentiating between compliant and

non-compliant endpoints, and the ROC curve emphasizes
its discriminative efficacy.

Figure 2: Compliance Detection Accuracy

Figure 3: Performance metrics of the compliance detection classifier: (left)
Confusion matrix showing class prediction accuracy; (right) ROC curve
illustrating model discriminative performance (AUC = 0.958).

4.2.4. Patch Deployment

Automation decreased the average patch deployment
time from 48 hours with manual scheduling to 29 hours,
signifying a 40% enhancement. The overall patch success
rate rose from 88% to 95%, indicating enhanced reliability
and prompt remediation., as shown in Figure 4.
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Figure 4: Patch Deployment Time Comparison

4.2.5. Disaster Recovery

Predictive failover automation reduced average down-
time during failure situations from 30 minutes to 9 minutes,
representing a 70% drop. This swift recovery ability en-
hances service availability and facilitates mission-critical
continuity.

Figure 5: Disaster Recovery Failover Time Reduction

4.3. Summary Table

Table 2: Summary of Key Compliance and Performance Metrics

Metric Before Au-
tomation

After Au-
tomation

Improvement
(%)

Compliance
Detection
Accuracy

78% 92% +18%

Mean Patch
Deploy-
ment Time

48 hours 29 hours -40%

Patch Suc-
cess Rate

88% 95% +8%

Disaster
Recovery
Time

30 minutes 9 minutes -70%

The experimental findings indicate that the use of hybrid
compliance detection significantly enhances the discovery

of policy breaches, including new misconfigurations fre-
quently overlooked by conventional rule-based systems. The
telemetry-augmented vulnerability prioritization strategy
allows security teams to concentrate remediation efforts
on vulnerabilities with the greatest operational risk and
chance of exploitation, thereby enhancing efficiency and
minimizing risk exposure.

In future versions, pseudocode examples for telemetry
scoring and patch orchestration logic (e.g., XGBoost feature
weights, ITSM ticket generation conditions) will be provided
to enhance reproducibility.

Figure 6: Top Feature Importances from the XGBoost Model

Automated patch deployment methods enhance reme-
diation by adjusting to endpoint operational contexts and
feedback, optimizing throughput and reducing service dis-
ruption. Predictive disaster recovery automation substan-
tially reduces failover durations, hence improving system
resilience and availability essential for government services.

However, numerous obstacles persist. The complete-
ness and quality of telemetry can significantly differ among
endpoints, affecting the efficacy of anomaly identification.
Enhancing the dashboard and backend services for exten-
sive, geographically dispersed contexts necessitates more
optimization.

Ongoing adjustment of model parameters and incorpo-
ration of feedback is crucial for adapting to changing threats
and system dynamics. Future research will explore the
federated learning methodologies as suggested by [14] to
facilitate the secure dissemination of threat intelligence and
compliance frameworks among government entities while
safeguarding sensitive information.

5. Conclusion

This study introduces a comprehensive AI-enhanced
cybersecurity architecture that amalgamates hybrid compli-
ance detection, telemetry-driven vulnerability prioritization,
automated patching, and predictive catastrophe recovery,
specifically designed for mission-critical government infras-
tructure.

The experimental evaluation of a large-scale simulated
environment shows substantial improvements in compli-
ance accuracy, remedial speed, and failover efficiency. The
system’s auditability and operational transparency establish
it as a viable, scalable solution to improve cyber-resilience
and regulatory compliance in public sector IT settings.
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Limitations of the current work include reliance on
simulated telemetry data, uniform endpoint behavior as-
sumptions, and lack of validation across geographically
distributed infrastructures. These will be addressed in
future real-world deployments.

6. Future Work

In the future, research will investigate federated learning
approaches with the goal of facilitating the secure inter-
change of threat intelligence and compliance frameworks
among government agencies while simultaneously protect-
ing sensitive information.
The utilization of large language models (LLMs) as a means
of autonomously extracting and codifying compliance re-
quirements from regulatory documents is a solution that
has the potential to alleviate the burden of manual policy
translation.

Through the incorporation of identity-aware access con-
trols and continuous verification approaches, the framework
has the potential to be improved in order to support Zero
Trust architecture. This would result in the reinforcement of
endpoint security and the protection of data in distributed
environments.

Conflict of Interest: The authors declare no conflict of
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