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ABSTRACT: Public-sector agencies rely on complex and highly regulated digital systems to deliver
essential services. ITIL-based change and release management supports operational control, but many
agencies still depend on manual approvals, fragmented operational data, and reactive monitoring.
Artificial Intelligence for IT Operations (AIOps) and Machine Learning Operations (MLOps) can
improve anomaly detection, failure prediction, release validation, and data-driven governance.
However, the literature gives limited attention to how these technologies can be integrated into public-
sector change and release workflows. A structured search of IEEE Xplore, ACM Digital Library,
ScienceDirect, and Google Scholar identified 120 records. After duplicate removal, title/abstract
screening, full-text assessment, and backward searching, 39 sources were retained for synthesis,
including 25 primary studies and 14 complementary methodological, standards, and governance
sources. The findings are organized into four themes: Al-driven monitoring and incident management,
public-sector governance constraints, implementation challenges in legacy environments, and limited
adoption of Al in change and release management. The review identifies gaps in explainability,
empirical validation, Al-ready change records, and framework development, and proposes future
directions for Al-supported operational governance in public-sector IT.

KEYWORDS: AIOps, Change Management, DevOps, ITIL, IT Service Management, MLOps, Public
Sector IT, Release Management,

1. Introduction work on machine learning for computer systems and

networking shows that data-driven techniques can
Public-sector agencies increasingly depend on

interconnected digital services to deliver regulatory,
administrative, and citizen-facing functions. In these
environments, service reliability is not only a technical
requirement but also a governance responsibility. ITIL
provides structured practices for incident management, Change and release management are central to IT
change enablement, release management, service service governance because they control when, how, and
validation, and continual improvement, while the under what conditions system modifications are
broader IT service management literature shows that introduced into production. In traditional ITIL-oriented
these practices can improve service quality, ~ Processes, change management evaluates need, risk,

accountability, and operational consistency [1-3]. authorization, and stakeholder impact, while release
management coordinates packaging, deployment,

rollback planning, and post-implementation review [1-3].
These practices are especially important in public
agencies because system changes may affect statutory

support fault prediction, performance optimization, and
adaptive operations [7]. MLOps extends these ideas by
adding lifecycle controls for model deployment,
monitoring, validation, and retraining [8].

At the same time, public-sector IT environments are
becoming more complex because of cloud services,
hybrid infrastructure, cybersecurity requirements, data
integration, and modernization of older systems.
Artificial Intelligence for IT Operations (AIOps) applies
machine learning, event correlation, anomaly detection,
predictive analytics, and automation to operational data AlOps shifts IT operations from reactive monitoring

such as logs, metrics, alerts, and incidents [4-6]. Related toward predictive and data-driven operations. AIOps
platforms can consolidate logs, alerts, traces, incidents,

reporting, public records, environmental monitoring,
licensing, benefits delivery, or other essential services.
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and performance metrics, then use machine learning to
identify anomalies, correlate events, recommend root
causes, and support automated actions [4-6]. For change
and release management, the same operational signals
can be used to estimate deployment risk, compare current
system behavior against historical baselines, and validate
whether a release has introduced abnormal behavior.

MLOps is relevant because AIOps models themselves
are production systems that
retraining, versioning, and governance. In a public-sector
context, Al automation should be auditable, explainable,
and subject to human approval. Therefore, an Al-enabled
change process should not replace ITIL controls; it should
strengthen them through better evidence, earlier risk
detection, and traceable decision support.

require monitoring,

Although Al adoption in the public sector is
increasing, government environments face constraints
that are less visible in private-sector implementations.
Public address
accountability, explainability, procurement constraints,

agencies must transparency,
legal compliance, stakeholder oversight, and public trust
[9], [10]. Research on Al-enabled change management in
public administration also emphasizes organizational
readiness, cultural alignment, human oversight, and the
need to manage institutional change rather than treating

Al as a purely technical tool [11], [12].

Existing research has made substantial progress on
AlOps for monitoring and failure management, and
recent work has begun to connect AIOps with ITSM and
ITIL-oriented automation [13]. However, less attention
has been given to how Al can support formal change and
release management decisions, including change risk
scoring, deployment scheduling, change advisory board
(CAB) support, rollback planning, and post-release
validation. This is important because production ML
systems can create hidden technical debt and reliability
risks if monitoring, validation, and model governance are
weak [14], [15]. Explainable Al is also necessary where
automated recommendations affect high-risk public-
sector decisions [16].

This review addresses four research questions:

RQ1: How have artificial intelligence techniques been
applied in IT operations management and service
governance?

RQ2: What role do AIOps and MLOps technologies
play in supporting release and change management
within complex IT environments?

RQ3: What challenges and limitations exist when
implementing Al-driven operational automation in
public-sector IT systems?

RQ4: What research gaps remain in the application of
Al to government IT infrastructures?

The contribution of this paper is fourfold. First, it
synthesizes literature across ITSM, AIOps, MLOps,
DevOps, and public-sector Al governance. Second, it
explains why the current evidence base is mature for
operational monitoring but less mature for formal change
approval and release governance. Third, it identifies
technical, organizational, and governance barriers that
affect Al adoption in public-sector change and release
management. Fourth, it proposes a compact Al-enabled
ITIL framework and maps its components to the reviewed
sources so that readers can trace the framework back to
the evidence base.

2. Methodology

A systematic literature review was conducted using
structured search, screening, and synthesis process. The
review was guided by PRISMA reporting principles,
established guidance for standalone literature reviews,
and thematic analysis procedures [17-19]. Although the
topic contains scoping-review characteristics because
direct public-sector change/release studies remain
limited, a systematic review label was retained because
the study used predefined databases, Boolean search
strings, inclusion and exclusion criteria, quality
assessment, and a documented screening trail. The aim
was not to map every possible source but to synthesize
bounded evidence base relevant to Al-enabled IT

operations and governance.

The review focused on peer-reviewed literature and
high-quality standards or governance sources relevant to
Al-enabled IT operations, change management, release
management, MLOps, DevOps, and public-sector IT
governance. The search covered literature published from
2015 to 2025. The final audit of the search log, retained
sources, and coding decisions was completed on 4 May
2026.

Table 1: Selection criteria used for the literature review

Criteria Description
L Peer-reviewed journal articles, conference
Publication .
e papers, standards, and public-sector
yp governance reports
IEEE Xplore, ACM Digital Library,
Databases ScienceDirect, Google Scholar, and

backward reference searching

2015-2025; final audit completed on 4
May 2026

AlOps; Alin IT operations; MLOps; ITIL;
ITSM; change management; release
management; DevOps; public-sector Al;
Al governance

Search window

Search terms

Sources addressing Al-enabled IT
operations, change/release governance,
MLOps, DevOps deployment, public-
sector Al adoption, or responsible Al
controls

Inclusion
criteria
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Criteria Description
Non-English sources, non-technical
Exclusion opinion pieces, duplicated studies, and
criteria publications unrelated to operational
governance
Table 2: Boolean search strings, search fields, and audit details
Field
Database 1eles Boolean search string
searched
("AIOps" OR "artificial
Title, mtelhg‘enCﬁ' for I"T '
operations” OR "machine
abstract, . N
learning for IT operations")
keywords, . .
IEEE Xplore | metadata; AND (T service
P full text ’ management" OR ITSM
ORITIL OR "change
when " "
. management" OR "release
available "
management" OR DevOps
OR "continuous delivery")
("AIOps" OR "failure
Tl amomaly detection” OR
ACM Digital | abstract, ”a omaty detec 10, "
Librar Kevwords root cause analysis") AND
y meyta data ’ (logs OR metrics OR
incidents OR "IT
operations")
("artificial intelligence" OR
AI OR "machine learning")
AND ("public governance”
Title, OR "public sector" OR
ScienceDirect | abstract, "public administration” OR
keywords "government IT") AND
("service management" OR
"change management" OR
"release management")
(AIOps OR MLOps OR "Al
. in IT operations") AND
Title and full-
e and it | (ITIL OR ITSM OR "change
text metadata " "
Google management" OR "release
returned by .
Scholar management") AND
the search N ) .
. ("public sector" OR
engine
government OR
governance)

2.1 Research Design

The initial database search identified 120 records.
After removing 20 duplicates, 100 records were screened
by title, abstract, and keyword relevance. Forty-five
records were excluded at screening because they did not
address Al-enabled IT operations, service governance,
operational automation, or public-sector relevance. Fifty-
five full-text articles and sources were then assessed for
eligibility; 16 were removed because they lacked
methodological clarity, technical depth, or relevance to
change/release governance. The final synthesis included
39 sources, consisting of 25 primary studies and 14
supplementary = methodological, = standards, and
governance sources. Figure 1 summarizes the study-
selection process and allows readers to verify the flow
from identification to final inclusion.

Records identified through database searching
Identification IEEE Xplore, ACM Digital Library, ScienceDirect, Google Scholar
(n=120)
i J/
~
Fp— Duplicate records removed
Deduplication E
¥ [ (n = 20)
¢ J
~
Screening Records screened by title, abstract, and keywords
(n = 100)
‘L S/
&
Records excluded after screening
Excluded Not relevant to Al operations, service governance, or public sector
(n = 45)
i /
~
Eligibility Full-text articles and sources assessed for eligibility
(n = 55)
¢ _d
~
Full-text sources excluded
Excluded Insufficient relevance, limited methodological detail, or
duplicate conceptual scope
(n=30)
l /
~
Included Studies included in the final review
(n=25)
_

Figure 1: PRISMA-based study selection process.
2.2 Data Extraction, Bias Mitigation, and Analysis

For each selected source, data were extracted on
publication year, application domain, Al technique,
operational process, governance issue, empirical setting,
and relevance to public-sector change and release
management. The analysis used thematic coding to
identify recurring patterns across the literature, followed
by cross-checking themes for coherence and relevance to
the research questions. The coding process generated four
synthesis themes: Al-driven monitoring and incident
management, public-sector governance and compliance,
legacy-system and data integration barriers, and Al
support for change and release management.

Because this review was conducted by a single
independent author, bias mitigation relied on a
documented audit trail rather than
reliability statistics. The audit trail recorded search
strings, source databases, inclusion/exclusion reasons,
quality-assessment notes, and theme-coding decisions. To

inter-reviewer

reduce screening bias, borderline sources were rechecked
against the research questions after full-text reading, and
each retained source was classified as direct evidence or
adjacent evidence. Direct evidence referred to sources
that explicitly discussed AIOps, MLOps, ITSM, change
management, release governance, or public-sector AL
Adjacent evidence referred to sources on ML production
readiness, explainability, fairness, datasets, risk
management, and Al management systems. This
distinction prevented overstatement of the maturity of
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Al-enabled change approval while still incorporating
controls needed for responsible implementation.

2.3 Quality Assessment and Coding Controls

Each source was assessed against a compact quality
checklist. The checklist examined whether the source
clearly stated its problem context, described the Al or
governance method, provided transferable evidence for
IT operations, and addressed risks such as data quality,
explainability, organizational readiness, or auditability.
Sources that were strong in AIOps but weak in public-
sector context were retained only when their findings
were directly transferable to change, release, monitoring,
Standards and
governance sources were used as complementary

or operational-risk management.

evidence rather than as primary empirical studies.

Table 3: Quality assessment checklist for retained literature

Assessment uestion applied . .
Q . PP . Use in synthesis
area during screening
Does the source
address Al-enabled | Determined
. operations, ITSM, whether the source
Topical .
MLOps, DevOps contributed to one
relevance
release control, or or more research
public-sector Al questions.
governance?
Does the source
explain its review
P .. Reduced reliance
. method, empirical .
Method clarity . on unclear opinion-
setting, framework .
. . based material.
logic, or technical
approach?
Does the source
discuss logs,
incidents, Supported links
. deployment between AIOps
Operational pioy . P
. records, change evidence and ITIL
evidence .
data, service change/release
dependencies, or workflows.
monitoring
outcomes?
Does the source
address Informed public-
transparency, sector
Governance p . ,y .
accountability, requirements for
relevance - .
auditability, risk accountable Al
management, or adoption.
human oversight?
Can findings from
enterprise or cloud | Separated directly
. settings be adapted | applicable findings
Transferability & P PP &
to regulated from contextual
government IT limitations.
environments?

Table 4.a and 4.b summarizes the quality profile of
the 25 primary studies used as the main analytic evidence
base. Ratings are reported as H = high, M = moderate, and
L = low. The table is intended to make the evidence base

transparent rather than to exclude all studies that scored
low on one dimension; for example, a technical AIOps
study could score low on governance relevance but still
provide strong operational evidence.

Table 4a: Quality profile of technical and operational studies used for

thematic synthesis

Ref. Focus T |[M| O | G | Roleinreview
[3] |ITSM review H{H M|M ITSM .
foundation
Al fail
4] [AOps failure H | H | H | M |AIOps methods
management
5] AlIOps real-world TEEVIRTERY; Impl'ementatlon
challenges barriers
loud
[6] |Cloud AIOps HH|H | M|
observability
7] ML for . Hluglalo Te.chmcal
systems/networking evidence
[8] |MLOps architecture| H | H [M | M ML lifecycle
control

Agentic AIOps
framework

ITIL-aligned

[13] .
automation

ML
[14] |ML technical debt | H | H | M | M | - Bovernance

risk
. Model

a5y [ME production 4y g |y | v |validation

readiness
control

[20] Soft'ware' HIH MM ML eflgmeermg
engineering for ML practice
ML syst Depl t

21] systems 11 | M | v [Peploymen
challenges challenges

22] ML deployment gl MM Qperatlonal ML
survey risks

gy [Anomaly and RCA 1t | iy incident analysis
survey

[24] Log ar'lomaly glalulo Log-Pas?d
detection monitoring
Time-seri Telemet

[25] ime-series o H || |Telemety
anomaly detection monitoring

[26] LLMs .for anomaly MlalalL Eme?gm.g Al
detection monitoring

27] CI/'CD systematic olualulMm Relea'se pipeline
review practices

(28] DevOps adoption TRTARVERY: Orga'mlzatlonal
case study barriers

T = topical relevance; M = methodological clarity; O = operational evidence; G
= governance relevance. H = high, M = moderate, L = low.
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Table 4b: Quality profile of public-sector and governance studies used

for thematic synthesis

Ref. Focus T M|O|G Role in review
Ali li

[9] in public H|H|L |H |Public-sector governance
governance
Al and li

[10] and public H|H|L |H|Public-sector challenges
sector
Al change in

[11] |public H|M|L |H |Organizational readiness
administration
Al-enabled

[12] |organizational [M|H | L (M|Change adoption lens
change
Al adoption in .

[29] | public il a Go.vernment adoption

.. . evidence

administration

[30] AI capability H|H|L |H|Public-sector Al capability
in government
Al public

[31] {[management |H|M|L |H|Governance framework
framework

T = topical relevance; M = methodological clarity; O = operational evidence; G
= governance relevance. H = high, M = moderate, L = low.

Overall, the quality assessment shows strong topical
relevance across the selected studies. Operational
evidence is strongest in AIOps, anomaly detection,
DevOps, and observability studies, while governance
relevance is strongest in public-sector Al and responsible-
Al literature. This distribution supports the review’s
finding that technical AIOps

comparatively mature, whereas governance-oriented

central research is

applications in public-sector change and release

management remain less developed

3. Overview of Selected Publications

The reviewed literature shows a strong concentration
of work on AIOps for operational monitoring, anomaly
detection, and incident response. A smaller body of work
addresses public-sector Al governance, organizational
readiness, and explainability. Very few studies directly
examine how Al can be embedded in ITIL change and
release management. Table 4 summarizes representative
studies used to build the thematic synthesis.

Additional ML engineering studies make clear that
Al-enabled software lifecycle management requires
workflows that differ
development: data collection, model training, evaluation,
deployment, monitoring, and feedback loops must be
coordinated [20-22]. AIOps literature also shows that log
analysis, anomaly detection, root-cause analysis, and
multivariate time-series monitoring are mature research
areas, but they are typically evaluated for incident
response rather than formal change approval [23-26].

from traditional software

DevOps and continuous deployment research provide a
process foundation for release governance, emphasizing
automated testing, pipeline visibility, security, and cross-
functional collaboration [27], [28]. Public-administration
studies add constraints: Al adoption depends on public
value tensions, absorptive capacity,
capabilities, and risk-aware governance [29-33].

organizational

Table 5: Representative primary and complementary studies

Ref(s) Focus area Key contrib}xtion to this
review
. Anomaly detection, event
[4], [5] 2222;;:1;:: correlation, and real-world
implementation challenges.
Cloud and Incidgnf detection, failure
(6], [23] | microservice predlc’Flon, root-cause
AlOps analysis, .ax.1d cloud
observability.
Lifecycle control,
(8], [20]- | MLOps and ML deplf)yn}ent readiness,‘

22] engineering monitoring, 'collaboratlon,
and production
maintenance.

d Deep log analysis,
[24]-126] EEE;ZTy multivariate time-series
detection detection, and emerging
LLM-based methods.
CI/CD practices, automated
[27], [28] Zfza(zgiiggines testing, pipeline visibility,
and cultural barriers.
Transparency,
[9]-[12], | Public-sector Al accountability, institutional
[29]-[33] | governance readiness, and
organizational change.
Model cards, dataset
. documentation, fairness,
[34]-[39] i)e;frzrll:‘ble AL 1 sk management, and AT
management-system
requirements.

4. Findings and Discussion

The thematic analysis shows that Al has strong
operational value in monitoring and incident response,
but weaker integration with formal governance
processes. Figure 2 summarizes the main classification of
Al in IT operations used in this review. The figure
separates technical AIOps capabilities from governance-
oriented ITIL touchpoints so that the reader can see where
current research is mature and where change/release

management remains underdeveloped.

4.1 Al-Driven Monitoring and Incident Management

The most mature area of Al-enabled IT operations is
monitoring and incident management. AIOps studies
demonstrate how machine learning can process logs,
alerts, traces, and performance metrics to identify
anomalies, correlate related events, and recommend
likely root causes [4-6], [23-25]. These capabilities reduce
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manual triage and support a shift from reactive
operations toward predictive service management. For
change and release management, the same telemetry can
provide baseline behavior before deployment, early
detection after deployment, and evidence for rollback or
remediation decisions.

[ Al in IT Operations ]
I

' ! ! !

Monitoring and
Observability

Governance and
Accountability

Incident and
Failure Mgmt.

Change and
Release Support

Logs, metrics,
traces, alerts

Anomaly detection,
RCA, prediction

Risk scoring,
validation, rollback

Explainability,
audit, human approval

'
1
1
h 4 h 4
ITIL-oriented workflow touchpoints

[ Plan }.[ asess }.[ rowe o ooy Jo{ vaisse a{ e |

Figure 2: Classification of Al capabilities relevant to IT operations
and ITIL workflows

4.2 Change and Release Management as a Governance
Bottleneck

Change and release workflows remain less
automated than monitoring workflows. Traditional ITIL
processes rely on predefined approval paths and human
assessment of change risk. DevOps and CI/CD research
show that automated testing, deployment pipelines, and
continuous feedback can improve release frequency and
reliability  [27],  [28].

environments often require additional approval controls

However,  public-sector
because releases may affect regulated services, public
records, security controls, or statutory reporting. The
review therefore indicates that Al should be used as
decision support for risk scoring, schedule optimization,
dependency analysis, rollback readiness, and post-release
validation rather than as an unchecked autonomous
approver.

4.3 Public-Sector Governance, Compliance, and Accountability

Public-sector Al
accountability, fairness, transparency, privacy, legal

adoption is shaped by
compliance, procurement rules, and public trust [9-12],
[29-33]. These constraints are directly relevant to Al-
enabled change management because the output of a risk-
scoring model may influence whether a system change is
approved, delayed, or escalated. Governance therefore
requires evidence that a model was trained on
appropriate data, evaluated under relevant conditions,
monitored after

deployment, and reviewed by

accountable personnel.

Responsible-Al literature provides mechanisms for
making operational AI more auditable. Model cards
evaluation conditions,

document intended use,

limitations, and ethical considerations [34]. Dataset

datasheets document data provenance, composition,
collection processes, and recommended use [35]. Bias and
fairness studies show that model behavior can be affected
by data quality and hidden assumptions, while fairness
toolkits provide techniques for detection and mitigation
[36], [37]. Governance frameworks such as the NIST Al
Risk Management Framework and ISO/IEC 42001
translate these principles into lifecycle controls for risk
management, monitoring, documentation, and continual
improvement [38], [39].

4.4 Legacy Systems, Data Quality, and Integration Barriers

A recurring barrier across AIOps and MLOps
literature is the quality and integration of operational
data. AIOps depend on reliable logs, metrics, alerts,
incidents, configuration data, deployment records, and
service dependencies [5], [6]. Public-sector agencies often
operate a mixture of legacy applications, custom
platforms, cloud services, and vendor systems, which can
make data normalization and real-time correlation
difficult. MLOps literature reinforces that AI models
require monitoring, validation, and retraining after
deployment [8], [20-22]. Without these controls, models
used for change-risk prediction may become inaccurate as
infrastructure, data patterns, and service dependencies
change.

4.5 Al-Enabled ITIL Change and Release Framework

Based on the synthesis, this review proposes a
framework that links operational data, AIOps analytics,
MLOps governance, ITIL change/release processes, and
public-sector oversight. The framework is not intended to
remove human control. Instead, it shows where Al can
strengthen evidence-based decision-making while
keeping accountability, explainability, and compliance
within the governance process. Figure 3 presents the
proposed framework.

AlOps analytics MLOps controls Public-sector
oversight
Anomaly detecti Model versioni
nomaly detection L Auditability
event correlation monitoring
o policy alignment
root-cause support retraining human ﬂppFO\fﬂl

T
|
I
|
v

Operational data

Logs, metrics, traces.
incidents, changes
CMDB, test results

s sata]
«—-----

ITIL change and release workflow

{ Request H Risk score HCAEdecislonH Release H Validation H Review ]

-+

Continuous learning loop: release outcomes, rollback events,
incidents, and audit findings update models and controls

Figure 3: Proposed Al-enabled ITIL change and release management
framework
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The framework can be operationalized through
lifecycle controls that connect planning, assessment,
approval, deployment, validation, and review. Figure 4
shows how these controls distribute across the Al-
enabled release process. It also clarifies that governance
controls do not occur only at approval time; they appear
before, during, and after deployment.

— s s B
Plan Assess Approve
Service | Al risk CAB
criticality score decision
: N \
i
1
f

P B
Validate Deploy
Telemetry — Release
check window

v

~
Monitoring
drift, false alerts,

A 4 v

@
Documentation
change record,

Human oversight
approver,
escalation

model card service impact

Governance loop: deployment evidence informs future risk assessment and CAB review

Figure 4: Governance controls across the Al-enabled release lifecycle

4.6 Design Requirements for Al-Assisted CAB Decisions

The synthesis indicates that an Al-assisted CAB
should be designed as an accountable decision-support
capability rather than a replacement for review boards.
The system should combine operational telemetry with
change records, but it must also expose why a
recommendation was made and whether the supporting
evidence is complete. Table 6 translates the literature into
design requirements for public-sector use.

Table 6: Design requirements for Al-assisted change advisory decisions

. . Implementation
Requirement Rationale P
controls
CAB members Show risk drivers,
need to affected services,
Explainable | understand why | historical incidents,
risk score change is low, dependency
medium, or high confidence, and
risk. uncertainty.
Operational dat
peratt aw Track source systems,
may be . .
time windows,
Data fragmented across g
missing values,
provenance | legacy systems L .
normalization logic,
and vendor .
and dataset limits.
platforms.
Public-sector .
. Require named
accountability .
Human approver, escalation
approval cannot be ath, and policy-based
PP delegated fully to path, and poiey
. exception handling.
an algorithm.
Approval should | Link test results,
Release .
. be connected to security checks,
evidence .
testing and rollback plan, change

Requirement Rationale Implementation
controls
deployment window, and service-
readiness. owner sign-off.
The model should | Feed incidents,

rollback events,
performance shifts,

improve from

Post-release
release outcomes

learnin . 1 .
J without hiding and user-impact data
errors. into review cycles.
AIOps models .
. Use monitoring,
can drift or etraining triceers
retraining triggers,
Model become & g
L . model cards, dataset
governance misaligned with .
. documentation, and
policy . . .
; periodic audit review.
requirements.

4.7 Illustrative Public-Sector Workflow Simulation

To make the proposed framework more concrete,
consider an illustrative public-sector portal release. A
change manager submits a release request for an online
regulatory portal. The Al-assisted workflow first
assembles evidence from the change record, impacted
configuration items, prior incidents, test results, and
service criticality. An AIOps model then generates a risk
profile that identifies likely service dependencies,
unusual historical outage patterns, and confidence limits
in the available data. The CAB does not automatically
accept the recommendation; instead, it uses the risk
profile to ask targeted questions about rollback readiness,
affected

deployment, telemetry is monitored against historical

services, and compliance risk. During
baselines. After deployment, incidents, rollbacks, or
abnormal performance shifts feed into the post-
implementation review and future model retraining.
Figure 5 summarizes this scenario as a decision-support

workflow.

Release
request
Portal update

Evidence Al risk
bl profile
Risk drivers

CMDB + tests

Post-release
review
Telemetry +
incidents

\
N
2 ¥ N P BT
Change manager Security / compliance Service owner Operations team
interprets risk checks policy validates impact monitors outcome

The workflow demonstrates decision support rather than autonomous approval
in regulated public-sector environments.

CAB
Deployment review

Monitor window

Approve f defer

Figure 5: Illustrative public-sector workflow simulation for a
portal release

5. Research gaps and Future Directions
The literature provides strong foundations for AIOps,

MLOps, DevOps, and responsible Al, but several gaps
remain when these areas are applied to public-sector
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change and release management. Table 7 summarizes the

main gaps and future research directions.

Table 7: Research gaps and future directions

change records

features needed

Gap Problem Future direction
. Conduct case studies
Few studies sing operational
i 1
Limited evaluate Al in using op
.. . change records,
empirical real public-sector | . .
) incidents, release
evidence change/release .
outcomes, and audit
workflows. 1.
findings.
Develop explanation
Weak Risk scores alone | methods that show
explainability | are insufficient risk drivers, data
for CAB for accountable confidence, affected
decisions approval. services, and rollback
readiness.
Standardize change
Change tickets &
metadata: affected CI,
Al-read often lack dependency, test
_rea :
y structured P 4

result, outage history,

maturity, and
risk tolerance.

L approval path, and
for prediction. PP! pat
service criticality.
Map model
monitoring,
AIOps models onne
retraining, validation,
are rarely
Governance- access control, and
connected to .
aware MLOps blic-secto documentation to
ublic- T
puo ITIL and Al
policy controls.
governance
requirements.
Evaluate decision-
Automation can support interfaces for
reduce effort but CABs, release
Human-AI .
. may reduce managers, service
collaboration .
accountability if owners, and
poorly designed. | compliance
reviewers.
Public agencies .
ubcag Build adaptable
. differ in .
Transferability | . frameworks with
infrastructure, .
across maturity levels rather
. law, data . .
agencies than one-size-fits-all

automation models.

Future research should move from general AIOps

capability

evaluation. Public-sector studies should examine where

descriptions

toward

process-specific

Al recommendations can safely enter the change
workflow, which decisions remain strictly human-
controlled, and how agencies can measure improvement
in release risk, incident reduction, audit readiness, and
service continuity. Research should also examine how
MLOps controls can be embedded into ITSM so that
operational Al reliable  after

models remain

infrastructure, data, and policy conditions change.

A practical research direction is the development of
an Al-assisted CAB decision-support model. Such a
model would combine change history, dependency maps,

incident records, test results, service criticality, and
compliance requirements to produce an explainable
change-risk profile. The profile should support, not
replace, human decision-making by presenting risk
factors, uncertainty, relevant  precedent, and
recommended mitigation actions. For public agencies,
this design is preferable to black-box automation because
it preserves accountability while improving evidence
quality.

Another research direction concerns evaluation of
metrics. Existing AIOps studies often evaluate detection
accuracy or alert reduction, while public-sector change
governance also requires measures such as auditability,
approval transparency, incident avoidance, service-
continuity protection, and stakeholder confidence. Future
evaluations should therefore combine technical measures

with organizational and governance outcomes.

6. Practical Implications for Public-Sector IT

For public-sector agencies, the findings suggest that
Al-enabled change and release management should be
introduced through a staged maturity path. Agencies
should first improve the quality of change records, service
maps, incident histories, and release metrics before
relying on predictive models. Without these foundations,

appear
incomplete data. The practical starting point is therefore

Al outputs may precise while reflecting
not automation of approvals; it is improving operational
observability and creating reliable evidence for human

review.

A second implication is that AI should be embedded
into existing ITIL and governance roles rather than
deployed as a separate analytics experiment. Change
managers, release managers, service owners, security
teams, data stewards, and compliance reviewers should
have defined responsibilities in the Al-enabled workflow.
This role clarity is important because public-sector
releases often involve statutory obligations, vendor
dependencies, security controls, and citizen-facing
services. A risk score is useful only when the organization
knows who must interpret it, who can override it, and

how the decision is documented.

A third implication concerns procurement and
vendor management. Many agencies adopt monitoring,
cloud, ITSM, and AIOps tools through vendor platforms.
Procurement language should require data exportability,
audit logs, model documentation, access controls, and
explainability features. These requirements help prevent
dependency on opaque vendor models and support later
integration with agency-specific ITIL workflows, risk
registers, and compliance evidence.
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Table 8 summarizes a phased implementation
roadmap for Al-enabled change and release management
in public-sector IT. The roadmap highlights how agencies
can move from foundational data readiness and
observability
governance integration, and continuous improvement.

toward predictive decision support,
This staged approach ensures that Al adoption remains
ITIL workflows,

compliance expectations, and operational reliability.

aligned with human oversight,

Table 8: Implementation roadmap for Al-enabled change and release

management
. Expected
Phase Key actions P
outcome
Standardize change Cleaner
tickets, incident operational
Phase 1: Data " p_
. taxonomies, evidence and
readiness . .. .
configuration items, more reliable
and service criticality. baseline metrics.
Earlier detection
Connect logs, metrics, of abnormal
Phase 2: traces, alerts, test release behavior
Observability | outcomes, and and stronger
deployment records. post-release
validation.
Evidence-based
Pilot change-risk . .
Phase 3: . g . . CAB discussion
. scoring using historical .
Predictive > without
releases and incident .
support removing human
outcomes.
approval.
Map Al outputs to ITIL | Traceable
Phase 4: controls, approval decisions and
Governance | policies, model cards, stronger
integration dataset records, and compliance
audit trails. readiness.
Monitor model drift, Improved
review false reliabilit
Phase 5: .. . 4
. positives/negatives, reduced release
Continuous . .
. update training data, risk, and
improvement .
and evaluate agency sustainable Al
outcomes. operations.

The roadmap also defines measurable outcomes for
pilot work. Agencies should evaluate the reduction in
post-release incidents, mean time to detect abnormal
behavior, false-positive and false-negative risk alerts,
CAB cycle time, rollback preparedness, and audit
evidence completeness. These metrics are more useful
than broad claims about automation because they connect
Al adoption to public-sector service reliability and
governance outcomes.

7. Limitations

This review has three limitations. First, the available
literature contains more studies on monitoring, anomaly
detection, and incident response than on Al-enabled
change approval or release governance. As a result, some
findings are transferred from adjacent areas such as

MLOps, DevOps, cloud observability, and public-sector
Al governance. Second, the review emphasizes peer-
reviewed and high-quality governance sources, but
implementation practices in agencies may also be
documented in internal playbooks, procurement records,
and vendor reports that are not publicly available. Third,
the proposed framework is conceptual and should be
validated through agency-level case studies, interviews,
and pilot deployments.

These limitations do not weaken the main finding;
rather, they clarify where empirical work is needed. The
literature is sufficiently mature to identify the technical
and governance components required for Al-assisted
change and release management, but it is not yet mature
enough to claim that a single reference architecture will
fit all public-sector agencies. Future validation should
therefore compare different agency sizes, risk profiles,
service portfolios, and data maturities.

8. Conclusion

This systematic literature review examined the
transition from ITIL-based service governance toward Al-
enabled operations in public-sector IT. The review shows
that AIOps is well developed for monitoring, anomaly
detection, incident response, and failure prediction.
MLOps provides complementary controls for model
deployment, validation, monitoring, and retraining.
Public-sector Al literature emphasizes transparency,
accountability, governance, and organizational readiness.

The central finding is that AI has not yet been
sufficiently integrated into formal change and release
management. Intelligent monitoring provides useful
technical foundations, but public-sector agencies need
validated frameworks that connect operational analytics
with ITIL workflows, human approval, compliance
requirements, and explainable recommendations. The
proposed framework positions Al as a decision-support
layer that can improve risk assessment, release planning,
and post-release validation while preserving governance
accountability.

For practice, the review suggests that public-sector IT
leaders should begin with high-value, low-risk Al use
cases such as anomaly detection, post-release monitoring,
and evidence-based change-risk assessment. For research,
the next step is empirical validation through public-sector
standard

case studies, pilot implementations, and

evaluation metrics that determine how Al can improve

service  continuity, operational efficiency, and
trustworthy = governance in  public-sector  IT
environments.
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