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Editorial

The convergence of computing, engineering, and scientific inquiry has become a defining
characteristic of modern research and innovation. It is with great pleasure that we present this
special issue of the Journal of Engineering Research and Sciences, devoted to the theme of
Computing, Engineering and Sciences. This issue brings together a diverse collection of scholarly
works that illustrate how computational advancements are reshaping engineering practices and
scientific exploration, ultimately enabling more efficient, intelligent, and impactful solutions to
contemporary challenges.

In recent years, the integration of computing technologies into engineering and scientific domains
has accelerated at an unprecedented pace. High-performance computing, artificial intelligence,
data analytics, and simulation techniques have become indispensable tools across a wide range
of disciplines. The contributions featured in this issue highlight how these technologies are not
only enhancing traditional methodologies but also redefining the boundaries of what is possible.
From predictive modeling in engineering systems to data-driven discoveries in scientific research,
the role of computing as a transformative force is clearly evident.

A central theme of this special issue is the seamless interaction between theoretical foundations
and practical applications. Authors have explored innovative approaches that bridge
computational theory with engineering design and scientific experimentation. This integration
enables the development of optimized systems, improved decision-making processes, and
scalable solutions that can adapt to evolving requirements. The interdisciplinary nature of the
research presented here underscores the importance of collaboration among experts from
computing, engineering, and scientific backgrounds.

Furthermore, the issue emphasizes the growing importance of intelligent systems and
automation. Advances in machine learning, deep learning, and embedded systems are enabling
the creation of smart technologies that can analyze complex datasets, learn from patterns, and
make autonomous decisions. These capabilities are being applied in areas such as smart
manufacturing, healthcare technologies, environmental monitoring, and infrastructure
management. The research contributions in this issue demonstrate how intelligent systems are
contributing to increased efficiency, accuracy, and reliability in both engineering and scientific
applications.

Another significant aspect highlighted in this issue is the role of simulation and modeling in
advancing knowledge and innovation. Computational simulations allow researchers to explore
scenarios that may be difficult, costly, or time-consuming to replicate in real-world environments.
By leveraging these tools, researchers can test hypotheses, optimize designs, and gain deeper
insights into complex systems. The studies presented here showcase the power of simulation in
addressing challenges across various domains, including materials science, fluid dynamics, and
energy systems.

The editorial team would like to extend its sincere gratitude to all authors for their valuable
contributions and to the reviewers for their diligent efforts in maintaining the high standards of
the journal. Their expertise and commitment have ensured the quality, rigor, and relevance of the
research presented in this special issue.

As we present this collection of articles, we hope it will inspire continued exploration and
collaboration at the intersection of computing, engineering, and sciences. The challenges faced by
society today require integrated approaches that leverage the strengths of multiple disciplines.
By fostering such collaboration, the research community can continue to develop innovative
solutions that address global needs and contribute to sustainable progress.



We invite readers to engage with the insights and advancements presented in this issue and to
contribute to the ongoing dialogue in this dynamic and evolving field. The future of computing,
engineering, and sciences lies in the continued integration of knowledge, the advancement of
technology, and the pursuit of excellence in research and innovation.

Guest Editor

Prof. Paul Andrew
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ABSTRACT: The sole focus of current occupant behavior research on environmental and contextual

factors (i.e., physical attributes) in buildings is a missed opportunity. Psychological, physiological,

social, time, and random factors also influence building occupants. In this pilot study (n = 10), the

authors used Interaction Geography to capture human movements across space and time in a Virtual

Reality (VR) museum to dissect building occupant behavior. Results indicated that study majors (i.e.,

psychological) and personal connections (i.e., social) with the space affected how participants explored

and spent time in the VR museum.

KEYWORDS: Interaction Geography, Building Occupant Behavior, Virtual Reality

1. Introduction

Building occupant behaviors are the direct indicators
of how well the built environment (e.g., interior spaces)
promotes human physical and psychological well-being.
The current approach to comprehending said behaviors
focuses on occupant assessments of the physical design or
subjective ratings of indoor environmental quality (IEQ)
factors such as acoustics, cleanliness, and furnishings [1].
Occupancy evaluations exemplify this approach by asking
occupants to rate their satisfaction with IEQ factors on
survey-based Likert-scale items (e.g., 1 = dissatisfied; 7 =
satisfied) [2]. This approach may seem like an objective
way to measure IEQ; however, the following problems
cloud the resulting data. First, retrospective data collection
relies on occupants’ memories of a space. Subjects might
mis-remember or fail to recall their experience with the
building [3]. Therefore, their ratings of IEQ factors are
inadequate and incomplete reflections of their real-time
experiences which dictate their behaviors in the building.
Second, the tendency to reduce cognitive load means that
occupants frequently select the middle choice of complex
multiple-choice questions [4].

These biases challenge researchers who study the built
environment to develop more comprehensive methods for
assessing occupants' behaviors. One exemplary method is
implementing agent-based simulation (ABS), autonomous
computational agents interacting with one another and
their surroundings [5], to predict occupant behaviors in

buildings. ABS is most effective in modeling behavioral
patterns in hypothesized scenarios to schedule working
shifts, regulate energy usage, evacuate for emergencies,
and so on [6-8]. One caveat of using ABS in the built
environment is that the computational system disregards
the complexities underlying occupant behaviors (e.g., age,
gender, and psychological state) [6]. This argument also
applies to sensor-based and GPS-enabled data collection,
with a heavy emphasis on the physical characteristics of
the building, not the psychological aspects of occupants
[91, [10]-

Interaction geography, a novel approach to describing,
representing, and interpreting human interactions with
their environments across space and time [11], offers one
solution to these challenges. Current implementations of
interaction geography in the built environment include
assessing occupant travel patterns in a museum [12] and
in teacher-student-interactions in the classroom [13], [14].
Such implementations are limited, yet growing interest in
interaction geography is evident through multiple studies
focusing on the movements of building occupants [15-17].
However, tracking movements is an intensive and time-
consuming data collection process that uses wearable
sensors or camera recordings [12], [17].

This paper presents a time-and-cost efficient approach
to exploring building occupant behavior via movements
using Virtual Reality (VR) technology. In a pilot study, the
authors analyzed the movements of 10 participants in a
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virtual museum to examine the extent to which interaction
geography further the current understandings of building
occupant behavior with the research question:

“What insights can Interaction Geography offer to the
understanding of participant behavior in a VR museum?”

The authors, thus, explored movement patterns (obtained
via Interaction Geography) to identify how participants
interacted with a building setting via real-time data.

2. Literature Review
2.1. Building Occupant Behavior Research

Building occupant behavior is under the influences of
environmental, contextual, psychological, physiological,
social, time, and random factors (Figure 1) [18]. Lighting,
temperature, and indoor air are environmental factors.
Building features such as orientation and construction are
contextual; gender, age, and occupation are psychological;
individual perceptions of temperature are physiological,
cultural groups and organizational regulations are social
factors [19]. Time-related events (e.g., working shifts) and
random movements are influential as well [20]. Studies on
building occupant behavior focus on environmental and
contextual factors due to their quantifiable nature. For
instance, researchers operationalize environmental factors
as Indoor Environmental Quality (IEQ) variables that are
measurable using satisfaction surveys (e.g., pre-and post-
occupancy evaluations) and real-time devices (e.g., light

meters, sensors) [21].
Current Psychology
Literature Context Physiology

Environment ————— Building Occupant Behavior +—————  Society

New \

Literature Time
Focus Random

Figure 1: Factors that Influence Building Occupant Behavior

In the typical approach of post-occupancy evaluation
(POE), occupants will complete a survey nine to twelve
months after moving into a building. The two components
that make up POE include (i) subjective perceptions (i.e.,
comfort and satisfaction) and (ii) physical measurements
(i.e., building features) [9]. Both components contain IEQ
variables such as temperature, light, noise, privacy, view,
decoration, cleanliness, and so on. Occupants use Likert
ratings to indicate their subjective perceptions of IEQ
variables and their impacts. For example, the Building Use
Studies (BUS) survey includes 7-point rating scales (e.g.,
uncomfortable to comfortable) for 11 IEQ variables (e.g.,
thermal, acoustic, appearance) [22]. Among IEQ variables,
noise, air quality, light, and thermal are most influential to
building occupants [1], [23].

Regarding physical measurements, devices like meters
and sensors help researchers estimate how IEQ variables
might influence building occupants over time. Energy and
water consumption plus IEQ variables such as thermal,
lighting, air quality, and acoustics make up most of this
component [10]. Electricity usage (e.g., applicant loads),
window, fan, and air conditioning operation are occupant
behaviors of interest within residential and commercial
buildings; these studies dominate the corresponding
literature [19]. In [18], the authors discussed the current
state of building occupant behavior through the following
environmental and contextual factors (i.e., IEQ variables):
window, lighting, shading, and air conditioning (AC). The
focus on this subset of factors/variables is reasonable as
professionals (e.g., engineers, architects, designers) and
stakeholders (e.g., managers, owners) are concerned with
the social and financial costs of energy consumption and
life cycle of buildings. The authors in [24] also projected a
decline in energy purchasing power of $11,258,2019 by
2099, implying that low-income populations would suffer
from the inability to consume energy in response to
climate change (i.e., global warming). According to the
authors in [25], residential buildings that withstand a wide
temperature fluctuation (e.g., from — 20°C to + 30°C) are
costly, especially with a deficit in Gross Domestic Product
(e.g., — 2% in 2017) due to global warming. Said costs
explain why environmental and contextual factors (i.e.,
IEQ variables) predominate the current state of building
occupant behavior research (Figure 1).

Viewing building occupant behavior as stochastic (i.e.,
random) with the variants between occupants that evolve
over time represents a research paradigm shift [15]. Recent
additions to POE include visual records, data of building
structure/service/system, window sensors, GPS-tracked
mobility, and so on [10]. In [6] the authors utilized an
agent-based simulation (ABS) model and sensor-based
data to predict probabilities of window operation in
commercial buildings. This model reduces stochastic
uncertainties by cross-referencing multiple IEQ variables
like temperature, air, and humidity, in a single behavior:
opening a window. However, the ABS model did not take
into account the complex occupant interactions in real-
world settings and the underlying psychological factors.

2.2. Interaction Geography

Interaction Geography is the comprehensive analysis
of audiovisual data of interactions via sociocultural and
social lenses [11]. Originating from interaction analysis in
Computer Supported Collaborative Learning (CSCL), this
approach converts and presents selective subsets of verbal
and physical behaviors into transcripts so researchers can
comprehend social events from insider perspectives [26].
The transcript is not merely a record of audiovisual data
but a portrait that captures the emotions, behaviors, and
potential intentions of people who engage in a social event
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[27]. Transcripts are vital to interaction analysis, but their
production techniques have evolved little over the years.
Language-processing software such as Microsoft Word is
typically used to produce transcripts that include
conversations and gestures or multimodal transcription
[28]. Through the “presentation of text,” researchers
preserve data integrity by not correcting “particulars” or
“tiny things” that might reveal the sociocultural
backgrounds or underlying thoughts of the event in
participants [27], [29].

INTERFACE
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Figure 2: Mondrian Transcription and IGS Interfaces [12]

However, language-based transcription is inadequate
to represent the intrinsic complexity of social behaviors.
Interaction Geography combines qualitative analysis with
time geography (i.e., time-space coordination of human
behaviors in social events) to analyze audiovisual data
[30], [31]. In[11], the author offered a cutting-edge method
for Interaction Geography with two key components
(Figure 2). First, via Mondrian Transcription web-based
software, the author extracted and encoded participant
movements and conversations over space and time from
audiovisual data. This process resulted in a spreadsheet
containing the pixel positions and movement transcripts
of participants. Mondrian Transcription is among the
earliest tools that transcribe movements and conversations
(i.e., pixel positions and timed verbal exchanges). Second
is Interaction Geography Slicer (IGS), a tool that syncs
transcripts of movements and conversations with specific

time frames in audiovisual data. IGS, therefore, enables
exploratory analyses and dynamic visualizations of
Mondrian transcription [26].

One application of Interaction Geography in buildings
was to study museum visitor traveling patterns [12] and
classroom interactions of teachers and students [13]. In
[12], the authors analyzed 22 case studies with 72 hours of
audio and video recordings of museum visitors to
determine their movements, interactions, and technology
use. The data illustrated how “visitors' personal and social
history, prior knowledge, and relationship to one another”
influenced their choice of navigation and experience in a
museum setting. In [13], the authors analyzed audiovisual
excerpts of teacher-student interactions in two classrooms.
Results indicated that the teachers developed repetitive
circulation patterns around projector and tables. Their
travel patterns also fluctuated during classroom hours,
depending on the changes in instructional content. The
findings raised concerns regarding how teachers should
monitor their classroom movements and interactions to
ensure effective teaching. Interaction Geography, thus, is
helpful for the stochastic paradigm in building occupant
behavior research as it reveals the randomness underlies
occupants’ behavior across space and time.

3. Methodology

In this paper, the authors proposed a novel application
of Interaction Geography in building occupant behavior
research using Virtual Reality (VR). Like the authors in
[12], we also chose a museum setting to explore occupant
behaviors across time and space. VR technology enabled a
time- and cost-efficient simulation of a museum and
therefore was fundamental for piloting occupant behavior
study in the chosen setting.

Figure 3: The VR Museum [32] as Seen in a Meta Quest 2 Headset
3.1. VR Museum Session

This pilot study utilized a public VR museum (Figure
3) from the Matterport website (https://matterport.com/)
[32]. Participants (n = 10) each attended a VR session,
which included 10 minutes of training and 20 minutes (or
more) of exploring the VR museum. Using Meta Quest 2
headsets, the authors recorded VR sessions (in video and
audio) as participants explored the virtual building space.
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Using the hand controllers, participants moved through
the space by pointing at the white circles on the floor. The
participants, however, could not interact with the artifacts
(e.g., statues) and spatial elements (e.g., door) in the virtual
museum as they are only 360-degree photographs.

3.2. Interaction Geography Transcription

Mondrian Transcription (https://www.benrydal.com/

software/mondrian-transcription) [12] helped transcribe
recorded movements and interactions into pixel positions
on a scale diagram that illustrates space arrangements in a
building (i.e., a floor plan). The museum floor plan and the
audiovisual recordings of the VR sessions were uploaded
to Mondrian Transcription’s web-based interface (Figure
4) for manual tracing. Both files were then visible next to
each other on a computer screen. By hovering the mouse
cursor over the floor plan, the authors displayed a path
that followed the participants' movements as shown in the
recording. The authors accurately traced the time-specific
movements using the keyboard to play, rewind, and pause
the recording. Analysis results included a traced floorplan
demonstrating a two-dimensional (2-D) movement path
and a spreadsheet logging every step of the participant in
the space with x- and y-coordinates. The authors repeated

this process with all recordings.

Figure 4: Mondrian Transcription’sl Web-based Interface with Manual
Tracing of Participant’s Movements

IGS (https://www.benrydal.com/software/igs) [12] was

another process the authors used to visualize the traced
movement paths of participants over time. We uploaded
Mondrian Transcription transcripts (i.e., the spreadsheets
with x- and y-coordinates) and the corresponding VR
recordings to this web-based interface. IGS synchronized
all movements and conversations of each participant
following a timeline that equaled the length of each
recording. This process resulted in an animated floor plan
illustrating the 2-D movement path over a corresponding
three-dimensional (3-D) conversation timeline. Hovering
the cursor on top of the animated floor plan allowed the
authors to rewind and analyze participant movements
and conversations at a specific point in time.

4. Results

Participants (n = 10) in this pilot study were all college
students in the 18 — 34 age group, with 67 % female and 33

% male. This was a convenient sample of volunteers who
dedicated their time to participate in this study without
compensation. Table 1 summarizes the demographics and
logistics of all participants.

Table 1: Demographics and Logistics of Participants

ID No. | Time in VR | Use VR | Major
P_1 12 minutes | Monthly | Design
P 2 15 minutes | Yearly Design
P_3 20 minutes | Never Design
P 4 28 minutes | Never Non-design
P 5 17 minutes | Never Non-design
P_6 14 minutes | Never Non-design
pP_7 14 minutes | Never Non-design
P 8 12 minutes | Never Non-design
P9 30 minutes | Never Design
P_10 12 minutes | Monthly | Design
‘ Ly -
\ Nee o
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Figure 5: Floor plan of the VR museum with the Traced Movements
Across Time and Space of a Participant

4.1. Participant Behavior in a Virtual Space

Most participants (70%) had minimal prior exposure to
VR technology, and the average time they spent exploring
the virtual museum was around 17 minutes. Participants
all completed the VR session from start to finish. The floor
plan (Figure 5) indicates the entrance (i.e., the upper red
arrow) and the exit (i.e., the lower red arrow), with
representations of objects (i.e., artifacts), display cases, and
furniture in the VR museum. Although the white circles
predetermined the VR museum navigation, participants
were free to skip circles, come back, and stay for a certain
amount of time at specific points. Such behaviors reflected
how participants behaved in the VR museum regarding
the space arrangement (e.g., whether display cases with
the artifacts captured participant attention as planned by
the interior designer). Figure 5 below illustrates the fourth
participant's (P_4) movements across space and time.
P_4's travel path is depicted on the museum floor plan,
and the adjacent timeline displays the periods they spent
in each area of the space throughout their recording. For
28 minutes, P_4 (a non-design major) traveled across the
VR museum yet entirely skipped the central exhibition
with multiple display cases and artifacts. This observation
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is one of the behavior discrepancies among participants.
The section below summarizes notable findings from the
movements across space and time of all participants in this
pilot study. Instead of discussing the movements across
space and time of each participant, the authors stacked the
travel paths of those with the same background (i.e.,
design vs. non-design) together for a better comparison.

4.2. Movement Density and Personal Background

The authors analyzed all the transcripts and organized
them into two categories based on movement density:
design and non-design major participants. To give a
comprehensive view of the results, the authors overlaid
the traced paths of participants together on the floor plan
for each category. Figure 6 depicts the paths of five
participants who major in design (P_1, P_2, P_3, P_9, and
P_10).

WW-W |
mr1 P2 WP 10 1o MINUTES 30|

WPr3 Wmro

Figure 6: Overlays of Movements Across Time and Space of Design
Participants

e Design-major participants had intense movement
density; as shown in Figure 6, these participants spent
more time at the entrance and exit (as shown in
multiple traced points). They also returned to specific
spots (as their paths overlapped several times). None
of them skipped the central exhibition, and all
followed the intended design of the floor plan.

e P_2discovered the door that led directly to the central
exhibition while exploring the lower part of the central
exhibition. P_2 then crossed the door to a hallway
previously visited and went back to the central
exhibition to complete the upper part (the orange path
in Figure 6). Notably, P_2 indicated only yearly use of
VR, which is less prior experience than P_1 and P_10
indicated. The other participants all navigated from
the entrance toward the long hallway leading to the
central exhibition and ended at the exit.

e The synchronized timeline on the right of Figure 6 also
reveals time durations spent throughout the VR
museum. P_1 and P_3, for example, spent more time
exploring at the beginning (about one-fourth and one-
half of their time, respectively) but later skimmed
through the space. Meanwhile, P_2, P_9, and P_10

divided their time more evenly across the VR
museum.

Figure 7 illustrates the paths of five participants who
were in non-design majors (P_4., P_5, P_6, P_7, and P_8).
Their behavior showed some differences compared to
their design Counterparts.
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Figure 7: Overlays of Movements Across Time and Space of Non-
design Participants
e The movement density was less condensed for non-
design participants. Figure 7 shows that non-design
participants spent equal time throughout the VR
museum (i.e.,, as shown in the straightforward and
less-overlapped paths). P_4, as a notable case, even
skipped the central exhibition altogether (Figure 5).
Especially, no participant ever noticed the door
connecting the hallway and the central exhibition.
e The traced paths also differed from one participant to
instance, P_4 had the
straightforward path that started at the entrance and
flowed through the hallway to the exit. P_5, on the
contrary, explored the VR museum twice using the
same path. P_6 repeatedly visited the upper left
curved display in the hallway, the left upper corner

another. For most

display cases in the central exhibition, and three
display cases at the end of the museum (as shown in
the overlaps in the green traced path). P_7 showed a
similar travel path to those of the design participants
(i.e., following the intended navigation of the floor
plan) yet visited each spot only once. P_8 revisited the
first half of the VR museum yet skimmed through the
last half. This participant also explored the central
exhibition counterclockwise, thus, differing from the
rest. It's worth noting that all non-design participants
had never used VR technology before.

¢  The synchronized timeline on the right of Figure 7 also
reveals time durations spent in the VR museum. P_4
and P_5, for instance, spent more time exploring at the
beginning (about one-half of their time) and moved
faster at the end. P_6, P_7, and P_8 divided their time
into small durations evenly spanned over the
exploration.

5. Conclusion

Participants all finished the VR museum with an
average time of 17 minutes from start to finish, except P_4,
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who skipped the central exhibition. Prior experience in
VR technology, therefore, was not an influential factor in
participant behavior. Similar to the authors in [12], this
pilot study also found that “personal history” and “prior
knowledge” (i.e., design vs. non-design majors) affected
how participants navigated and experienced the virtual
museum.

First, design-major participants explored the space
more thoroughly than their non-design counterparts.
They also spent extended time at the entrance and exit,
where there were artifacts, signs, and display cases;
revisited specific spots; and examined the central
exhibition equally as the hallway. P_2 even found the
door leading directly to the central exhibition, possibly
due to their design knowledge (i.e., the psychological
factor of occupation) which helped them navigate and
engage with the space more effectively. The non-design
participants paid less attention to the space, as evidenced
by their behavior: for example, they did not go back to
check artifacts and display cases along the paths, and P_4
skipped the central exhibition altogether. Said behaviors
raise concerns about whether all occupants perceived
space design intentions equally.

Second, either design or non-design participants
explored the VR museum at their own pace. Some spent
more time in the beginning and rushed at the end; others
spent equal time periods in the whole space. This
observation shows an underlying social factor relating to
personal interests and connection to certain artifacts or
display cases. The degree of personal interest one has
with the space might affect their behaviors [12].

One limitation of this pilot study is that each
participant explored the VR museum independently,
which does not account for social interactions between
them. Moreover, the VR museum is a 360-degree-
captured environment or a compilation of multiple 2-D
images of a real space. Participants could not interact with
artifacts, display cases, and furniture. Future research will
use an interactive VR environment so that participants
can interact with the objects in their surroundings. The
authors hope to gain further insights into occupant
behavior via Interaction Geography and more
sophisticated VR technology.
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ABSTRACT: This research is about tuning the automatic generator control (AGC) unit within the
National Transmission System (NTG) and is intended to provide a set of key insights into problems
related to generator control systems oscillations and the possible available solutions. The case study is
the Baba Hydroelectric Power Plant in Ecuador. The aim is to model, simulate and validate the controls
of the Baba generating units for an optimal and stable response. Both controllers, the Automatic Voltage
Regulator (AVR) and Power System Stabilizer (PSS) were tuned using both a component-based
approach using an object-orientated tool where the model structure resembles the original system, and
a coexisting power flow tool in a signal orientated environment. A key part of this tuning is the
adaptation of the model to different operating conditions by testing scenarios where signals ought to
be defined before the start of the simulation and others be chosen for visualisation without any
limitation, therefore, this paper is about finding a multi-framework environment. Also, the model was
disturbed so to observe the field Voltage and terminal voltage values using a simplified and reduced
part of the NTG. Results show that a high gain AVR helps the steady state and transient stabilities but
may reduce the oscillatory stability and the PSS can provide significant stabilization of such oscillations.
The validation strategy uses the average quadratic mean square error statistical method.

KEYWORDS: Electric Power Systems, Automatic Voltage Regulator, Coexisting and Collaborative
tools, Power System Stabilizer, Stability Assessment, Sensitivity Analysis

1. Introduction hectares of land at risk of flooding, protesters against the
Baba dam had a major impact on the construction of the
dam and saved the community from flooding [3]. Capable

of generating 42 MW, covering 40-50% of the demand in

Hydroelectric power plants are the foundation of
Ecuador's power generation capacity. Hydropower plants

account for 57.67% [1] of the country's installed capacity
by 2017. Our case study is the Baba Multi-Purpose Project
(BMP), consisting of four dikes and three channels in Los
Rios province, used for irrigation, flood control, water
supply and hydroelectric power generation. The BMP
includes water supply to the reservoir and the Daule-
Peripa reservoir, construction of the hydroelectric power
plant and associated transmission lines. Therefore, the
main purpose of the BMPs is water storage and
transmission, not hydropower. Upland rice is dominant in
Los Rios and no-tillage is the dominant crop cultivation
method. About 60 percent of the farmers farm less than
five hectares per person and three percent are large
farmers cultivating 100 hectares per person [2]. With 3,000

Los Rios. The Baba hydropower station has two of his
Kaplan direct shaft turbines submerged by a spiral cover
or scroll area.

This paper concerns the feasible enhancement controls
which may allow the countrywide electricity grid to
perform reliably over broader tiers of loading and system
operational point. Hydro-turbines controllers are tuned
for assumed situations withinside the relaxation of the
electricity grid; however, as grid situations vary, the
controllers eventually ‘“malfunction” in one-of-a-kind ways
(ranging being too sluggish and/or of inadequate ability or
loss of coordination) [4]; consequently, it is hard to ensure
system-wide performance; therefore, the general tendency
is not to rely on control outside normal regions and find
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out where are the opportunities to operate efficiently. A
method is wanted for dealing with the machine
throughout a huge variety of running condition, for this is
important to display electricity-flows and adjust those
with  the higher described generator
interconnection standards making sure viable electricity
exchanges without compromising machine reliability;
however, at the same time, the design has to be completed
in order that every generator maintains its decentralized,
self-sufficient operation, whilst coordinating with turbines
of the nearby electricity grid.

consistent

Literature review shows different ways authors can
implement controls. For example, Std 421.5™-2005 [5]
describes a model structure intended to facilitate the use
of field test data as a means of obtaining model
parameters. In North America model validation is
mandated according to the Reliability Council (NERC)
Modelling, Data, and Analysis (MOD) series of standards.
NERC MOD-033-1 [6] specifies consistent validation
requirements to facilitate the collection of accurate data
and the development of planning models for reliability
analysis of interconnected transmission systems. In
Europe, [7] designed a robust controller to address both
local area and inter-area oscillations. The controller is a
second-order state-space regulator. In Ecuador, [8] is
developing tools for displaying oscillation modes and
their damping, and for provisional localization of a PSS in
the Ecuadorian NTG. An online model estimation scheme
was also used to validate and/or tune a small-signal model
of the power system using synchro phasor data [9] at the
Paute-Molino power plant in Ecuador [10]. In Modelica
[11] there was an effort on design principles and a
prototype for modelling the pan-European electricity grid
to be used by European transmission system operators.

The controls are an Automatic Voltage Regulator
(AVR) and a Power System Stabilizer (PSS). The AVR
regulates the terminal voltage of the generator. A fast-
response high-gain AVR improves large-signal transient
stability in the sense that it improves the network's ability
to maintain synchronism when subjected to severe
transient disturbances. There is a trade-off between
synchronous torque provided by the AVR and the
damping torque provided by the PSS [12,13]. PSS tuning
is for a wide oscillation damping applications. PSS
requires a reliable model of the system in a software
package such as DigSILENT PowerFactory (PF). The early
stages of this data
management, cleansing, and restructuring to the NTG
initial dataset in the PF package. The development of these
controllers uses an object-oriented and non-causal

research involved extensive

modelling approach in which individual parts of the
model are directly described as equations using a
declarative approach [14] but also coexisting in good
cooperation with signal-orientated tools.

2. Methodology
2.1. Generation unit modelling

The Baba power generation unit will generate 161
GWh/year by pumping water to the Santa Elena Peninsula
at up to 234 m?¥/sec. During the rainy season (January to
October), the reservoir only provides a downstream flow
of 10 - 15 m?¥/sec. The generating units are two horizontal
axis Kaplan turbines, each of 21 MW, with a maximum
operating flow of 86 m3/ sec. The difference from the
maximum flow rate, approximate 62 m3/sec, is discharged
via a by-pass installed next to the pressure line [15]. Clarke
and Park transforms are commonly used in field-oriented
control of three-phase AC machines. The Clarke transform
converts the time domain components of a three-phase
system (in abc frame) to two components in an orthogonal
stationary frame (of). The Power System Analysis
Toolbox (PSAT) hydroelectric salient pole machine is
modelled as Order V Type 2 model [16], which more
closely resembles the Baba generator characteristics. Both
follows Van-Cutsem and Papangelis [17] proposed data
(see Figure 1). Baba generator parameters and initial NTG
values are shown in Table 1. The internal parameters of the
generator are the same for Isolated and in NTG operation
modes, but their initialization values differ depending on
the controller's mode of operation. Table 1 also shows the
initial values for the Isolated - NTG generator. To view the
controller's response, a voltage disturbance in the form of
a pulse generator was applied to the Vit input. The "Pulse
Generator’ parameters are shown in Table 2.

The generation model corresponds to a three-phase
synchronous generator and a classic electromechanical
model with transfer functions to model the direct and
quadrature inductances. Assuming an additional circuit
for the direct axis, the state variables can be described as
in the following equations [18]. A curious reader would
have to read the GitHub repository for all the models and
parameters used from the OpenIPSL library.

My

5

>  Order

Figure 1: Machine - Generator Order V Type 2

The Model Parameters are Synchronous reactance - d
axis (pu) Xd, Synchronous reactance - q axis (pu) Xq, Sub-
transient reactance - d axis (pu) Xzd, Open circuit transient
time constant - d axis (pu) T, Open circuit sub-transient
time constant - d axis (pu) Tz, Open circuit sub-transient
time constant - q axis (pu) T2qo, Nominal Power (MVA) Sn,
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Nominal Voltage (kV) Vn, Armature Resistance (pu) Ra,
Transient Reactance - d axis (pu) Xidq, Mechanical inertia
coefficient M and Damping D.

Table 1: Parameters of the Baba Generator

Parameter Value Parameter Value
Xd 0.97 elq.start 0.950539 | 1.49748
Xq 0.78 exq.start 1.00027 | 1.47345
Xod 0.29 exd.start 010.285123
X2q 0.38 w.start 010
Tido 3.56 v.start 1.00027 | 0.945013
T2d0 0.028 P.start 0 1 1.88565
T2q0 0.006 Q.start 01147173
Taa 0.177 Vi start 1.00027 | 3.125
Sn MVA 234 Pmostart 0.900957 1 0.900957
VnkV 13.8 pm.start 0.900957 1 0.900957
Ra 0.0022 va.start 010.551147
X1d 0.36 vq.start 1.00027 | 0.76767
M 10 ia start 0 12.42869
D 0 ig.start 010.712775
Table 2: Parameters of the pulse generator
Pulse Value
Extent -0.03
Pulse width (%) 50
Period (s) 1
Initialization 5.65

AVR modelling is in Section 2-2 and PSS is in Section
2-3. The closed-loop response has two outputs, P (power)
and w (velocity), to the
corresponding inputs of the PSS. A frequency f block was
added that allows to change the speed to frequency and
therefore being able to meet the number of equations and
unknowns for the Generator validation. Enhancements
have also been made to the PSS output to address what-if
scenarios. The internal block diagram is shown in Figure 2
and the external block diagram is shown in Figure 3.

which are connected

4

3
gaini 2dd1
const1 T —1 ~ o e

+1
i i k=0.1591549431
= v],‘
il ]
4

k=order5_Type21.p0

constd e -5

k=1

=

Figure 2: Baba generator internal block

-

Figure 3: Baba generator external block

2.2. AVR Modelling

The IEEE 421.5 standard [5] is the IEEE recommended
practice for excitation system models for power system
stability studies. The models apply for frequency
deviations of #5\% from nominal frequency and
oscillation frequencies up to 3 Hz. The Baba excitation
system follows the IEEE 421.5 ST6B model. The AVR is
shown in Figure 4 and consists of a field voltage regulator
and a PI voltage regulator with a feedforward control in
the inner loop. The field voltage controller implements
proportional control.

Ero

[ ks
[1+sTe

Figure 4: ST6B static potential - source excitation system with field
current limiter [5]

The AVR appeared in Figure 4 comprises of a PI
voltage regulator with an internal loop field voltage
regulator and pre-control. The field voltage regulator
executes a proportional control. The pre-control and the
delay in the feedback circuit increase the dynamic
response. VR represents the limits of the power rectifier.
The ceiling current IFD limitation is included in this
model. The power for the rectifier, VB, may be supplied
from the generator terminals or from an independent
source. Inputs are provided for external models of the
over-excitation limiter (VOEL), under-excitation limiter
(VUEL), and PSS (VS).

Baba has a static excitation system in which the
generator stator voltage is rectified by a thyristor bridge.
This DC excitation voltage is fed through the slip ring to
the rotor windings to excite the rotor. As the energized
rotor rotates within the stator, an AC voltage is generated
at the stator terminals, i.e., stator voltage variations
directly affect the excitation voltage. Figure 5 shows the
main exciter structure underlying the exciter modelled in
the simulation tool.

WWww.jenrs.com

Journal of Engineering Research and Sciences, 2(1): 01-12, 2023 3


http://www.jenrs.com/

Javier Urquizo et al., Modelling, Simulation and Sensitivity Analysis

Aot
Y3eOfLS than az/e=0
y<=MFCL then dz/dt=0

B4R droop

Figure 5: Excitation System, main structure [19]

The variables and parameters in Figure 5 are the
maximum allowed AVR reference Ug sp max (VHZ), the
minimum allowed AVR reference Ugsp min, the transducer
time constant Tu, field current time constant T,
proportional gain Kp, integral time T;, derivative gain Kq,
derivative time constant T4, Field current Ir;, Use If the
feedback in the loop control Use Itsave, PSS after UEL, Field
undercurrent limiter output MCLF, overdrive limiter
output OEL, overdrive fast limiter output OEL:;, AVR
compensation loop output AVR droop, Stator current
limiter output SCL, Under-drive Limiter Output UEL, PSS
output signal PSS, Volts hertz limiter output VHz. Typical
parameter values are Ugspmax 1.1, Ugspmin0.9, Tu 20 ms, T¢20
ms, Kp 10, Ti2 s, Ka 0, Ta 5 s, Use Ittabek O (Only for brushless
excitation systems), PSS after UEL 1.

Our research focuses on damping of small signal
swings, so we have simplified Figure 5. It is important to
model the limiter in conjunction with the voltage
regulator. Under excitation limiting is especially used in
turbo generators. This is because without a limiter the
reactive power output from the generator could be too
high, leading to erroneous simulation results. Small turbo
generators connected to powerful networks are sensitive
to this kind of phenomenon [20]. The purpose of the over-
excited limit is to protect the generator from overheating
due to prolonged field over-current.

vref)
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> L ~:: ‘
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e et 22
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Figure 6: AVR implemented in a non-causal approach.

Figure 6 is a simplified non-causal AVR approach to
modelling the Baba excitation system. Traditional
approaches are based on block-oriented schemes in which
causality plays a key role. However, new concepts based
on  object-oriented
connections, and algebraic manipulation enable non-
causal modelling, where blocks represent the interactions
of equations.

approaches,  physics-oriented

Each of the transfer functions (TF) in Figure 6 has
initialization parameter calibrated to stable values
according to its response, either isolated or NTG modes.
See Table 3.

Table 3: TF Initialization Isolated - NTG modes

Transfer Functions Initial Isolated Initial NTG
Simple Lagl 1.00027 0.94503
Simple Lag2 1 1
Simple Lag3 1.00027 3.12500

TransferFuntionl 0 0
TransferFuntion3 0.160044 0.499815

The AVR's operating parameters are adjusted according to
a manufacturer's specified ranges and are shown in Table
4.

Table 4: Isolated and NTG AVR Parameters

Parameters Isolated Values NTG Values
Kp 10 10
Ti 1 2
Ka -10 0
Ta 10 5
Tt 0.02 0.02
Tu 0.02 0.02
Ker 6.25 6.25
Thor 0.0014 0.0014
OELs 0.5 0.7
MFCL -0.5 -0.5
Vo 0.75 0.7384
Voo FIXED=False FIXED=False

2.3. PSS Modelling

The IEEE 2005 421.5 standard [5] introduced a PSS
structure called IEEE PSS4B. The PSS4B model represents
a structure based on multiple operating frequency bands,
as shown in Figure 7. Three separate bands, each
dedicated to the low-, medium- and high-frequency
oscillations modes, are used in the delta-omega (velocity
input). Baba uses the IEEE Std 421.5™-2016 Dual-Input
Power System Stabilizer (PSS5:C) [21] to improve electrical

WWww.jenrs.com

Journal of Engineering Research and Sciences, 2(1): 01-12, 2023 4


http://www.jenrs.com/

@3 JENRS

Javier Urquizo et al., Modelling, Simulation and Sensitivity Analysis

system stability, as shown in Figure 8. A key element is
the Limiter. The Limiter is used to keep the PSS output
voltage within a range of values and the PSS output
protection should also match the output limiter.
Additional damping can be achieved to improve transient

stability by setting the PSS output limit. As a result, the

PSS performance improves under larger system
disturbances [22].
Vitmax
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Figure 7: The multi-band stabilizer, IEEE PSS4B [5]
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Figure 8: Power system stabilizer — PSS [21]
PSS

Figure 9: PSS implemented in non-causal approach.

The PSS controller has a large number of ‘simple lag’
and ‘TransferFunction’, constants, limiters, input and
output signals. It also has a ‘RampTrackingFilter’ for
attenuating the signal. Non-casual modelling is shown in
Figure 9.

Each of the transfer functions (TF) of Figure 9 have
initialization parameters calibrated to stable values
according to their response either isolated or NTG modes.
See Table 5.

Table 5: TF Initialization Isolated -- NTG modes

TF Isolated NTG TF Isolated | NTG
Simple 0 0 Transfer 0 0
Lags Functions
Simple 0 0 Transfer 0 0
Lag Functions
Simple 0 1.87338 Transfer 0 0
Lags Functions
Simple 0 0 Transfer 0 0
Lag4 Functions
Transfer | 0.0430175 - Transfer 0 0
Functiom 0,0476977 | Functions
Transfer 0 0
Functionz

The operating parameters of the PSS were adjusted
according to the ranges specified by the manufacturer.
Parameters are shown in Table 6. PSSmin is equal to zero.

Table 6: Isolated and NTG PSS Parameters

Parameter | Isolated NTG | Parameter | Isolated NTG
Tt 0.02 0.02 To 0.01 0.1
Tp 0.02 0.02 M 4 4

Tw1 3 3 N 2 1
Tw2 3 3 Ks1 0.01 0.1
Tws 3 3 Ti 0.12 0.12
Twa 3 3 T2 0.03 0.03
Te 4.6 0 Ts 0.09 0.03
T7 3 3 Ts 0.03 0.03
Ks2 0.3 0.3 Tio 47 2.06
Kss 1 1 Tn 0.37 1.3
Ts 0.2 04 PSSmax 0.05 0.05

In addition, the PSS controller is not a separate
controller that is used with the generator, but it is a
controller that input signals to the AVR by entering a
signal into the AVR to improve the response after a failure.

2.4 National Transmission Grid

The early stages of this research involved extensive
data management, cleansing, restructuring and additions
to this initial dataset. In addition, real time test values of
power flows were available via a robust PF power system
tool. Figure 10 shows a reduced portion of the NTG with
synchronous machines, transformers, transmission lines
and system buses.

WWww.jenrs.com

Journal of Engineering Research and Sciences, 2(1): 01-12, 2023 5


http://www.jenrs.com/

Javier Urquizo et al., Modelling, Simulation and Sensitivity Analysis

Figure 10: Reduced portion of the NTG for Baba stability studies
2.5 Transformers

Two elevating transformers (13.8:230 kV) were used
for the implementation of the reduced grid. The
transformer is connected to the synchronous generator.
The primary winding of each transformer is connected to
the generator’s armature winding at 13.8 kV. A circuit
breaker is installed close to transformer on the upper (230
kV) voltage side. In this arrangement any generator
perturbations and grid disturbances have an effect on the
transformers. Transformers implemented in our system
does have serial reactance and do not have iron losses. The
transformer connection is grounded wye - delta. The
grounded connection will provide a path for a line-to-
ground fault current (back feed current) for a fault
upstream from the transformer. The parameters are
shown in Table 7.

Table 7: Transformers parameters

Parameters Values (pu)
Kr 13.8/230
X 0.5036
r 0.5

Simulation tools like PF facilitates the user with varied
types of power system studies. It also obtains more
detailed and accurate power-flow simulation solutions.
However, the libraries integrated in the tools are normally
closed for modifications. The values of power-flow that
are entered in the non-causal model of transformers,
generator, transmission lines and buses are acquired from
PF.

2.6 Transmission Lines

A NTG transmission line is modelled with an
equivalent [] circuit in the non-casual tool. The resistance
(R) data is entered, whereas reactance (X), conductance (G)
and susceptance (B) are obtained from DIgSILENT's NTG
block. All values are in p.u, but the units in PF are Q/km
and need to be converted using the Zbase into per unit.
Zbase is calculated from Equation 1.

v? 13,8002
Zbase = — =

= sereress = 4072712[0] (1)

Zbase allows to compute all the lines from a reduced
Baba grid. The line parameters are shown in Figure 11.

Plantline to Bab: 20 Lineto | Bab: Lineto Line 8. Domingoto Line Quevedoto San
Kv Quevedo 230 kv SDomingo 230 Kv Quevedo 230 kv Gregorio 230 Kv

Line $.Domingo to
Esmeraldas 230 kv

R (Q/Km) 0101485 0059085 0059085 0059085 0.05192 0.059085

X (QKm) 049082 0472668 0472668 0472668 0.4866 0472668

Long (Km) 14 4 62 104 155 10

R(Q) 0142079 2658825 366327 614484 8.0478 649935

X(a) 0667148 2127008 20305418 49157472 75423 5199348

(Zbase Q) 4072712

R (pu) 00348856 06528390 0899467 1508783 1975981 1593829

IX (pu) 0.1667200 52205793 7193554 12185018 18519111 12766305

G (pu) 28665122 18317712 1111769 0662788 0508078 0626633

B (pu) 5926979 01914763 0138975 0082061 0053998 0.078331

Figurell: Transmission Line Parameters
2.7 Infinite Buses

An infinite bus is the main bus of a power system with
constant frequency and voltage (both in magnitude and
angle). This research analyses the problem of a machine
connected to an infinite bus via a transmission line. In
general, fast excitation systems are usually beneficial to
transient stability following large impacts by driving the
field to fast response without delay. However, these
abrupt changes in excitation are not necessarily beneficial
in damping the oscillations that follow the first swing, and
they sometimes contribute growing oscillations several
seconds after the occurrence of a large disturbance [23].
We properly design the exciter as a mean of enhancing
stability in the dynamic range as well as in the first few
cycles after a disturbance. We consider two infinite bus
implementations: the Esmeraldas and San Gregorio 230
kV buses. Input power-flow data for the non-casual
system in those buses were from PF and is shown in Figure
12 for Esmeraldas as an example.

o OMEd - Component Paramseters - Esmeraldes .. 7 X

Parameters

Generdl | Modders
Campanent
Hame: Esmersidss
Class
Path: OperlPSL Bectrical Suses. InfirvieBus.
Commantz PIAT Infrite Bus
Pararmaters
el PF [7] Dusolary cormtr fiow resuita:
Porwer Aoew data
vh o [z
vao 101 1 voitage magnitude (o)

¥ Bhase voltage of e b
g 0 1565 dog  Voltage angie
L] s MW Active power
Qo -1A.44 Mty Reactive power

1.4 ML Siraten bas emtr

fn &0 Mz System Pregueny

= o

Figure 12: Esmeraldas's infinite bus parameters
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2.8 Equivalent system in OpenModelica

To illustrate the effect of the excitation system on
transient stability, we perform transient stability study on
the equivalent system shown in Figure 13.

Exnaralx

System Data

Sysismm Sasan 23A MA

Frequency: 60 Hz

SDomingo230kv
Vpu
Angle

Central 230 KVBaba230ky

Figure 13: NTG Equivalent System

Figure 13 is the result after adding all the elements
described in Sections 2.1 to 2.6. The generation parameters
have been checked and AVR and PSS controller
initialization values have also been adjusted as they are
different from those in isolate mode.

Section 3-1 and Section 3-2 present the results and
validation respectively of the system response. Validation
tests are intended to later test the sensitivity estimates (see
Section 3-4) derived from non-causal and causal
approaches. This particular type of sensitivity analysis is
being used in medicine [24]. Sensitivity helps identify
potential risks in the power system.

3. Results

Related tests were performed on the Baba generation,
including the AVR and PSS schemes shown in Figure 14.
A gain follows the PSS output (‘gain2’ block in Figure 14)
and also tracks frequency changes at the PSS input (‘add1’
block in Figure 14), both to understand the effect on the
system response.

const
P {PSS BABA| T

gaint add1
— 1 e pom—
conett il | P
T -+

| +1
[ i 3 k=0.1591542431
k=orderS_Type21.p0 l\
] Rkt
PivR BABA
Prin | 3

const3 i
[
|
k=1

Figure 14: Baba Generator test schema
3.1 Isolated test results

An isolated test of the controller was performed using
a 10 second pulse train with amplitude -0.03 starting at

5.65 seconds, so the system returns to normal in 15.65
seconds. The field voltage response under these conditions
is shown in Figure 15. In this figure, ‘gain2’ is set to zero
to show only-AVR isolated field and terminal voltages
responses.

arders TypeaLvf

0 5 10 15 20 25 30 35 40
tme (s)

Figure 15: Baba isolated AVR field voltage response - non-causal mode

Figure 15 shows a stable response with a final value of
0.97 pu. Figure 16 shows the non-causal (red curve) and
causal (blue curve) electric field voltage responses. Figure
16 shows that both curves are similar. A more detailed
analysis of the differences using the mean squared error
method follows in Section 3.4.

i |
0 i % 2 E] ® ]

Figure 16: Isolated AVR field voltage response non-causal - causal
comparative

Figure 17 shows the terminal voltage (non-causal
mode) with the same disturbance as it has a stable
response with the electric field voltage. Figure 18 shows a
comparison of the terminal voltage responses in the non-
causal mode (red curve) and the causal model (blue
curve).

arders TypezLy
1005

0 5 10 15 2 E 3 0

2
tme (s)

Figure 17: Isolated AVR terminal voltage response - non-causal mode

O C 0 E] *

Figure 18: Isolated terminal voltage response non-causal - causal
comparative
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By changing ‘gain2’ from zero to one, Figure 19 shows
the isolated AVR + PSS field voltage response. Figure 19
shows stable response. Figure 20 shows a comparison of
the electric field voltage responses of the non-causal (red
curve) and causal models (blue curve) of AVR + PSS. These
differences are not relevant.

2
tme (5)

Figure 19: Isolated AVR + PSS field voltage response -- non-causal
model

—— Orderbyypei Vi
—

0 3 ol

Figure 20: Isolated AVR + PSS field voltage response acasual - causal
comparative

The AVR + PSS voltage response is shown in Figure 21
and the comparison is shown in Figure 22. Similar to the
field voltage response, there is a stable response and small
voltage difference between non-causal and causal modes.

" H 10 15 = ')

2
time (s)

Figure 21: Isolated AVR + PSS terminal voltage response -- non-causal
mode

e a2 V
n atisd

—L

1 [ E r

Figure 22: Isolated AVR + PSS terminal voltage response non-causal -
causal comparative

In summary, this Section demonstrates the
effectiveness of AVR-only and AVR + PSS controllers. This
result demonstrates the effectiveness of a fast-response,
high gain AVR controller in reducing the power system
oscillation stability, thereby improving its transient

stability. On the other hand, the AVR + PSS controller
reduces transient stability by overriding the voltage signal
to the exciter to improve oscillation stability. Basically, the
AVR and PSS controller actions are dynamically linked as
expected.

In conclusion, both non-causal and causal modes are
equally suitable. This reflects the fact that either approach
can be used to create schematics of large power grids, once
the hard work of creating a model suitable for simulation
is completed. Random changes in model parameters are
straightforward in the physical (non-causal) declarative
equation-based mode.

3.2 NTG results

This Section shows the NTG field voltages and
terminal voltages using the infinitive bus described in
Section 2.7. An equivalent schema is shown in Figure 13.
The same disturbances are used as for the isolated test, i.e.,
start at 5.65 seconds with and amplitude equal to -0.03
using a pulse train of one period. Figure 23 shows the NTG
field voltage in the non-causal model using the AVR
controller and Figure 24 shows the AVR field voltage
comparing the non-causal and causal responses. Figures
23 and 24 show a stable response.

—— gumersdbaba e L1

Figure 23: NTG AVR Field voltage response -- non-causal mode

| =

125,

< H &

Figure 24: NTG AVR Field voltage comparative non-causal - causal
responses

Figure 25 shows the terminal voltage response of the
NTG AVR in non-causal mode and Figure 26 shows the

NTG AVR response comparing non-causal and causal
modes. Figures 25 and 26 show a stable response.

—— gensadoabaLocks TipelL

YT R S— s S 0 S 0 R B R S — -

015 = r
5 1 15 2 5 El 3s W

Figure 25: NTG AVR terminal voltage response - non-causal mode
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eyt
inatan

E]

Figure 26: NTG AVR terminal voltage comparative non-causal - causal
mode
Figure 27 shows the NTG AVR + PSS field voltage
response. Figure 28 shows the comparative non-causal -
causal of the NTG field voltage. Figures 27 and 28 show a
stable response.

—— gmersdobssalaLf

0 5 10 15 3 El 3 “

»
tme ()

Figure 27: NTG AVR + PSS field voltage response - non-causal mode

1

1
5 [ I 4@

Figure 28: NTG AVR + PSS field voltage comparative non-causal -
causal mode

Finally, Figure 29 shows the terminal voltages of NTG
AVR + PSS in a non-causal mode, and Figure 30 shows a
comparison of terminal voltages in non-causal and causal
modes. From Figures 29 and Figure 30 show a stable
response.

—— generaderbabal.orderS_Type2Ly
0955

[

oys-—-—‘ <
‘ ]

/

/

w2 [

s 1 15 » > B 3 w0
time (s)

Figure 29: NTG AVR + PSS terminal voltage response -- non-causal
mode
The execution time is proportional to its complexity
i.e.,, NTS case study simulation time is longer as expected
for the same computer power (see Table 8).

Table 8: Simulation time

Isolated case study: 50.13 s NTG case study: 1 min 12.63 s

Onderk ypezi V
—

[

Figure 30: NTE AVR + PSS terminal voltage comparative non-causal
and causal modes

In summary, in the Ecuadorian NTG has many
disturbances that affect the power grid and can affect the
generator reliability. Some disturbances are from large
loads. When a large load is suddenly connected to the
power grid, the power demand increases as shown in the
diagrams of this Section. When a load is suddenly added,
the Baba generator frequency begins to oscillate. In the
case of small load, oscillation can be damped quickly.
Figures of this Section also show that the PSS helps damp
these oscillations by modulating the generator excitation.

For a full NTS grid, the grid becomes a complex non-
linear system, and is often subject to low frequency
oscillations, so these sections were tested with a reduced
and simplified scheme [25]. A protective relay system
disconnects the generator from the rest of the system and
can cause an interruption in the power system.

3.3 Reconciling Non-causal and causal mode

Causal models are based on input-output
relationships, while non-causal models describe the power
system through implicit differential algebra equations
(DAE). A fundamental limitation of the causal approach is
the underlying explicit state-space formalism. Causal
modelling tools reflects the computational process rather
than the structure of the underlying model.

Non-causal model decide how computational causality
is automatically assigned by equations rather than
causation. While this approach is flexible for the model
designer, it does not guarantee a smooth transition from
design to simulation results. This is because when
assembling multiple models in equations, there are
multiple ways to decompose constraints into elementary
equations. One of the most common decomposition
methods is tearing which determines the computational
time required to solve a given system of equations using
sparsity patterns [26]. A typical implementation is
triangular decomposition of the bottom block where only
tearing is applied, which can lead to suboptimal results. A
special case of the Dulmage-Mendelsohn decomposition
[27] is the Block Lower Triangular (BLT) decomposition.
In practice, a common approach to tearing is to perform a
BLT decomposition first and then applies tearing to the
diagonal irreducible blocks. There are also tearing
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heuristics that require BLT decomposition, such as
Cellier's tearing [28].

One way to reconcile both models is the root mean
squared (RMS) error. The RMS (also known as the
quadratic mean) is a special case of the generalized mean
with exponent equal to two. RMS is defined as the integral
of the squares of the instantaneous difference values
during a simulation cycle of two continuously varying
functions [29]. Table 9 shows the RMS error for the isolated
(left) and NTG (right) case studies. Both cases, only-AVR
and AVR + PSS controllers with field and terminal voltage
output variables.

Table 9: RMS Isolated and NTG case studies

Only AVR AVR+PSS | Only AVR AVR + PSS
Vi 4.97E-04 5.43E-04 2.09E-04 2.54E-04
Vt 6.19E-06 4.44E-05 1.24E-05 3.79E-05

Table 9 show that the RMS error of the values obtained
using the non-causal mode as compared to causal mode
over the entire simulation time is almost negligible, so it
would be safe to conclude that the outputs are similar.

3.4 Sensitivity Analysis

Sensitivity Analysis (SA) technique consists of varying
the input and examining the resulting variation across the
output. Saltelli and Annoni [30] argue that local sensitivity
analysis examines changes in a models' output variables
based on small changes in the model's input parameters.
The most common SA practice is One-Factor-at-a-Time
(OAT). This consists of analysing the effect of varying one
model input factor at a time while keeping everything else
constant. In simple terms, sensitivity analysis considers
the effect of independent varying parameters. SA is
particularly important in this research because the
accuracy of power system stability analysis depends on
the regulation of the controllers used. Therefore, it is
important to attempt to analyse the input controller
factors; thus, allowing the planner to better understand of
the stability margin of the system. Our sensitivity analysis
finds the effect of Ka and Ta in the terminal and field
voltages.

The sensitivity analysis case study is related to the
NTG case study with an AVR controller with initial values
of Ta=5, Ka (derivative gain) = 0, but considering the limits
allowed in [31], i.e., for the Ka values between -40 and 0
(typical value of 0) and for Ta (smoothed time constant)
values between 0.1 s and 10 s (typical value of 5 s). Table
10 shows variations in percentage for field voltage and
terminal voltage for Ka values of -5, -15 and -30 and T4
values of 1 and 10.

Table 10 shows that Ku is a very sensitive parameter.
When the ARV Ku value is at the upper limit, the terminal
voltage fluctuates by 6.693 percent. Therefore, a fast

response AVR impacts both the oscillation stability as well
as increasing transient stability of the power system.

Table 10. NTG AVR OAT Sensitivity Analysis

Terminal Voltage Field Voltage
(RMS percent (RMS percent
variation) variation)

Ka=-5 0.425 1.728
Ka=-15 1.491 5.512
Ka=-30 3.390 6.693
Ka=-1,Ta=10s 0.692 2.878
Ka=-1, Ta=1s 1.023 2.7020

4. Discussion

Section 2 shows how to estimate the Baba-generated
field and terminal voltages in AVR and AVR + PSS
controller modes using two case studies, i.e., isolated and
NTG connected. Section 3 presents the application of this
methodology to estimate the field voltage and terminal
voltages in Baba generation. Case studies differ in system
complexity. Section 3 is also an extension to the traditional
sensitivity analysis, deconstructing the inputs to the path
as the AVR derivative parameters flow through the Baba
system and performing an innovative ‘what-if parameter
sensitivity' scenario analysis. In this section, the methods,
chart/table results, and sensitivities used to estimate the
Baba generation are described in a broader context and
discussed.

This paper began with a description of the power
AVR and PSS controller models,
Transformers, Transmission lines and Infinite buses
forming a simplified learning system (see Section 1). Two
controller approaches: Only--AVR and AVR + PSS were
developed in this research. In particular, the only-AVR

generation unit,

controls the gate opening of the thyristor of the controlled
rectifier. The entire system that controls and generates the
excitation voltage is called the excitation system. For AVR
+ PSS controller, the main reason for implementing a PSS
in the voltage regulator is to improve the small signal
stability characteristics of the system. This study has
shown that there is a trade-off between synchronous
torque provided by the AVR and damping torque
provided by the PSS.

This research has shown first and foremost that
Generation data set components (see Section 2.1) are
generally available in some form to many, if not all,
Generation Business Units. Non-causal and causal models
coexist as collaborative tools for simulating variables of
interest in the simulation. The RMS error analysis using
the non-causal mode is almost negligible compared to
causal mode over the entire simulation time, so the
outputs can be considered similar (see Section 3.3).

One of the issues highlighted is that in the initial phase
of this research involved substantial data management,
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cleansing, restructuring and additions to the NTG initial
data set in PF package and the spatial extent complexity of
the NTG case study surrounding Baba system. This study
supports energy companies and stakeholders to model
control systems in several ways: the first using either
causal models based on input-output relations or non-
causal models using implicit Differential Algebraic
Equation (DAE). Second is the methodology for building
the power generation control system. Third, to assess the
impact of interventions, we explore the available tools that
policy makers and city energy planners may need to
identify reliability issues in the national power system.

In summary, this study has integrated a number of
data sets in a way that it was able to integrate with well-
respected standards such as the IEEE 421.5 standard, so
every individual generation business unit can replicate
this work. There are also issues with data collection
methods and distribution restrictions.

This research proved that the strength is the
framework approach not necessarily the model. The non-
causal chosen is not necessarily suitable for large power
systems. Therefore, an interesting application for future
work is to take the framework developed in this study and
adapt it to another hybrid model. This hybrid model can
integrate power flow to control the physical properties of
the system their

and multiple generators and

interrelations.

4. Conclusions

This study has shown that generation units' controller
is affected by its parameters in all case studies. In some
cases, these properties lead to output responses,
suggesting that care should be taken when designing
controller parameters from other studies instead of
rigorous local analysis.

This paper proposes AVR and PSS with output
limiters. This is because the key parameters that need to be
controlled and kept within reasonable limits are the over-
excitation and under-excitation indicators on the AVR
output and saturation on the PSS output.

The stability analysis did not include models for low
voltage load characteristics, tap changer behaviour under
load, and relay protection, so the analysis includes manual
manipulation. Further refinement of the stability analysis
should include a physical understanding of these factors.

The work carried out within the framework of this
research will make an important contribution to the
research field of energy system modelling in several
respects. First, the methodology used will greatly expand
our theoretical understanding of existing complexities;
second, to find new useful platforms to study power
systems with their

respective controls, with real

conditions facilitating the study of different scenarios; and

finally get the support of different tests and arrive at the
same set of answers.
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ABSTRACT: The notion of Context-Awareness of mobile applications is drawing more attention, where
many applications need to adapt to physical environments of users and devices, such as location, time,
connectivity, resources, etc. While these adaptive features can facilitate better communication and
help users to access their information anywhere at any time, this however bring risks caused by the
potential loss, misuse, or leak of users’ confidential information. Therefore, a flexible policy-based access
control system is needed to monitor critical functions executed by Android applications, especially,
those requiring access to user’s sensitive and crucial information. This paper introduces CAPEF,
which is a policy specification framework that enforces context-aware inter-app security policies to
mitigate privacy leakage across different Android applications. It also, provides an instrumentation
framework to effectively enforce different behaviors based on automated context-aware policies to
each Android application individually without modifying the underlying platform. Accordingly, the
modified applications will be forced to communicate with our centralized policy engine to avoid any
malware collusion that occur without the users” awareness. Experiments conducted on CAPEF shows an
effective performance on the size of the enforced application after the instrumentation. The average size
added was 705 bytes, which is about 0.063% of the size of the original applications, which is significantly
small compared to other existing enforcement approaches. Also, we have denoted that the size and the
execution time of the policy increases whenever the policies become more complex.

KEYWORDS Security, Android applications, Application instrumentation, Context-aware policies,

Policy enforcement, Privacy

1. Introduction

Context awarenes service is a key driver for the modern
mobile operating systems which are commonly prompting
users by showing authorization dialog boxes asking for
allowing or denying access to some functionalities. These
services opened a big interest in defining, managing, and
enforcing context-aware policies especially for those scenar-
ios that put users under the risk of leaking or misusing their
credential information. Yet, thousands of malicious appli-
cations are developed on the Android store and affecting
millions of Android users worldwide. To safeguarded An-
droid users, Google is frequently announcing the cracking
down of such malicious applications. For instance, Google
has removed over 700,000 malicious applications from the
Play Store in 2017 only [1]. Based on Goggle statistics, this is
70% more than what Google removed in 2016. Very recently
in 2022, Google has removed 16 bad apps that missuses
mobile data and draining batteries. Surprisingly, these
apps have been downloaded by more than 20 million users
around the world [2].

Android system protects sensitive APIs by granting

them permissions to amplify application privileges on the
device, including access to stored data and services, such
as network, memory, and so on. All permissions required
to access the protected APIs in each application’s manifest
file (AndroidManifest.xml) [3] are necessarily set by the
Android app developers. System permissions are divided
into two categories, normal and dangerous. Normal per-
missions do not pose a direct threat to the privacy of the
user, although dangerous permissions may allow the ap-
plication to access the user’s confidential data. Existing
application authorization system in Android allows you to
control only the permissions that are classified as dangerous,
whereas our developed policy approach, offers the ability
to control all monitored permissions as any application may
cause a risk or conflict within a specific context without
user awareness. Also, our model will mitigate malware
collusion in which two or more malicious apps combine
to accomplish their goals. For example, a user can choose
to allow a camera app to access the camera, but not to the
contact information without his consent or awareness. An-
other example, where normal applications can be granted
permissions to collecting user’s contacts, photos, videos,
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locations, or banking information then sending it over the
internet to a remote server and taking into consideration
pre-defined context aware access control policies. Therefore,
a flexible policy-based access control system is needed to
monitor APIs functions in Android applications, especially
those requiring access to the user’s sensitive and crucial
information. The current permission system of Android still
has some limitations, where users must grant most permis-
sions requested by an application to install it, without being
able to automatically manage most of these permissions
based on the user’s context afterwards.

This drawback has motivated the researchers to propose
context-aware policies and/or define policy languages to
enforce the current Android permission system either by
modifying the Android platform such as in [4]-[8] or by
instrumenting the Android Applications [9]-[18] and more
recently in [19]-[21] (more details and comparisons can be
seen in the background and literature review section). While,
existing works have demonstrated significant effectiveness
in protecting users against threats, these approaches are still
impeded by several drawbacks.

1.1. Challenges

Defining and monitoring context-aware inter-app policies
of sensitive APIs on Android applications presents sev-
eral challenges. Especially, when we are trying to defend
applications collaborating to create malicious contexts:

i Context-aware inter-app policies are difficult to pre-
dict as they frequently get changed and need to be
updated accordingly for accuracy and correctness.

=

ii Beside the difficulty of representing the security poli-
cies in a logical language which can contain user
contexts and semantics, a key challenge is how to
design and develop effective and efficient algorithms
to monitor private information leakage on semantics

levels.

=iy

iii There is a need for a policy language that can provide
certain agreements that empower users with the abil-
ity to prioritize specific mobile resource and specify
the amount and kind of information that can be shared
within particular contexts. For instance, a user should
be able to share a personal data with a specific service
provider based on his location or at a specific time of
the day to ensure his privacy. In this case, the user
must agree on a trade-off between data privacy and
the needed service. As a result, a policy should be
defined to ensure privacy, while certain context-based
information can be shared.

iv Android Sandboxing is introduced in the recent An-
droid version 13.0. Sandboxing protects apps data
and permission from getting access from other apps.
This new feature will have an impact on our inter-apps
policy model, but our main goal still effective which
is to allow the user to define his policies to work au-
tomatically depending on the context update, to the
running apps etc. Therefore our, framework can fully
protect the Android OS versions lower than 13.0 in

which the installed apps can communicate between
each others.

v Due to the resourced constrained mobile devices, we
have to decide, in early stages the instrumentation and
monitoring location, whether to be on device, external
PC or App market.

1.2. Contributions

This article is contributing solutions for the above-mentioned
challenges and limitations by introducing;:

i A formal context-aware policy specification framework
for Android applications that effectively describe users
defined consents.

ii A design and implementation of an instrumentation
framework to mitigate privacy leakage across different
Android applications.

iii Providing a centralized applications controller. This
will allow users to manage all API calls performed by
the applications installed on the device and to mitigate
malware activities.

iv Effectively enforce different behaviors based on au-
tomated context-aware policies for each Android ap-
plication individually without any modification to be
entailed in the underlying platform.

v Experiments conducted on our CAPEF in terms of
performance by analyzing the size of the enforced
application after the instrumentation, also, the execu-
tion time of the policy decision, and the policy size
which affects the complexity of the applied rules and
conditions.

2. Background and Literature review

Android applications are distributed as APK files (Android
Package). Each package consists of the application’s mani-
fest file, resources and application bytecode encoded for the
Dalvik Virtual Machine (DVM) as a single classes.dex file.
The APK file has to be signed for verifying its authenticity.
Android signed package (Dex files) runs separately in its
own DVM. Also, Android system is an open source plat-
form where applications are published in different markets
without being monitored or analyzed to guarantee their
behavior. For that reason, Android platform protection
mechanisms such as Application Sandboxing, Permission
Model and Application Signing are developed for privacy
and security purposes. Accordingly, at the time of installing
Android applications, each application will get a unique
user identifier (UID) [22]. Also, no application will be able
to access other application’s files. Besides, every applica-
tion run into separate VMs. Accordingly, no vulnerable
application will affect other applications.

For Android access control policies, context awareness
have become an essential accessory in most mobile plat-
forms and applications. This necessity has motivated many
researchers to provide policy enforcement mechanisms to
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define, manage and enforce different context aware policies.
In this context, traditional access control models which
generally refer to the process of determining what actions
are allowed by a given subject upon objects and resources
should be reinforced to fulfill the modern context-aware
applications.

The most popular access control models are Discre-
tionary Access Control (DAC), Mandatory Access Control
(MACQ), Role Based Access Control (RBAC) and Attribute
Based Access Control (ABAC) [23] . For instance, RBAC is
a model that uses “roles” to determine access control, also
permissions are associated with these roles, and users are
made members of appropriate roles. In ABAC, requests are
granted or denied based on subject and resource attributes,
environment conditions, and a set of policies specified in
terms of those attributes and conditions. When it comes
to using ABAC models, one of the well-known standard
system implementations is XACML [24]. The XACML stan-
dard defines a declarative access control policy language
implemented in XML and provides a processing model on
how to evaluate access requests.

Thus, to adopt an effective context-aware access control
model on Android platform and its application, there are
series of work studying and proposing security mechanisms
for privacy and security requirements. In this context, many
reviewed efforts in [4]-[8] have been developed to extend the
Android security framework in order to improve the stan-
dard permission control provided by the operating system.
For example, SecureDroid [4] addressed the issue of control-
ling security policies while applications are executing in the
Android environment. During the installation of an appli-
cation, Android allows the user to grant permission for an
application to use certain features of the system. Therefore,
SecureDroid introduced an extension of Android’s security
framework in order to improve the standard permission
control provided by the operating system. To achieve this
goal, they introduced a new control mechanism adding
granularity and flexibility. Moreover, their policy frame-
work is based on customizing the XACML standard to work
on the Android system. Also, they have provided the ability
to add or edit a policy through a dedicated system service.
This will allow users to specify which permissions to grant
and which others to deny for each of the defined contexts.

However, modified Android platform has a number of
major drawbacks such as the need of building different ver-
sions of firmware and platform codes, where applications
will be limited by the security policies supported by the
modified Android platform. Therefore, many researchers
in [9]-[18] and more recently in [19]-[21] have provided
solutions that are based on instrumenting Android Appli-
cations in ordered to enforce some security policies. These
solutions require no modification to the Android platform
and can be easily deployed. For instance, Aurasium [9] is a
concurrent approach that rewrites Android application to
sandbox important native API methods and monitors the
behavior of the application to detect any security violations.
Also, Capper [17] is a prototype for context-aware policy
enforcement to mitigate privacy leakage in Android appli-
cations. This mechanism will enforce privacy policy based
on user preferences. By using this system, when a user tries

to install any Android application the bytecode rewriting
engine called BRIFT will rewrite the program of this ap-
plication by selectively inserts instrumentation code along
taint propagation slices for monitoring and preventing any
information leakage. Another interesting research called
Weave Droid [18] has provided a framework for weaving
Aspect] aspects into an Android application. The frame-
work takes two inputs at the beginning: APK and a set
of aspects that will be weaved into the APK. The weaving
process will be performed on the Android device. Also,
very recently in [21] They have developed a lightweight
monitoring system to detect malware activities with the log
file and they evaluated the proposed model according to
Policy-based permissions.

Accordingly, some of the reviewed frameworks have
provided enforcement mechanisms to mitigate Malware
activities by enforcing context-related policies, however
they didn’t afford a policy specification language that runs
on Android system as an application or a service without
modifying the Android platform. Thus, this article is intro-
ducing a more featured policy specification language that
allow regular users and any company to easily interpret and
enforce their complex context-aware inter-apps policies on
their Android mobile applications.

2.1. Summary of the literature reviews

The table 1 shows the summary and differences between
our research and the other works.

3. System Overview

This section gives an overview of our approach that auto-
matically enforces user specific context-aware policies for
android application and monitors all API calls that occur
due to the interaction between enforced applications. Our
developed system works in the application level of the An-
droid framework, and its main components are illustrated
in Fig. 1.

i From left, the first components represented the instru-
mentation of the targeted Android application (byte
code or source code) by injecting monitoring code
before each selected API method’s call to intercept it
at run time.

ii After the instrumentation, the applications will be
forced to communicate with our controller that moni-
tors the targeted context-aware inter-app calls.

Then, users will use CAPEF interface to create context-
based rules and conditions in the form of security and
privacy policies. More precisely, the policy represents
a rule or set of rules based on a set of conditions and
save it in the policies Database.

iii

To motivate and illustrate our approach, we present the
following scenario for vulnerability pattern that consider
context-awareness policies. In this scenario, a user is using
a public WiFi network in a coffee shop and he is trying
to consult his credential banking information through his
banking application. As the public network is not secure
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Table 1: Comparison of related work

Approach/ System Methodology Required modification | Policy Language Pr(i:‘?;?)g;?l;(v:grz anrtee‘f;il:ili(’) n
TaintDroid [25] Dynamic Analysis Android Platform X X
Appink [26] Watermarking Application X X
Apex [5] Policy Enforcement Application X X
TISSA [6] Resources Access Control Android Platform X X
AppFince [7] EE}EISI:;TCIESAAHCTgsS;sC&;ntrOI Android Platform X X
Aurasium [9] Rewriting Java Bytecode Application X X
I-arm-droid [11] Rewriting Dalvik bytecode Application X X
AFrame [14] Isolating Advertisements Application X X
Capper [17] Rewriting Java Bytecode Application X X
SecureDroid [4] Policy Enforcement Android Platform v X
Weave Droid [18] | Isolating Advertisements Application X X
[21] Policy-based permissions Application X X
CAPEF Policy Language Application v v

and there are other people who use the same network, so
there is a risk of sending requests to attackers and thefts of
private data. Android system checks only if the user has
been previously granted the permission of accessing WiFi
network and doesn’t provide any context-awareness policies
to mitigate such dangers scenarios. CAPEF can provide
more effective access control not only on the permissions
declared in advance by the user but also at run time based
on the context of the user, device, and resources. Thus, as
a solution to the above-mentioned scenario, a user can use
CAPEF to define a policy that prevent the use of banking
applications while connecting to a public WiFi network.
When an enforced bank application attempt to get public
WiFi access, our application controller will first check if the
permission is declared in the application manifest file. Then,
will check if the user has defined any policies related to
this permission in the policies database. Subsequently, the
controller access decision will be based on the predefined
policies for that specific API. As a result, the controller will
notify the user for not being allowed to connect to public
WiFi for banking activities.

4. CAPEF

Context-Aware policies are not static and might be changing
over time to fulfill users’ needs. Therefore, these policies
could be used to control the behavior of the applications
during run-time, which in our case, means monitoring and
controlling all sensitive activities across different applica-
tions according to user’s context. To achieve this goal, we
provided a native Java-based CAPEF that allow regular
users and enterprises to interpret and enforce their complex
context-Aware policies. Contexts will represent various
parameters including time, location, identity, activity, appli-
cation, device status, resources etc. Moreover, these policies
can be exported in multiple formats such as XML and JSON
as they are widespread use today for data interchange and
structured stores.

To develop the CAPEF language that allows the user to
define contextual policies and transform them into security
controls, we must rely on a flexible design that varies with

the complexity of the policies, rational, able to execute all
the conditions and easy to add new contexts.

Security
Policies

Mobile user

S é Fle=mHo
QP = )

Enforced
App App

Figure 2: CAPEF Architecture

4.1. CAPEF Architecture

The main components of CAPEF are shown in Fig.2. which
represents the following:

i Security policies: which is an interface for the user
to define context aware policies and save them at the
policy store. This component will act as a policy ad-
ministration point (PAP) which is the source of the
policies.

ii Enforced Application: Which plays the role of pol-
icy enforcement point (PEP) that receives the access
request and move it to the Monitoring application
for making access decision based on the predefined
context aware policies.

Context Information: Provides context information
in a form of attribute values about the targeted appli-
cations, resources, activates, actions and so on. This
component will play the role of policy information
point (PIP) in our system.

1ii

iv Monitoring Application: This component plays the
role of policy decision point (PDP). It takes the access
request from the PEP then interacts with PAP and
PIP that capture the required context information to

identify the appropriate policy. Then evaluates the
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Figure 1: System Overview

request according to the applicable policy and returns
the decision to the PEP.

4.2. Formal Definition

Hereafter, we formally define our ABAC policy model,
which is composed of three main entities:

1. A, P and C:sets of application, permissions (resources)
and contexts, respectively;

2. AA, PA ,and CA are the pre-defined sets of attributes
for applications, permissions, and contexts, respec-
tively.

I An application app is a represented by a tuple as
follows:

app <name, visibility, class, APIs>, where:

i visibility € {background, foreground}

ii class € { banking, communication, recording,
games, media, location}

iii APIs: a set of APIs that can be invoked during
execution
II' A permissions per embeds the access to the resource,
it is a represented by a tuple as follows:
per <name, resource, securityLevel >,
i resource € { personal data, calendar, camera, wifi,
account, calls, sms,Audio, GPS},

ii securityLevel € { Normal, Dangerous },

III A context c is a represented by a tuple as follows:
c < time, location, fgApp, BgApps availableCPU, avail-
ableMEM, availableNRG >,

i fgApp indicates which application is running in
foreground;

ii BgApps is the set of the applications running in
background.

3 Attr(app),Attr(per), and Attr(c) are attribute assign-
ment relations for application app, permission per
and context ¢, we have respectively

I Attr(app) € name X visiblity X class x APlIs;
Il Attr(per) C name X resource x securityLevel;

III Attr(c) C time x location x fgApp x BGaps x
availableCPU x availableMEM x availableNRG.

For the value assignment of each attribute, we use the
following notation: entity.attribute= value,
For example, for an application app, a permission per
and a context ¢, we have the following assignments:
app.visiblity = ‘background’, per.securityLevel = ‘Dan-
gerous’, c.location = "Montreal”.

4 The ABAC policy rule that decides whether or not
an application app is allowed is allowed to get the
permission per under a particular context ¢, is denoted
as a predicate PR over the attributes of app, per and ¢
as follows:

Rule : Allow(app, per, ¢) « PR(Attr(app), Attr(per),
Attr(c))

Given all the attribute assignments of app, per, and ¢, if
the predicate’s evaluation is true, then the application app
is allowed to get the permission per under the context c;
otherwise, the permission is denied. Using the formal def-
inition, we can have different types of policies for the app,
for example:

1. Arule that dictates that " When a banking applications
is being used, so the TakeScreenshot actions should
be prevented from running" can be written as:

Allow sereenshor(@app, per, c¢) « ( TakeScreenshot €
app.APIs) A (per.resource==screen) A (c.fgApp.class
!= banking)
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2. A rule that dictates: "RecordVoice and RecordCall
applications should be prevented from running when
the user is dialing Skype from 9:00 to 10:00" can be
written as:

i AlloW ecoravoice(@pp, per, c) < ( RecordVoice €
app.APlIs) A (per.resource==voice) A ((c.fgApp =
"skype’) v ( c.time <9:00 am V c.time > 10:00am))

ii. Allow ecoracan(app, petr, c¢) «( RecordCall €
app.APIs) A (per.resource==call) A ((c.fgApp !=
‘skype’) V (c.time < 9:00am V c.time > 10:00am))

Or simply by combining the two rules as following:

Allow,ccora(app, per, ¢) «(RecordVoice , RecordCall N
app.APIs!= ¢) A (per==voice V per==call) A ((c.fgApp
I="skype’) v (c.time < 9:00am V c.time > 10:00am))

4.3. CAPEF Policy Specification

CAPEF language is based on the definition of a policy that
consists of a user ID, a policy name, a policy execution state,
a control rule, and a list of applications to control. Each of
these applications is characterized by a name, package name,
execution status and a list of permissions. The permissions
consist of a name and a execution state. The security rule
consists of a list of objects that can be Parentheses, Condi-
tions, Logical Operators, Conditional Operators, CPU, Time,
Resource Used, Location and Battery.

As shown in Fig.3, user-defined security policies and
its rules can contain multiple conditions, different contexts,
multiple logical operators, and parentheses to specify prior-
ity between conditions. Also, these policies can be executed
simultaneously in different inter-app activities across dif-
ferent applications. In this case, policy decision becomes
more complex. Therefore, to facilitate and accelerate the ex-
ecution of any compound policy, our algorithm will receive
the current contexts and the control rule as parameters then
returns the policy decision of the controller.

Security policy
Name List of applicaionsto control Ruleto apply State of execution
h 4 h 4
APP1 [APPZ | oo APPn { [Condtion 1 Ic:mdtiunz }ICundtiun 3
v v
Permission 1 |Permission 2 | ... Permission n Value 1 |=|Context Value 2

3

Name |Authorzation decision

Figure 3: CAPEF Policy Execution Structure

In addition, the security rule might have sub-nodes of
other rules, and themselves are sub-rules of the main rule.
Therefore, we have adopted a recursive technique to reduce

the complexity of the composed security rules. In this case,
the algorithm will call itself, and recursion stops condition
must be checked, otherwise the program will be stuck in an
infinite loop.

To show the usefulness of our solution, we have chosen
two examples of dangerous scenarios and we will translate
them into security policies.

I Critical scenario 1: If the user uses his banking ap-
plication to check his data and deposit a check in
his account, while a TakeScreenshot application is in-
stalled on his smartphone.This application that takes
screenshots automatic present a risk on banking data
that is personal life data.

i Solution: You must prevent the TakeScreenshot
application and any screenshot function from
running when the user is using their banking
application.

ii Security Policy: If [BankApp] is running, then
stop the [TakeScreenShot] application.

II Critical Scenario 2: If the user is in a private work meet-
ing every Monday from 9:00 am to 10:00 am by Skype
while many other apps are able to record his speech
and share it in public as RecordVoice and RecordCall
applications.

i Solution: RecordVoice and RecordCall applica-
tions should be prevented from running when
the user is dialing Skype from 9:00 to 10:00.

ii Security Policy: If ((CALL_PHONE in [Skype])
&& (9: 00 <= Current_Time <= 10: 00)), then stop
or prevent (if not yet executing) the application
[RecordVoice && RecordCall].

To apply and evaluate the defined context aware policies,
an application controller has been developed to allow users
to define policies depending on different types of contexts
and conditions.

5. Centralized Application Controller

The developed controller provides a user interface to trans-
late the dangerous scenarios into security policies using
the CAPEF. Based on the defined policies, the controller
will make the adequate access control decision to allow or
block applications from using certain permissions. More-
over, provide centralized control of installed applications
which capture mandatory decisions that are automatically
dependent on the current context.

Fig. 4, shows an example of how to define a security pol-
icy with our controller. The control scenario is to block the
execution of the Camera resource in the Camera application
if the user is in a meeting from 10:30 to 11:30 or from 13:30
to 15:30 otherwise it is in a meeting from 15:30 to 15:40 and
that Bluetooth is enabled in the BluetoothShare Application.
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‘android.permission ACCESS_MTK_MMHW

‘android pemission ACCESS_COARSE_LOCATION 2- Mobile Network Configuration
3-Google

‘android pemission ACCESS_FINE_LOCATION 4-Camera

5- Calendar Storage

6- Media Storage

7-Docs

8- Google One Time Init

9- Calendar Trigger

10 - com.android. wallpapercropper
11 - Documents

12 - External Storage

13- Device Policy

android pemission BIND_WALLPAPER
android pemission CAMERA

android permission NFC

‘android permission READ_SYNC_SETTINGS

android.permission RECEIVE_BOOT_COMPLETED

‘android.permission RECORD_AUDIO

‘android. permission. SET_WALLPAPER Location

android permission. SUBSCRIBED_FEEDS_READ epElssotos
android permission.SUBSCRIBED_FEEDS_WRITE pelies

android pemission USE_CREDENTIALS

android permission VIBRATE

android permission. WAKE_LOCK
android.permission WRITE_EXTERNAL_STORAGE

‘com.android.aallervad.oemission GALLERY PROVIDER

Figure 4: Screenshots of a policy definition within our controller

5.1. Managing Security Policies

The Application controller interface has been developed
in a way that the user will be able to define any security
policies in a few simple clicks. We chose our solution to be
ergonomic, personalized, and user-centric design to have a
convenient and easy-to-use service. It has also been taken
into consideration that our user interface must reduce the
search effort and limit data entry. In addition, all policies
created by the user have been saved in a database. With the
database, the user will be able to import, create, view, and
modify security policies.

5.2. Export/Import Security Policies

Our developed solution allows the user to extract his defined
policies and share them with other users of the controller or
send them to nay server or cloud database. Therefore, our
CAPEF flows same related policy language’s architecture
and structure. As discussed in the literature XACML is one
of the good examples to extract our policies to its format.
While Android system does not compile XACML language
and all reviewed languages, our policies will be translated
into java language to execute them, then will be extracted
on different languages such as XML, JSON etc. Therefore,
in order for our language to be compatible with other lan-
guages, we kept the same generic policy structure, objects
and attributes applied by other languages as as shown in
Table 2. Similar translation procedure will be applied when
importing policies from other languages.

Among the values that can be assigned to attributes
such as the names of applications, permissions, etc., we
have defined symbols that allow us to simplify the rules, for
example:

i ANY: it means no, for example a rental context, we do
not need permission in this condition.

ii ALL: it means that we want to control all the per-
missions or all the applications it depends on the
attributes used.

iii APPS: it means that we want to force the shutdown of
an application.

iv APIL that means we're going to apply the control on
an API permission.

<?xml version="1.0" encoding="UTF-8"7>
<policy combine="deny-overrides” id="l" AUTHOR-KEY-CN='"Mahdi" AUTHOR-KEY-FINGERPRINT="Mahdi'>
<target>
<subject>
<subject-match attr="id_ScreenShot" match='com.apps.TakeScreenShot" />
<subject-match attr="id_BNC" match="com.apps.BNCbanque" />
</subject>
</target>
<rule effect="deny">
<condition>
<ressources>
<ressource>
<ressource-match attr-'APPS' subject-match-'id_ScreenShot" match="ALL" />
</ressource>
</ressources>
<contexts>
<context>
tch attrs="

¢ * subject-mateh="id BNC' matche“android.permission.CAMERA" />
</context>
</contexts>
</condition>
</rule>
</policy>

Figure 5: An example of a security policy presented in the form of XML

"@combine": "deny-overrides",
"@id": "1,
"@AUTHOR-KEY-CN": "Mahdi”,
"@AUTHOR-KEY=-FINGERFRINT" :
"target": {

"subject": [

{

"Mahdi",

"Battr":
"@match":

'id_ScreenShot",
"com.apps .TakeScreenShot"
b
{
"@attr":
"@match":

'id_BNC",
"com.apps .BHNCbangue”

1
e
"rule": {
"feffect":
"gondition": {
"ressources": {
"ressource”: {
"ressource-match": {
"fattr": "APPS",

"deny",

"@subject-match”:
"@match": "ALL"

"id_ScreenShot",

b
"contexts": {
"context": {
"context-match”: {
"@attr":
"@subject-match":
"@match":

'UsedRessources”,
"id BNC",
"android.permission.CAMERA"

Figure 6: An example of a security policy presented in the form of JSON

The following scenario is established to extract CAPEF
policies to communicate with other policy languages such
as XML and JSON:

i Scenario: Prohibit launching the TakeScreenShot ap-
plication that allows you to take automatic screenshots
when the user opens the camera in his BankApp ap-
plication to send a check.
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Table 2: Generic policy description

Element Description
Policy-set Presents a table that groups the list of policies.
Presents the policy object that contains the" Target and" Rule Sub-objects,
as well as the attributes:" Combine "which presents the role of the policy,
Policy the" AUTHOR-KEY-CN attribute the author identifier of the policy and
the attribute AUTHOR-KEY-FINGERPRINT" presents the fingerprint key
of the author of the policy.
Target This is the object that contains the definition of the target applications to control.
Rule It is the object that defines the security rule, the attribute" effect "presents the
decision of the control to give or withdraw the authorization.
Condition Contains the permissions to remove and the contexts.
Contains different attributes:" attr "which can be an application to block or
Resource-match | an API permission,” subject-match "contains the application to control
and" match "contains the permission to remove.

ii Policy: if (CAMERA in [BNCApp]), then stop the
application [TakeScreenShot].

Fig.5. shows the extraction of the above security policy
scenario to XML and Fig.6. shows the extraction of the same
scenario to JSON security policy.

6. Experimental results

This section presented the evaluation of our CAPEF and the
application controller in terms of performance by analyzing:
(1) the size of the enforced application after the instrumen-
tation, 2) the execution time of the policy decision (3) The
policy size due to the complexity of the applied rules and
conditions.

6.1. Enforced Application Size

To measure the effect of the instrumentation method on
the original size of the applications, we have instrumented
a set of 109 applications using our rewriting framework.
Table 3 shows a sample of eighteen applications, the original
size and the new size after the instrumented. Indeed, this
percentage represents the size of the code added during the
control of APIs calls for each application individually

For all instrumented 109 applications, the average size
added was 705 bytes, which is about 0.063% of the size of
the original applications. Also, as shown in Fig.7, it is very
clear that the size added is very small and will have a very
small impact on the size of the original applications.

Sizes of instrumented applications

6000000
5000000
4000000
3000000
2000000
1000000

0

= Original Apps = |nstrumented Apps

Figure 7: Average added size for 109 instrumented applications

6.2. Execution time of the policy decision

To calculate and evaluate the execution time of our defined
policies, we have calculated the decision execution time
for several context aware policies with different rules and
conditions based on some selected scenarios. The following
is a set of scenarios that has been chosen among many others
used during our tests. These scenarios will be ranked in
ascending order according to their level of complexity.

1. Scenario 1: Prohibit launching the TakeScreenShot
application that allows you to take automatic screen-
shots when the user opens the camera in his BankApp
application to send a Check.

POliCyi DenyTakeSceenSh()t(appr per, C) A ( Take-
Screenshot € app.APIs) A (per.resource==screen) A
(c.fgApp.class = banking)

2. Scenario 2: Prohibits the Record AudioMedia applica-
tion from recording when the user is making a phone
call through the PhoneCall application.

POIiCy: DeHYRecordAudioMedia (app/ per, C) A (RecordAu—
dioMedia € app.APIs) A (per.resource == microphone)
A (c.fgApp.class = (callPhone V receivePhoneCall))

3. Scenario 3: Prohibit the FakeGPS application from
changing the user’s location when using one or more of
these BankApp, Uber, and Google-Map applications.

Policy: Denyru.crs (app, per, c¢) « (FakeGPS €
apps.APIs) A (per.resouce == (accessCoarseLocation
A accessFineLocation) A (c.fgApp.Class = (BankApp
A UBER A GoogleMap))

4. Scenario 4: Prohibition of the BankApp application to
access the Internet or use the camera when the user is
at TimHortons knowing that its longitude = 45.491318
and its latitude = -73.727987.

Policy: DenYinternetncamera (@pp, per, ¢) « ((internet
A camera) € apps.APIs) A (per.resource == (GPS =
[45.491318, -73.727987]) A (c.fgApp.Class = BankApp)

5. Scenario 5: When the user is at the meeting at ETS
from 8am to 9am. Prohibit Facebook, Instagram and
Gmail applications from accessing the Internet, the
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Table 3: The size of applications before and after instrumentation
Avplication Original | Instrumented | Size added Percentage
PP (Bytes) (Bytes) (Bytes) 8

Contact Identicons 246904 247965 603 0.24%
GPS tracker 22420823 | 22421668 845 0.0037%
Show web view 483839 484460 621 0.12%
Contact Search 368610 369278 668 0.18%
Contacts Widget 227386 228034 648 0.28%
Beta Updater for WhatsApp | 321673 322448 775 0.24%
Contact loader 2701541 | 2702019 478 0.01%
Photo Manager 366100 366668 568 0.15%
Wi-Fi setup 2177239 | 2177747 508 0.02%
Time tracker 1477841 | 1478711 870 0.06%
Calender Trigger 119863 120732 869 0.72%
Calender Color 629361 630232 871 0.13%
Calender Import Export 45823 46772 949 2.07%
CamTimer 1580753 | 1581393 640 0.04%
OpenCamera 226585 227420 835 0.36%
Microphone 1905254 | 1905910 656 0.03%
SMS backup 26071 26984 913 3.50%

camera and the location. Prohibit Message applica- As a result, we have noticed that as more the policy becomes
tion from receiving SMS and MMS. Also, Prohibit the complex the execution time becomes bigger.
recording feature of Record Audio application.

Policy: Denyu; (app, per, ¢) « ((Facebook A Insta- Execution time of policies in milliseconds
gram A GmailA RecordAudioMedia A SMS A MMS)

€ apps.APIs) A (per.resouce ==(GPS = [45.491318, - 1000
73.727987] A internet A microphone A phoneCall A 800 ¢
receiveCall )) A (c.fgApp.Class = meeting ) A (c.time 600
>=8am A c.time <=9am ) 400
200

The decision execution time has been calculated for each 1

policy individually as following:

0
pl(1 p2 (2 3 (3 p4 (2 p5 (4
condition) conditions) conditions) conditions) conditions)
SECURITY POLICIES

EXECUTION TIME IN MS

i For the Policy 1 and Policy 2, the test results were
fixed because the context does not vary when entering
random test values. The execution time for the first Figure 8: Policies execution times
policy is 116 ms and for the second policy is 234 ms.

ii For the policy 3, the context is related to three differ-

ent running applications, but it remains fixed. The PO II Cy Sizes in bytes
execution time for the whole policy is 307 ms.

iii For the policy 4, our context is the location, so the re- 2500
sults were more or less close, but they vary according 2000
to the change in GPS values. In this case the execution 1500
time of the whole policy is 314 ms.

1000
iv For the policy 5, two different contexts were used >00 ' ' ' ' l
0

time and location. The average execution time for
notifying each application also was calculated. For
the Skype application the execution time is 549 ms, for
the Messages application is 592 ms, for the Instagram Security policies
application is 634 ms, for the Gmail application is
758 ms and for Facebook is 814. Also, the average
execution time for the whole policy is 818 ms.

Bytes

P1(1 APl) p2(1 API) p3(2 p4 (2 p5(12
APIs) APIs) APIs)

Figure 9: Policies sizes according to their complexities

6.3. Policy Si
Fig.8, shows the different policies execution times ac- oy otz

cording to the complexity for each policy. All calculations The policy size is also changing due to the complexity of the
and testes where repeated several times to ensure accuracy. applied rules and conditions. We have calculated the policy
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sizes on the list of 109 enforced applications. Also, we took
the same fife scenarios and their security policies mentioned
above in the previous section to make our simulation. Fig.
9 shoes the progression of policy sizes according to their
complexities.

7. Conclusion and Future Work

This work addressed problems related to context aware poli-
cies for Android applications as its one of the main targets
of attackers. We, therefore developed CAPEF, which is a
policy specification framework that enforces context-aware
inter-app security policies to effectively describe users de-
fined consents. Thorough experiments we have performed
a study on the efficiency of CAPEF with respect to the size
and execution time of the enforced applications. The evalu-
ation results demonstrated the feasibility of our framework
and the effectiveness of our policy specification language
in enforcing complex context-aware policies on different
Android applications.

In the future, we are planning to improve our model
using different ML techniques for varying IoI' smart en-
vironments. Furthermore, we will implement a security
framework that is capable of data security and access con-
trol by encrypting all sensitive data and making it available
only for the authorized service providers according to the
pre-defined context-aware policies.
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A Tunable Dual-mode SIW Cavity Based Bandpass Filter with
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ABSTRACT: A new approach to design a bandpass filter using substrate integrated waveguide (SIW)
topology is presented here for 5G applications. The aim of the design is to produce a dual mode
passband characteristic with wide upper stopband behaviour, centred at 4.7 GHz. Four identical
Stepped Impedance Resonator (SIR) slots are etched into the top surface of the SIW cavity for the
proposed filter structure. The SIR slots aid in reducing the cavity's resonant frequency and to generate
the dual mode passband characteristics. The SIR slots also mitigate the higher modes in the SIW cavity
which helps to accomplish a wide upper stopband response. In order to improve selectivity, the
structure is further modified by introducing two E shaped resonator slots on the ground plane to
produce two transmission zeros at 3.9 GHz and 6.2 GHz. Tunable characteristic is achieved by loading
two surface mount varactor diodes diagonally on the top of the proposed structure. By suitably
applying the bias voltage, the center frequency of the passband is tuned over a range of 600 MHz. The
developed filter is fabricated in order to verify the simulated and measured results.

KEYWORDS: Substrate Integrated Waveguide Cavity, Bandpass Filter, Stepped Impedance Resonator
slot, E-Shaped Resonator, Wide upper stopband, 5G Application.

1. Introduction by various researchers [10-12]. A tunable SIW dual mode
dual-band filter using perturbing metalized via hole at the
middle of the cavity is reported in [10]. In [11] a constant
bandwidth highly selective tunable dual-mode BPF is

investigated. A stub-loaded capacitor tunable dual-band
weight, ease of fabrication, minimal radiation loss, and HMSIW has been reported in [12].

good power handling. As a result, SIWs have

demonstrated their viability as an innovation and In this manuscript, analytical and synthesis procedure
continue to have significant potential as a crucial is presented to implement the dual mode BPF for n79 band
component of planer microwave circuits, such as highly ~ (44-5.0 GHz) of 5G New Radio (NR) application [13]. A
selective filters, Voltage-Controlled Oscillators (VCOs)  rectangular cavity is designed in conjunction with four SIR
and antennas [1-3]. In [4], a compact SIW filter is reported slots to lower the resonating frequency. Additionally, two
with an E-shape slot etched on the topmost surface to ~ Shaped-shaped resonators are introduced in the ground
reduce the filter's resonant frequency. In [5], a SIW  Plane in order to improve the selectivity, and the upper
bandpass filter is made using double-sided loading stopband characteristic of the proposed filter. Finally, the
approach defective ground structure (DGS) bandpass proposed structure is tuned by loading two surface-
filter (BPF). SIW based bandpass filter based on upper mounted varactor diodes with two capacitors diagonally.

stopband performance are reported in [6-7]. For the design purpose, 1.00 mm thick FR4 substrate is
employed. EM simulation is performed using CST

Microwave Studio.

Substrate Integrated Waveguide (SIW) technology has
attracted a great deal of attention in the research
community due to its advantages such as low cost, light

One of our very recent developments shows the
utilization of SIR slots on the SIW cavity to develop the
dual-mode BPF [8]. A HMSIW doublet was created by 2 Filter Design
employing the rectangular cavity's TEw2 and TEsn modes
as resonant, and TEin1 as a non-resonant mode reported in
[9]. Several SIW-based tunable filter has been investigated

Top and the bottom views of the proposed tunable
dual-mode SIW-based BPF are displayed in Figure 1(a)
and Figure 1(b).
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(b)

Figure 1: Proposed tunable bandpass filter layout and necessary tuning
arrangements  (a)Top view with L=7, L =92 , Ls
=9.3 ,Wi=0.3 ,W>=1.4 ,51=5.6 , S2=1.2, Ls=4.2, W=0.2, We=2, di=0.6, d2=
1.0 (all dimensions in mm). (b) Bottom view with Ls=6.1, Luir=21.6, Ws=0.3,
Wuir=1.4, S3=5.6 (all dimensions in mm).
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Figure 2: (a) SIW cavity layout with Le= 28, Lsw= 30, W5=3, Wi=1.9, Wer
=14, Wsw=16, p=1, d = 0.6 (all the dimensions in mm). (b) SIW cavity's
simulated S-parameters.

As shown in Figure 2(a), a SIW cavity is initially
designed. The fundamental frequency of resonance of the
proposed cavity is designed at 5.3 GHz [1]. The cavity
resonance is kept a little high to minimize the area
requirement. In Figure 2(b) the S-parameters of the
simulated SIW cavity are illustrated. It can observe that
the fundamental frequency of the resonator is 5.3 GHz. Up
to 10 GHz, there are two spurious frequencies centered at
7.1 GHz and 9.1 GHz.

On top of the SIW cavity, stepped impedance
resonators (SIRs) are placed to achieve dual-mode features
and mitigate spurious frequency ranges. Inset in Figure 3
highlights the open-ended SIR's configuration. The SIR is
made up of electrical sections Zi and Z» with
corresponding electrical lengths of 81 and 62, and high and
low impedance portions Zi and Z respectively. An
essential factor in modifying the SIR features is Rz =
(Z2/Z1). The SIR input admittance is derived as:

_ iy Z,+Z, cotf tan0,

Y, = 1)
n=J * Z, cot —Z, tan 6,

The resonance condition is determined considering
Yin=0. Figure 3 plots the ratio of normalized first spurious
frequency (fi) and fundamental frequency (fo) for various
impedance ratios (R:), to easily extract the design
parameters. To achieve the dual mode characteristics,
fundamental resonant frequency is maintained at 4.5 GHz.
The first spurious of SIR is predicted to be at 10.8 GHz,
for a spurious free response up to 10 GHz. For
fundamental frequency and the first spurious, the SIR has
an impedance ratio of 0.57. Z2 has a 60 () impedance, and
its corresponding electrical length, 02 is 68°. The high
impedance section's computed impedance Z1 is 113Q with
an electrical length of 88°. The dimensions of low
impedance part has 7 mm in length, 1.4 mm in width, and
for high impedance part are 9.3 mm and 0.3 mm,
respectively.

Finally, the topmost surface of the cavity is etched with
the SIR structure. For symmetry reasons, four SIRs are
etched into the SIW cavity as, displayed in the inset of
Figure 4(a). The classical filter design methods are adopted
[14] to meet the design specification for n79 band (4.4-5.0
GHz), of 5G New Radio (NR). The circuit's coupling
coefficient (k) and external quality factor (Q.) components
of a prototype lowpass filter is determined in order to
develop the proposed filter. The Q. and k for any designed
filter can be calculated as provided in [13]. Figure 4(a)
shows the Q. and k for different separations Si. It can be
observed that the higher value of Q.can be obtained by
increasing the Si. The value of k can also be significantly
controlled by S:. It can be inferred that the higher value of
k can be achieved by reducing Si. To facilitate the design
procedure, the value of Q. and k is required to find for the
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proposed filter. For the required passband from 4.4 GHz
to 5.0 GHz the value of Q. is 10.2 whereas the calculated
value of k is 0.075. To accomplish the required Q. and k the
S1 is determined to be 4.2 mm. The value of S1 is revised
further and selected to be 4.0 mm.
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Figure 3: Ratio of first spurious to fundamental frequency vs
impedance ratio plot of SIR.
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Figure 4: (a) For various values of S1, the coupling coefficient (k) and
the external quality factor (Qe). (b) The dual mode filter's frequency
response employing SIR slots.

Figure 4 (b) depicts the simulated filter S-parameters. It
is clear that the suggested filter results in a dual-mode
characteristic with a passband ranging from 4.4 GHz upto
5 GHz. Through the passband, the Sx1 is better than -0.3
dB and the Su value is less than -19.0 dB. Additionally, it
can be seen that the SIR's presence suppresses the spurious
bands. The upper stopband response is satisfactory with
attenuation levels greater than 30 dB are achieved up to 10
GHz.

Figure 4(b) inferred that the selectivity of the filter is
poor. Therefore, to increase the selectivity, two E-shaped
resonators are introduced in the ground plane. The basic -
shaped stub structure is displayed in inset of Figure 5. A
uniform impedance resonator (UIR) with electrical length
Our and admittance Y1 is used to realize the resonator. A
stub of electrical length Osand admittance Ysis loaded into
the center of the resonator. The input admittance is
derived as follows for even and odd modes.

Yin,oaa = = jY1c0t(0,, 1 2) 2)

Ystan(6s) + 2Y1tan(6,,, / 2)

Yin, even — Y
T 2¥ ~ Y, tan(8) tan(0,,, / 2)

)

The resonance condition can be determined by setting
Yinodd=0, and Yineven=0. Resonating modes fo and f. are
extracted by assuming Yi=Ys/2. Figure 5 shows the
normalized odd and even modes of resonant frequency
for different values of Lr and Ls. The E-shaped resonator
is designed to form two modes at 4.0 GHz and 6.0 GHz.
From the plot, it can be observed that the f, is fully
depends on Lr whereas the f. can be controlled by Lr and
Ls. The calculated value of Lr and Ls is tuned further to
improve the performance. The resonating frequencies are
chosen to improve the selectivity. For Lk and Ls, optimal
values are 10.5 mm and 6.0 mm, respectively. In order to
generate a considerable degree of attenuation at the
appropriate frequency, the inter-resonator spacing (53) is
adjusted.

2.1. Reconfigurable Bandpass Filter Design

In order to achieve the tunable characteristics, the
proposed dual-mode BPF is loaded with two surface-
mounted varactor diodes diagonally. Figure 1 depicted
the proposed tunable bandpass filter where two SMV
(1232-079LF and two DC blockers (C0603C330K5RACTU)
are used. The anode terminal of the varactor diode is
connected to the ground using a metallic post. The cathode
terminal is landed on a rectangular island where bias
voltage is applied. The diodes D1 and D2 are connected to
the cavity through the two DC blockers C1 and C2
respectively. Through a 27 nH inductor, the bias voltage is
applied to the varactor diode.
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Figure 5: Normalized even and odd mode resonating frequencies for
different values of Lr and Ls.
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3. Measured Results and Discussion

The fabricated prototype is displayed in Figure 6(a) as
inset. The EM-simulated and measured S-parameters are
compared in Figure 6(a). It can be seen that with the bias
voltage Vbias=3V, the proposed filter gives a measured
passband from 4.42 to 5.03 GHz. The measured Su is less
than -12.0 dB throughout the passband, while the
measured S is better than -2.1 dB. Further observations
include the suppression of spurious bands and the
presence of two transmission zeros at frequencies of 3.85
GHz and 6.35 GHz. This improves the selectivity of the
proposed filter. Three more number of transmission
zeroes can be observed at 10.8 GHz, 11.7 GHz, and 12.6
GHz which increases the stopband range. More than 17 dB
attenuation level is witnessed up to 13 GHz. Figure6(b)
and 6(c) shows the 1S11] and |S21| simulated results of the
proposed tunable bandpass filter. By varying, the bias
voltage of the varactor diode, which ranges from2to 6V,
the filter's center frequency can be tuned. Where can be
observed, the passband center frequency can be moved
from 4.5 GHz to 5.1 GHz as the reverse bias voltage rises.
Over a bandwidth of 600 MHz structure is tuned.
Throughout the tuning range, Su is below -12 dB, and the
Sa1 is better than -2.1 dB with excellent selectivity. Overall
size of the filter is 3018 mm? A comparative analysis is
presented in Table 1 with previously published works. It
can be observed that the proposed filter has better
insertion loss compared to the work reported in [9] and
[12]. The proposed filter has accomplished better stopband
range and better fractional bandwidth compared to the
filters presented in [7], [9], [10] and [12]. The filter structure
exhibits a compact size compared to the filter reported in
[7], [9] and [10]. The skirt factor, which is defined as the
ratio of the passband's 3 dB bandwidth to its 20 dB
bandwidth, is presented in order to explain selectivity.
The skirt factor is 0.44 for the proposed filter which better
compared to the filters presented in [7], [9], [10] and [12].

4. Conclusion

This manuscript presents a novel tunable dual-mode
bandpass filter using SIW cavity. Etching SIRs into the
top surface of the SIW cavity results in the dual-mode
passband and a wide upper stopband performance. E-
shaped resonators in the ground plane improve the
selectivity. The resonating structures are properly
analyzed and the resonating frequencies are determined.
The tunable characteristic is achieved by employing two
varactor diodes with good return loss and wide tuning
range. The filter has compact size, low insertion loss,
excellent selectivity, and wide upper stopband
characteristics ~ which are useful for
communication systems.

modern
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Table 1: Performance comparison with some SIW based bandpass filter

Size
Center FBW (%) | RL(dB) | IL(dB) . Stopband | Stopband 1
. N Skirt . ( g X
Ref. | Response Tunable | Frequency | Fractional | Return | Insertion Factor frequency | attenuation )
(fo GHz) Bandwidth | Loss Loss (ax fo) | (dB) ?AZ)
g
[7] SIW BPF No | 13/13.2 4.6/4.5 15/10 1.71.5 0.4/0.35 }2{()) f22 20/20 0.9316
0
[9] Dual-Mode BPF No | 10 5.3 18 2.4 0.34 1.05 fo 30 1.75
Dual-mode (1.05/0)
[10] Dual-Band BPF Yes | 17/19.36 2.01/4.1 17 2.11 0.38/0.18 /113 fi) 20/20 2.62
1.42
[12] | Dual-Band BPF Yes | 2.25/4.5 13.33/8.8 15/17 2.33/3.38 | 0.25/0.25 5(1 35)} 20/20 0.04
33 /o
Dual-Mode BPF
This | with wide upper .
work | stopband Yes | 4.7 14.89 12 2.1 0.43 (2.85 1) 17 0.44
characteristics

Ag is the guided wavelength derived at the passband's center frequency passband, RL stands for Return Loss, IL for Insertion Loss, and FBW for

Fractional Bandwidth.
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ABSTRACT: Digital multimedia assets, including photographs, movies, and audio files, have become
a staple of contemporary life. Steganography is a method for undetectable information concealment in
these files. One can communicate messages to another by modifying multimedia signals so that a
human would be unable to tell the difference between the original signal and the altered one. The
widespread use of digital data in practical applications has prompted the development of new and
efficient methods for ensuring its security. Steganographic techniques can be used to, at least in part,
achieve efficient secrecy. There have been suggested new and adaptable audio steganographic
techniques. By using cryptography, readable language is converted to unintelligible data. In order to
send and receive text, multimedia, or other important digital files safely, this paper discusses secure
communication media. To have secure communication tools, the tools must lessen potential risks and
weaknesses. Therefore, the primary factor to take into account for creating a solid communication
system is transferred media. The objective of steganographic systems is to find a secure and reliable
method to hide a significant amount of secret data. This research focuses on digital image audio
steganography, which has become a popular method for data concealment.

KEYWORDS: Steganography & Cryptography, Secure communication media, Salt Encryption, AES,
Steganography with SHA-256

1. Introduction rendering it unintelligible to attackers. The algorithms
used in cryptography methods are numerous. In essence,
key management infrastructure is used. To improve the
encryption algorithm, symmetric and

cryptographic key management approaches are used. To

In order to share information across many geographies
through digital communication, a number of new asymmetric
technologies are constantly developing. Information can
sometimes include user privacy, confidential data, and
other sensitive material that needs to be segregated. Secure

communication media should be used to communicate

confirm that the sender and receiver are the authorised
users, the symmetric key is originally provided with both
parties. Steganography doesn't really make message

this information. Even if a crucial piece of information is authentication better. To protect messages for visual

given to a person who is acting strangely, unforeseen oo tion from sender and receiver, numerous encryption

events that could result in dangerous situations could still
happen. Therefore, this information is shielded from
corruption or breach by a malevolent hacker using the
data concealing approach. The majority of data
concealment techniques use steganography,
cryptography, and digital watermarking.

The message should first be encrypted using a secure
cryptographic procedure before being encoded using the
steganography algorithm. In that case, not even
steganographic algorithms can simply decode the
message. The message will be converted into ciphertext,

techniques are used.

The mechanism through which steganography and
cryptography will interact to create secure media is being
developed in this secure communication medium.
Additionally, steganalysis will be used to find stego-
objects in developed material using a variety of analysis
tools and evaluation results from various hashing
techniques. Python programming will be used to carry out
This
improvement strategy for using secure media to transmit

the implementation. study will outline an

private information.
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2. Related work

2.1. Steganography

Frequency domain and spatial domain are the two
main domains that can be utilised to identify data
embedding in image processing that uses pixels,
according to an analysis of steganography techniques. The
measurement of image quality and quantity distinguishes
the two domains most proposed in [1]. Quantity is
determined by using image sensitivity. Based on the
results of the peak signal to noise ratio (PSNR) or the
structural similarity index metric, the quality measure is
examined (SSIM). Based on the results of bits per pixel, the
quantity measurement is examined. In addition to these
two, imperceptibility and robustness are important
considerations. Robustness is the ability to clearly
degraded modified image from partial attacks to lose data
integrity. The human eye can detect significant changes
that point to the existence of embedded data. The study of
this perceptible is referred to as imperceptibility. Using bit
numbers, the spatial domain integrated the simple text
into the cover image.

In LSB methods, bit numbers of the message are
substituted for the image's least significant bits. There will
be 3 bytes for red, green, blue, and alpha when
decomposing the pixel (RGBA). There are 8 bits in each
byte, and one byte is used to represent each colour. The
least significant bit (LSB) for each byte is the one on the
right, while the most significant bit (MSB) is the one on the
left (MSB). An image with an RGB value of 800x600 pixels
can hold up to 180,000 bytes for embedding explained in
[1].

2.1.1.  Image Steganography

The use of a picture as a cover to conceal a message is
known as image steganography. The image can be used
with a variety of image formats, including Portable
Network Graphics (PNG), Bitmap (BMP), and Joint
Photographic Experts Group (JPEG) (PNG). The JPEG
image format compression is a popular format for
lowering the size of the image described in [2]. Using an
image as compression enables you to maintain aesthetic
characteristics that are still evident. Since the human
naked eye cannot breakdown the veiled information
contained within the cover image, this information is
difficult for humans to see.

2.1.2.  Audio Steganography

A steganographic =~ method  called  Audio
Steganography involves encoding data using an audio-
based file structure. Waveform Audio (WAV), Audio
(AU), and MPEG Audio Layer III are all acceptable audio
file formats (MP3). It is extremely difficult to embed the
message in audio, however many different methods have

been tried. An enhanced least significant bit modification
technique for audio steganography shows large amounts
of data can be compressed using audio, and it is difficult
to hack in [3]. However, maintaining an audio signal
becomes more challenging as more data are encoded. It
primarily serves to safeguard digital copyright.

2.2. Cryptography

Encryption and decryption are the two main
operations involved in cryptography. private information
is transformed into bizarre, cryptic text with a variety of
odd marks in order to prevent unauthorised access. It's
called encryption. The output of encryption is referred to
as ciphertext, which is difficult to decipher visually.
Decryption is the process of converting this ciphertext
back to plaintext (the original text). It is not possible to
restore the using
cryptographic methods. The cryptography technique is
carried out in these two operations using the key exchange
infrastructure. The plaintext is converted to a cypher using
a pseudorandom key or user-defined key, which is then
utilised again during the decryption process. These three

ciphertext to plaintext some

techniques are hash functions, symmetric cryptography
(public-key cryptography), and asymmetric cryptography
(secret-key cryptography). These three techniques are
frequently used to send messages more securely in [4].

2.2.1.  Asymmetric cryptography

Asymmetric cryptography, also known as public-key
cryptography, uses two different kinds of keys: public and
private. Public key infrastructure, digital signature,
channel security, and tamper detection are the main
applications for public key. A digital signature is used to
confirm the message's validity and provide proof that it
originated with the sender. Additionally, it has the
capacity to confirm the non-repudiation and data
integrity. The signature enables the sender to notify the
recipient if the encrypted communication is changed or
expanded upon described in [5]. Plaintext, ciphertext, an
encryption method, a decryption algorithm, a private key,
and a public key are the different parts of a public key
infrastructure.

2.2.2.  Symmetric cryptography

Symmetric cryptography, also referred to as secret-key
cryptography, and decrypts data
transformations using a single common key that is passed

encrypts

into a mathematical formula. Secret-key cryptography is
specifically to improve the
confidentiality of data.

used privacy and

AES is a symmetric encryption method since it
employs the same key for both both encryption and
decryption. Additionally, it employs numerous rounds of
the SPN (substitution permutation network) method to
encrypt data. The impenetrability of AES is a result of

WWww.jenrs.com

Journal of Engineering Research and Sciences, 2(2): 08-14, 2023 9


http://www.jenrs.com/

@) JENRS

B. B. Oo, Applied Salt Technique to Secure

these encryption rounds, which are impossible to break
through due to their sheer number in [6]. The United
States National Institute of Standards and Technology
(NIST) developed the Advanced Encryption Standard
(AES) as a specification for the encryption of electronic
data in 2001. Despite being more difficult to build, AES is
still commonly used because it is substantially stronger
than DES and triple DES. Three key lengths —128 bits, 192
bits, and 256 bits—are used in the AES encryption and
decryption process. For, a fixed block length of 128 bits is
used. For 128-bits, 192-bits, and 256-bits, AES uses 10, 12,
and 14 rounds, respectively.

2.2.3. Hash Function

One of the cryptographic methods that enables the
complete transformation of the plaintext to the given
varied fixed number is the hash functions. Digesting is the
term for this transformation process. The hash functions
do not need keys. Fundamentally, hash functions are used
in digital signatures, password security enhancement,
random number creation, and message authentication.
The one way is another name for it explained in [4]. For
instance, the message "Hello" is encrypted using the MD5
cryptographic hash function technique. "Hello" will result
in a digest message of 128 bits rather than 16 bytes. The
result will be 128 bits when another plaintext "World"
message is similarly encrypted in that manner (16bytes).

Table 1: MD5 Hash Table

Plaintex | Hash value (MD5) Output
t size
Hello 8b1a9953c4611296a827abf8c4780 | 128 bits
4d7 (16byte
s)
World f5a7924e621e84c9280a%a27elbcb | 128 bits
7t6 (16byte
5)
Hello b10a8db164e0754105b7a99be72e | 128 bits
World | 3fe5 (16byte
s)

There are hundreds of different hashing algorithms
available, and each one is tailored for a certain sort of data,
speed, security, etc. Secure Hashing Algorithm, or SHA.
There are two variants of the algorithm: SHA-1 and SHA-
2. They differ in the bit-length of the signature as well as
in creation (how the resultant hash is made from the
original data). The National Institute of Standard of
Technology released SHA (NIST). The hash value
produced by FIPS 180-4 SHA can be MD. It generates a
higher hash value than MD, is faster, and is more secure
than MD. The output of SHA is a hash value of 160 bits (20
bytes) with 20 rounds.

As a hashing algorithm response to developing BCrypt
assaults, SCrypt was developed. SCrypt is used in many
software programmes to implement the protection against

password cracking. For the purpose of generating the peak
time for password processing, SCrypt uses a specific
amount of their hardware resources in their farm.
However, employing a specific amount of memory allows
you to restrict an attacker's capacity to find passwords
using high-tech gear. SCrypt is used to strengthen the
encryption algorithm based on the findings.

2.3. StegAnalysis

The method known as steganalysis aims to counter
steganography by locating the concealed data and
extracting or erasing it. For law enforcement
organisations, it becomes essential to decipher the
communication or at the very least render it useless to the
recipient, as is the case with nearly all such approaches.
Through steganalysis, the primary attribute of a stego-
object is analysed based on its robustness, capability, and
imperceptibility. The steganalysis is carried out in the
steganography studio to look at the detection of images
that show the presence or absence of steganographic
information using various algorithms and various image
format types in [7]. In order to identify the cover image,
stegananalysis is performed using server tools like
Openpuff and Steganography Studio. Visual analysis
(examining with human visual abilities to perceive the
information) and statistical analysis
(examining of modification in statistical properties to the

existence of

images). To improve security assessments, steganalysis
can be researched on cutting-edge technologies like
artificial intelligence, neural networks, fuzzy logic, and
genetic logic by extracting data more thoroughly through
statistical qualities as a progressive digital forensic.

3. Proposed System

In steganography, there are three main cover file
formats that are utilised. They are steganography for
audio, steganography for video, and steganography for
images. Data steganography in audio and video is a very
dedicated approach because even little changes can cause
significant noise affects. This had a negative impact on the
original quality and greatly affected the capacity of the
human visual system (HAS) and human auditory systems
(HVS). HAS is more sensitive than HVS when compared
to each other. In order to see the variations in noise in an
image file, you must look at it in great detail for a few
seconds. The development of communication medium is
more adaptable and trustworthy when using image and
audio steganography. The effectiveness of audio
steganographic techniques is influenced by a number of
factors. Each feature's significance and effect vary
depending on the application and the transmission
environment. The durability to noise, compression, and
signal manipulation, as well as security and the ability to
hide concealed data, are among the most crucial

characteristics shown in [8]. The robustness criteria is the
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most difficult to meet in a steganographic system when
paired with data hiding-capacity because it is closely
related to the application.

The most practical approach based on the spatial
domain is called least significant bit (LSB). The image is
broken up into a large number of pixels as part of the
spatial domain process. A pixel has 24 bits in total. Red,
blue, and green are represented by each 8-bit colour. The
least significant bit of these three values is used in the LSB
algorithm's processing. The first step of the method is to
read the image and transform it into image pixels. The
message is then transformed into a bit as well. The LSB of
the picture is used to replace the message bits to create the
stego-image. The image is not lost when the LSB is
changed, and great perceptual transparency is supported.
As aresult, these changes are not easily visible to humans.
In order to hide data, several image steganography
programs alter bits using the least significant bit (LSB)
technique. In low resolution pictures with 8-bit colour,
changing the LSB could cause a noticeable shift in the
colour palette, making it simple to spot hidden material.
Another sign that there is hidden information present in
an image is padding or cropping. The Hide-and-Seek tool
can only be used to create fixed-size graphics.

4. Methodology

By using data hiding techniques on the communication
carrier, the process can be divided into two primary parts:
encryption and decryption. There will be two actors while
employing a communication carrier: a sender and a
receiver. Before sending the carrier, the sender must
complete the encryption process. The system needs three
user inputs for the encryption method: a cover image, a
message, and a secret key. Stego-object as well as a shared
secret key are needed for decryption. the symmetric
communication mechanism that uses encryption. The
sender must enter the secret and message into the system
in order for symmetric communication to flow.

Utilizing the LSB approach, steganography and
cryptography are combined in this system. The entered
file is chosen as an audio file in this system. After that, the
communication is encrypted using just one secret key. The
Image Steganography and cryptography are also
combined as different mechanism for encryption and
decryption. Both systems are suggested and employ the
LSB algorithm to conceal the message in communication
media. essential
networks has its benefits. Depending on the user's

Utilizing various communication

decision during encryption, the stego-object can be either
an image or an audio file.

The AES algorithm first converts the secret key into a
hash digest value. The salt will be generated prior to

value cannot be converted back to its original form and
cannot be used to determine the secret key's value.

The hash value and encrypted message are base64

Encrypt with salt H Hash Object

Enter plain textH Encrypt using AES }.7
S‘egorobjea “
image

Figure 1: Encryption Algorithm

Cover Object
(Image/Audio)

encoded into unintelligible ciphertext. The cover object is
additionally mixed with the ciphertext using the LSB
steganography algorithm. The ciphertext of the encrypted
communication is converted to binary format. First, an
RGBA format conversion is performed on the cover image.
These binary-formatted data are also converted to
hexadecimal form. By using a delimiter, the modified
binary value of the message is inserted into the
hexadecimal format value of the cover image. The system
will return the cover image as the stego-image to deliver
the message over communication media to the recipient
once all of the transform values have been fully included
into the cover image.
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Figure 2: Decryption Algorithm

On the other side, High data embedding capacities are
possible with the LSB method, which is also reasonably
simple to use alone or in combination with other hiding
methods. This method's limited resistance to noise
addition, which makes it susceptible to
straightforward attacks, lowers its security performance.
The data will probably be lost if the stego-audio is filtered,
amplified, has noise added to it, or is compressed using
lossy techniques. Without impacting the perceived
transparency of the stego audio signal, it has extended the
depth of the embedding layer from the fourth to the sixth
and eighth LSB layers to improve the robustness of the

even

LSB approach against distortion and noise addition. The
other bits can be switched to create a new sample that is
more similar to the original in order to reduce embedding

hashing the AES in order to combine the secret key. This  error.
procedure is only used in one-way operation. The hash
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The communication carrier (stego-object) is extracted
on the recipient side using a shared key. The stego-object
is initially broken down into an acceptable format by
identifying a delimiter to recreate the binary data. By
converting to binary, these hexadecimal values are
retrieved back into plaintext. The system begins ciphertext
decryption once the ciphertext has been successfully
obtained. There is a password verification function that
must be passed through in order to acquire the original
message prior to the decryption of the ciphertext. The
system extracts the salt from the ciphertext before
encrypting the newly entered password from the receiver
and converting it to a hash value. The system then
compares the newly created hash value to the other hash
value that was derived from the stego-object. The
generated hash must be verified in order to ensure that the
password is valid. The system unpads the result and sends
the message to the recipient after the ciphertext has been
decrypted.

The suggested steganography system's encryption and
decryption procedures are shown in the diagram below.
The encryption procedure for both audio and image
steganography requires the cover file, password, and
secret message in order to produce a new stego-image. The
application simply needs a password and stego-object to
decrypt data.

[(app) G:\My Drive\Master course\Napier MSc Computing\Advanced Software Development\Final\app\App>py stego.py

elect the type of steganography:
I)Audio Steganography

b)Image Steganography

Yexit

our Choice:2

L) Encyption

P)Decryption

our Choice:l

Enter a new password:

Enter a message to hide: This is a secrect message.

tarts Image Encyption..
Enter name of the image file (with extension): test_image.jpg
>»>>> Succesfully encoded inside stego_test image.jpg

Figure 3: Encryption Process

(app) G:\My Drive\Master course\Napier MSc Computing\Advanced Software Development\Final\app\App>py stego.py

Select the type of steganography:
[1)Audio Steganography

[2)Inage Steganography

3)exit

our Choice:2

[1)Encyption

[2)Decryption
our Choice:2

Enter password:

Starts Image Decryption..
Enter name of the image file (with extension): stego_test_image.jpg
This is a secrect message.

Figure 4: Decryption Process

5. Experimental Results

The two techniques from the data hiding techniques
will be used to produce the secure stego-object. The
evaluation of each method will be done separately from
this implementation of data concealing strategies. For the
steganography, the evaluation will be performed on the
changes of stego-object and original cover object.

The system's performance is controlled by the local
host machine: Storage: 1TB HDD with read/write speeds
of 100 MB/s, CPU Processor: Intel(R) Core (TM) i7-7500U

CPU @ 2.70GHz, 2901 Mhz, 2 Core(s), and Operating
System: Windows 10 Pro 64 bit As a result, utilising this
local machine, the results of both encryption and detection
with cryptography are acquired.

As a result of the changes in their pixel construction
and attributes, the difference between the original cover
image and stego-object is compared. These outcomes were
acquired using the output characteristics of
https://www .textcompare.org/image/. Size in bytes,
dimension, bit depth, horizontal resolution, and vertical
resolution are all aspects of an image's attributes. Bit depth
is the term used to describe the colour information stored
in an image. The image can store more colour values due
to the huge number of bit depth values. The measurement
of pixel density, known as horizontal and vertical
resolution, is typically expressed in dots per inch (dpi). A
1-inch square has a grid of pixels that is 72 pixels wide by
72 pixels high when a picture has a resolution of 72 dpi.
Changes in size, bit depth, and horizontal and vertical
resolution can be seen in these findings. Comparing the
stego-picture to the cover image, the size has risen. Then
the bit depth increased by roughly 8 and both stego-object
resolutions were displayed at 96 dpi.

The bytes that will be embedded in the cover picture
will be located initially from the above and stored until the
final hiding with the pink areas, based on the results of the
difference in images. The only way to see these allocations
is by employing a tool for comparing and contrasting.

The steganalysis is performed to investigate the
presence of the encrypted message. In this steganalysis,
the stego-object are used to detect with several
steganography. The detection process is performed with
decoding the stego-image into text information.

Table 2: Steg-analysis Tools Table

. Detection
No. | Steg-analysis Tools Results
1. Stegdetect Failed
5 M'C?fe'e Steganography Defense Failed
Initiative
3. Steghide Failed
4. Steganography Online Failed
5. | VSL Failed

The difference between the cover image and the stego
image is being compared in this experiment's results. The
test is carried out using Guiffy Image Diff (11.11). The
highlighted portion of the stego-object showed a small
discrepancy between the stego-image and the original
image. The secret data is totally encrypted after starting at
the beginning of the image and being put in that
highlighted bit.
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Figure 7: Image Difference between Original Image and Stego-image

Audio steganography is used on fixed LSBs to
determine the point at which the difference between the
host message and stego message may be heard. Every
sample of the host message's fixed bits is replaced with bits
from the
randomness suggested in Bit Selection and Sample
Selection. In this following, it is simpler to conceal the
existence of noise or secret data. A frequency study of the
same data, however, makes it clear that there is foreign
data in the media. The main goal of the suggested
approach was to keep noise levels low by minimising the
disparity between original audio and stego audio. There is
no discernible difference between the stego signal and the
original signal, even after stegano-manipulation.

secret message without employing the

g

Power (dB)
E B

= H
=
F
-

2 1 15 2 25
Freq.(Hz) x 10 Freq.(Hz) x10*

Figure 8: Comparison between Original Audio and Stego-audio

6. Conclusion

The system that was put into place had benefits for
protecting communication medium thanks to data-hiding
algorithms. With base 64 encoding and the SHA-256
hashing technique, the message and secret key can be
compressed thanks to the robust security of AES
encryption. Utilizing the most recent hashing algorithm
development raises the security level of password
authentication. Controlling the resilience and lowering the
level of suspicion in a visual attack on a carrier using LSB.
The techniques based on audio steganography primarily
work with audio and spoken signals for a protective
communication. While evaluating these techniques, the
key steganographic characteristics of capacity, security,
and resilience are taken into account. The difference image
in the performance section shows the modifications and
differences between the original and the stego-image.
Because of the LSB approach and base64 encoding, the
final output size does not vary even when a significant
quantity of data is inserted into the cover image.
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ABSTRACT: The aim of this research is to suggest and analyze a framework to give universal publicity
to food properties certificates from any certification authorities. The focus is the certification of agro
product instances, i.e. unique for every single harvest, using smart contracts and blockchain non
fungible tokens minted by third-party authorities. The development and testing of a set of smart
contracts used the newly established ERC-1155 Ethereum token standard to implement Non-Fungible
Tokens (NFT)s. The ERC-1155 tokens allow for representing both the uniqueness, thus non-fungibility,
between different harvests as well as the quantitative elements within a specific harvest, e.g. mass
fractions of product from the same harvest, which can be interchanged, thus fungible. The framework
was developed, deployed, and tested on the Ethereum test net blockchain and submitted to extensive
testing. The blockchain data is accessible through general-purpose block scanners and can be read
through an Android App used by regular consumers during a supermarket visit. The goal is to give
consumers easy access to the Third-party Certificates (TPC) URLs available at the public Ethereum
blockchain. The benefit for food safety of widespread TPC visibility through web applications can not
be underestimated, since the use of blockchain tokens controlled by smart contracts injects trust in the
traceability of the merchandise, reducing counterfeiting and green-washing. The broadcasting of the
TPCs with the corresponding discipline of tokens transfer and smart contact restriction to possible
abuses increases agro-food supply chain transparency. Trust and transparency foster sustainable buying
habits by many consumers and transparency in the complete production and distribution links.

KEYWORDS Third Party Certification, Smart Contracts, Non-Fungible Tokens, Food Certification,

Blockchain

1. Introduction

In 1990, the Organic Foods Production Act (OFPA) estab-
lished standards for agricultural producers of commodities
that claimed to use organic methods. The methods, prac-
tices and substances used in agricultural practice, including
sowing; growing; and harvesting; as well as handling crops
and processed agricultural products, restrict the wording
on the product labels and marketing. Since OFPA, the US
consumer has been continuously increasing demand for
certified organic foods brands that claim to use organic
production processes. Nevertheless, these organic farm
certification methodologies have shown limitations and
criticism: the authors of [1] conclude that the “current reg-
ulatory framework is not only inadequate to the task of
regulating domestic organics, but also incapable of ensuring
the integrity of imported organics. Thus, the USDA Organic
seal misleads consumers.”.

1.1. Justification

Several studies have recently claimed that the certification
of products holds great beneficial potential, such that [2]:

“Product certification is one of the most promising and
developed instruments to reward the socially and environ-
mentally friendly practices of market producers”.

Third-party certification (TPC) differs from first and
second-party certification mainly because the third-party
authority that issues the certificate has no interest in the
transaction. A TPC involves an “independent Organisation
with expertise to provide an assessment and verification of
the company’s compliance with standards or legal require-
ments” [3].

TPC can be very useful to ascertain product physical,
chemical, or organoleptic properties and is allowing bolder
certification of social, environmental, and sustainability
properties. According to the work in [4]: “TPC also offers
opportunities to create alternative practices that are more
socially and environmentally sustainable”.

Although the farming procedures may be certified ac-
cording to criteria such as quality, sustainability, or social
fairness, there is no form of ensuring that certification of the
typical farming methods, such as USDA Organic certifica-
tion methodology, avoids specific harvests being stained by
malpractices such as agrochemical exposure or used hidden
child labor.
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Each harvest of a specific crop is unique. The difference
may lie in the seeds used for that particular season or in the
total hours of sunshine in that specific location during the
crop’s growth.

One good example is the wine industry, where con-
sumers know that the time and the different weather condi-
tions between harvests of different years even from the same
farm will influence the wine quality. Organoleptic tests of
wine produced from grapes of different years and locations
evidence these differences. The wine counterfeit problem
can be summarized as avoiding that larger quantities of
more valuable wine from grapes harvested on better years
or regions reach retail than the volume actually produced.
This fraud is academically known as the mass balance [5] or
the double spending problem [6] and has a negative impact
on the luxury goods business as it can hurt the reputation
of premium brands. This fraud also hurts products that are
geographically traceable to a specific region, i.e., reserved by
local laws under the protected designation of origin (PDO)
concept.

1.2. Related Work

The work in [7] provides a comprehensive overview on
the application of blockchain technology to agri-food value
chains. These are in line with the work in [8] which con-
cludes that the use of blockchain technology can improve sus-
tainability from social, environmental, and market perspec-
tives. Recent literature [9] presents a blockchain-enabled
supply chain architecture to ensure the availability of a
tamper-proof audit trail for foods free of COVID-19 contam-
ination Further [10] conducts an extensive literature review
on the integration of blockchain into traceability systems.
Discussion on a blockchain strategy to trace organic food
products is presented in [11]-[12] . Attempts to use less
costly distributed data structures such as the interplanetary
File System (IPFS) for food traceability are discussed in
[13]. These and other articles are convergent in stating that
blockchain tools are possibly the most appropriate technolo-
gies to meet the various requirements the rapidly expanding
food value chains such as traceability, auditability, fault tol-
erance, and flexibility [14]-[15]. Research on certification
using blockchain [16]-citecreydt2019blockchain has also
evolved with many interesting sustainability findings and
efforts.

Nevertheless, no research has been found where har-
vests are recognized as being unique, thus their yield not
interchangeable between different harvests. This approach,
where the produce or yield of the different harvests are
not interchangeable except within the same harvest, leads
this research to use Non-Fungible Tokens (NFT) of the type
ERC-1155.

1.3. Proposed Solution

It is proposed to use Ethereum-based tokens and smart
contracts pointing to TPC certificates for keeping track of
certificates for individual harvests of each farm. In this man-
ner, we show that it is possible to track the exact origin and
quantity of each harvest from farm to consumer, offering
the benefits of TPC available to the last links of the chain.

Practical economic incentives to the chain participants are
described allowing for effective productive usage. The focus
is on information availability, reliability, synchronization to
the physical flow of goods, and, above all, ensuring good
publicity of the certificate at the consumer level.

This research paper is structured as follows. Section
2 presents relevant concepts and literature of traceability,
blockchain, smart contracts, and distributed ledger tech-
nology (DLT) and the Ethereum-based non-fungible token
(NFT). Section 3 discusses the requirements and implemen-
tation of a token passing TPC framework using the ERC-1155
token smart contracts and analyses the results obtained. Sec-
tion 5 presents the conclusions pinpointing the research’s
main contributions and limitations.

2. Blockchain Key concepts applied to Certification

A chain of transactions, organized into cryptographically
linked blocks, could, for the first time, reach a consensus,
even within a (limited) number of unreliable (traitor) nodes.
For a more detailed description of the data structures in-
volved see in [17, 18]. Albeit the eventually synchronized
nature of the protocol and possible temporary partitions in
the network, the linear block of data is re-established after a
partition and regains consistency and availability.

Consistency of distributed data within a predetermined
time frame is achieved, avoiding the double spending [6] of
the digital asset.

The technology behind blockchain successfully imple-
ments consistency and access discipline for collaborative
data in a diffuse globally distributed accessible trustless
environment. The consistency achieved by the underlying
data structures and control mechanisms with validation
through the consensus of third party validators or miners
shows that this technology is an important step towards
supply chain transparency and traceability data [19]-[20].

A blockchain is a cryptographically auditable, append-
only, tamper-resistant, distributed and replicated data struc-
ture, accessible to anyone employing a web browser.

Blockchain can store proof of structured data as well
as methods or programs to process this data according
to deterministic program steps known as smart contracts.
Blockchains require no central trust mechanism, thus there
exists no central point of failure. The main strengths of
Blockchain Technology (BCT) are listed below.

¢ Tamper resistance, i.e., cryptographic hashes to pre-
vious block, in practice, make it impossible to change
data that has been recorded;

¢ Pseudo-anonymity, i.e., data are available publicly but
encoded through hashed keys that allow for trust on
the existence and on the authorship;

¢ Distributed presence, i.e., the data structures are repli-
cated maintaining several copies with no single point
of failure and keeping integrity between data sets;

¢ Software-driven, i.e., the Blockchain mechanism does
not require human privileged operators to maintain
the transactions, thus the system is not prone to
bribery;
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* Allows for certification of the tamper-proof storage
of off-chain data by means of side blockchain. These
are hierarchically hash-certified sub-database that can
store larger volumes of data, including multimedia,
and provide evidence and tools for more detailed
analysis.

Ethereum [21] expanded the concept of the blockchain
to distributed ledger technology by including tokens and
programs called smart contracts that are executed inde-
pendently of human intervention. These are open-source,
human-readable high-level programs that are stored on the
blockchain and run inevitably, without any human inter-
vention, strictly as implemented thus avoiding any risk of
downtime, censorship, or fraud [22]. The Ethereum Vir-
tual Machine implements “unstoppable” and “unavoidable”
Turing-complete computer processes. Smart contracts use
open-source code and are developed to establish standard
behavior between blockchain stakeholders and other con-
tracts. They allow for extensive development and precise
control, ensuring transparency of each data manipulation
and thus trust. Digital blockchain tokens are capable of
representing object properties, assets, or rights that have
strict transactional behavior and ownership. The execution
of smart contracts is immune to any human interference
and therefore allows for transparent systematic transactions.
Tokens can be used to represent supply chains, intellectual
properties, voting, or identity management systems, among
other objects. The associated smart contracts assure disci-
pline to the corresponding state transitions of token balances
and thus generate trust to the parties without a trusted third
party thus no single point of failure. This assures trans-
parency and prevents possible “double-spending” frauds
in the certification system.

Security
Bank Certificate of Deposit
Right to receive dividends
Traded Shares

State Assets
Real Estate
Marriage
Guns

Public and
Private
Registrations

Private Contracts
Sports Club Membership
Rental of House/Car

Utility
Right to use
Right to vote

Right to participate

Figure 1: Families of assets and rights according to registration require-
ments.

2.1. Digital Tokens

Tokens are digital objects that represent specific rights or
assets. They should be understood as assets that can be
negotiated or used as guarantees. Note that the necessary
and sufficient condition for full ownership of the balance
of the token on a public address is the knowledge of its
private key. Figure 1 shows a diagram for most common

assets and rights, grouped into families along with their
corresponding registration requirements.

The registration of the rights and property of assets, if
required by law or regulation, will usually be centralized at
a government-trusted centralized database. Because these
data are maintained in centralized databases they are prone
to corruption, fraud, censorship, downtime, or misuse. On
the other hand, distributed registration schemes based on
replicated databases, such as distributed ledgers, provide
very high availability, are fraud-resistant, are fault-tolerant,
and typically cannot be censored. Security and utility assets
can reliably be represented, registered, and easily traded as
cryptographic tokens. Automated processes through smart
contracts allow high availability, low costs of the transaction,
full traceability, non-repudiation, and pseudo-anonymity.

In order to be useful, tokens should not be copyable (i.e.,
should not be prone to double spending attacks) or suffer
arbitrary changes. Thus, they need to follow strict disci-
pline at each change of state to usefully represent real-world
objects.

The development of digital objects to simulate real-world
objects requires that the object’s properties and behaviour
are modeled through common data structures and coded
procedures. Smart contracts manipulating tokens must re-
spect some standard to allow for multiple users and contracts
to share functionalities among different applications. Appli-
cation independence and fungibility of digital objects could
be achieved with a minimum set of functionalities. The ERC-
20 token fungible objects standards are key to the success of
many cryptocurrencies and many Ethereum decentralized
applications. Because the ERC-20 token metadata structure
holds all relevant property data within the blockchain, they
can be freely transferred from one blockchain to another,
allowing these to be exchanged for other ERC-20 assets.

It is important to note that like a real estate property
record, which entitles the bearer to have full use and own-
ership of a real estate asset, the possession of a private
key of a token on one blockchain entitles that person or
smart contract to unrestricted use of that token for payment,
exchange, deposit as warrant or collateral, lending or selling
this assets at his discretion.

Further, it is important to recognize that objects can be
categorized in fungible objects and non-fungible objects.
Fungible objects are those that need not be distinguished
from one another. The important question here is “How
many of these objects?”. Non-fungible objects, on the other
hand, are those that are distinguishable from similar ob-
jects. The decisive question here is “Which of these similar,
although unique, objects?”

The distinctive property between fungible and non-
fungible tokens is that the former are fully exchangeable
and thus can be added, e.g., coins of the same face type
and value can be added or subtracted at will. The latter,
not being exchangeable, can only be transacted as unique
identifiable objects.

A non-fungible token (NFT) is a unique blockchain-
based digital entity which can represent a non-fungible
object. If this token follows a protocol such as the ERC-1155
or ERC-721, it can be traded as an asset between various
stakeholders in possibly multiple applications.
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The methods defined in the ERC-1155 standard assure
consistent behavior, transparency, no double spending,
and a verifiable auditable trail to families of similar, yet
unique, objects. An ERC-1155 compliant NFT has one
identifier that points to a specific URL, in which typically
all properties and details are described. Additionally, an
overview of these main differences is outlined in Table
1 and a numerical characteristic of the ERC-1155 object
is also available (https://github.com/ethereum/EIPs/
blob/master/EIPS/eip-1155.md accessed on 26 Novem-
ber 2022).

Table 1: Comparison between ERC-721 and ERC-1155 tokens

ERC-721 ERC-1155
Fungible N Y( within same family)
Non Fungible Y Y
Smart Contract | One instance Multiple instances

2.2. Harvest TPC Algorithm

For decades, important crops have been traded as com-
modities. Commodities are intrinsically fungible. Once
the product is classified in a certain grade, according to
purity, size, or maximum cross-contamination levels, then,
the lot is handled as a commodity. Global trading standards
and procedures require that a certain measure of a com-
modity, say, a bushel of a certain grade of wheat, is fully
fungible with the same measure of this same commodity,
i.e. another bushel of the same wheat grade. However,
a specific harvest should be regarded as a unique object.
No other harvest possesses the exact same physical, chem-
ical or organoleptic properties, therefore harvests should
be handled as non-fungible physical objects. To track this
object appropriately, it is necessary to record all relevant
data which will individualize and keep the history of that
specific harvest product.

Each harvest of a specific crop is unique. The difference
may lie in the seeds used during that particular season or
in the total number of hours of sunshine in that specific
location during the crop’s growth.

In several agricultural sectors, especially in the wine
trade, expert consumers recognize the crop timing and the
different characteristics between harvests of different years
even from the same farm. The analysis of the organoleptic
properties of the wine produced recognizes differences in
the year and location of the harvest of grapes. In the wine
sector, the wine counterfeit problem can be summarized as
avoiding that larger quantities of more valuable wine from
grapes harvested on better years or regions reach retail than
the volume actually produced. This fraud is also known as
the mass balance problem [5] or double spending [6] and is
very deleterious to the business as it can stain the reputation
of premium producers. Products that are geographically
traceable to a specific region, i.e., reserved by local laws
under the protected designation of origin (PDO) concept
are also frequently affected by this type of fraud. A harvest
TPC mechanism with tamper-resistant certificates which
are easily available to any stakeholder via internet devices is
very helpful to avoid double spending and can significantly

boost trust along the supply chain stakeholders.
Thus, we researched the following main research ques-
tions (MQ1) and subsidiary research questions (5Q2, SQ3):

MQ1: “Is it possible to establish a harvest TPC mechanism
with tamper resistant certificates easily available to anyone,
even previously unknown food supply chain stakeholder
via public blockchain access?”

$Q2: “If a TPC mechanism is possible, who will carry the
data input and maintenance costs? In other words, how will
each stakeholder be incentivized to use this mechanism?”

$Q3: “If a TPC mechanism is possible, what will a typical
time of response for a certification query be, in other words
what quality of service can be expected by the end con-
sumer?”

To answer the Research Questions MQ1 and the subse-
quent research questions SQ2 and SQ3 a systematic method
was used which involves designing all smart contracts
needed, deploying and subjecting them to testing. The
test evaluated compliance to functional and non functional
design requirements. The procedure is depicted in the
Algorithm 1 which shows a step-by-step description of the
methodology for harvest TPC validation using a set of 7
smart contracts as a Proof-Of-Concept (PoC).

Algorithm 1: Methodology Systematic

Result: Write here the result
User Requirements;
while Register Request do
SmartContract(ProofOfConcept);
if TPC Authority exist then
Token Transfer;
Consumer Tracking Access;
else
| Evaluate(ProofOfConcept);
end
end

In summary, the algorithm develops a systematic
methodology by means of the following steps:

e 1—Elicit and define user requirements (both Func-
tional and Non-Functional).

e 2—Harvest Traceability - Define and Identify Trace-
able Units - Discipline data collection, i.e., when and
what needs to be collected.

® 3—Design and implement proof-of-concept (PoC)—
Deploy smart contracts.

* 4a—Analyze if third-party certification authority is
capable of issuing tokens easily and transferring them
along the Supply Chain Participants.

* 4b—Analyze if a token transfer allows the URL infor-
mation to be made accessible to the token buyer along
the Supply Chain Participants.

® 5—Analyze if consumers can access URL for TPC with
internet applications easily, reliably, and fast (MQ1).

www.jenrs.com

Journal of Engineering Research and Sciences, 2(2): 15-23, 2023

18


https://github.com/ethereum/EIPs/blob/master/EIPS/eip-1155.md
https://github.com/ethereum/EIPs/blob/master/EIPS/eip-1155.md
http://www.jenrs.com

@3 JENRS

R.B.D. Santos et al., Blockchain Tokens for Agri-Food

¢ 6—Evaluate PROOF OF CONCEPT and respective
results and improve implementation.

Besides the blockchain immutability permit to trace
of all the test runs and deployments of the smart con-
tracts. This allows the research methodology and proce-
dures to be easily reproducible and traceable (Examples
of blockchain scanners are https:/ /www.etherchain.org/,
https: //www.EthPlorer.io or https:/ /www.Etherscan.io
accessed on 29 August 2022 ). In other words, both the
smart contract source code as well as all the test runs of all
tests performed to the PoC can be followed in detail on any
browser.

2.3. Requirement Analysis

The desired functionalities of the system, i.e., the functional
requirements are listed below.

e to allow for farmers to request any third person au-
thority to inspect and certify properties that a specific
harvest may have;

e to allow the inspection authority to issue a certificate
on any website including quantitative data about the
desired property of the yield;

¢ to allow the authority to create (“mint”) tokens, i.e.,
digital objects representing the harvest and carrying
the URL linked to the certificate, representing infor-
mation about the mass of product inspected (yield);

¢ to allow these tokens to be “passed on” along the chain
of buyers of the product ( yield);

e to allow the buyer that applies the package, wrapper,
or label to the food product to write the URL to an
easily and freely accessible reliable database and

¢ to destroy (“burn”), after a predetermined time, these
tokens once the food product is consumed, to avoid
garbage accumulation or misuse.

As for the nonfunctional requirements, it is important to
ascertain that the system satisfies the following:

(a) Universal access: allowing any supply chain partici-
pant, even previously unknown, to use the tool with-
out previous registration;

(b) Tamper free auditabilty: enforcing tamper-free, au-
ditable transactions between any parties;

(c) Robustness to faults: allowing the writing to a com-
mon persistent information layer in a robust manner;

(d) No double spending fraud: avoiding that token bal-
ances are used more than once;

(e) Universal read access: allowing any potential con-
sumer to freely read the certificate by means of an
internet device

(f) Interoperability: allowing usage with different sys-
tems and devices and

(g) Cost effectiveness: allowing information to be
recorded in an inexpensive manner;

(h) Usability: allowing for comfortable user experience.

(i) Quality of Service: guaranteeing that response to
a consumer query returns to the requesting device
within a short time period;

(j) Scalability: allowing for a much larger number of
transactions running within the acceptable quality of
service i.e performance.

2.4. Persistence Layer Design: Do we need a Blockchain?

If harvests are to be certified for the benefit of the entire
chain of potential stakeholders in the food industry, which
type of data structure would be required to keep this in-
formation useful and trustworthy? Is it necessary to use
a blockchain to record and make all relevant information
consistently available to all stakeholders?

Figure 2, derived from [23] summarizes a structured
approach to optimize the data structure architecture to be
used for a specific application. In this case, the particular re-
quirements for the TPC of Harvest in the Food Supply Chain
recommend the use of a public permissionless blockchain as
the best architecture. The sequence of questions we would
ask is:

General Purpose Storage
Database

Private Permissioned
Blockchain

Public
Permissioned
Blockchain

Public
Permissionless
Blockchain

Figure 2: Scale of Requirements to define the type of data persistence layer
(database or blockchain)

¢ Isitnecessary tostore current State (Current Custodian
on Supply Chain)? YES;

¢ Is a Trusted Third Party available online? NO;

¢ Is WRITE access needed outside your organization?
YES; (because of the possibly many unknown chain
participants).

e Are all Writers known? NO.

Thus, the recommended architecture is Public Permis-
sionless Blockchain. Because it is desired that the system
maintains allows for new participants to join the supply
chain such as new farmers, known farmers with new crops,
new mills, new re-sellers, new comminglers or new retailers,
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the choice of a permissioned blockchain such as Corda or
Hyperledger was discarded[24, 23].

Because Ethereum tokens meet the non-functional re-
quirements (a—i) listed above, the public Ethereum envi-
ronment with the non-fungible token ERC-1155 standard
protocol was chosen. Ethereum also meets all of the non-
functional requirements today including (j): scalability.

3. Smart Contract Implementation

The smart contract code used for ingredient certification
in [25] was modified to implement the non-fungible token
(NFT) discipline that better represents each instance of a
crop with the use of the ERC-1155 (https://github.com/
enjin/erc-1155 accessed on 29 August 2022 ) objects and
methods.

The fully documented source code for all the smart
contracts in the Solidity programming language was pub-
lished in the Ethereum main net where all variables and
algorithms are fully commented on and documented.
The code was developed, tested, deployed, and made
available at https://rinkeby.etherscan.io/address/
0x841c5c79d9ae35db8fb4£216a478cd184fdae634#code (
accessed on 4 august 2021). The source code shown in
the link is the full smart contract code and is divided as
follows: The ERC-1155 standard code and the standard
libraries used are shown up to line 772. The specific smart
contract code responsible for the application is shown as of
line 772 and comprises the following methods:

e farmerRequestCertificate- This routine allows for the sale
of ingredients along with the respective IGR token
transfer

o certAuthlssuesCerticate- This routine is used to allow for
certification authorities to confirm that ingredients are
trustworthy as well as quantity, URL where published,
product, details of IGR value property, location, date
of harvest).

o sellsIngrWithoutDepletion - This routine allows for the
simple sale of ingredients along with the respective
IGR token transfer ( with URL).

o sellsIntermediateGoodWithDepletion - This routine al-
lows for the sale of intermediate products made from
certified ingredients along with the respective IGR
token transfer (with URL)i.e.: allows only the pro-rata
quantity of semi-processed InGRedient tokens to be
transferred.

¢ genAddressFromGTIN13date - This is an auxiliary func-
tion to generate an ethereum address for the specific
food item visible numbers GTIN-13 + date of validity
in format YYMMDD. This is used by the method com-
minglerSellsProductSKUWithProRatalngred to allow
anyone such as e.g. by a consumer with an App or
block-scanner to query the exact blockchain address
where the certificate URL is stored(Figure 4).

o transferAndWriteUrl - This is also an auxiliary rou-
tine to transfer the balance from the token owner’s

account to the ‘to” account. Note that the owner’s
account must have sufficient balance to transfer, that
zero value transfers are allowed.

o comminglerSellsProductSKUWithProRatalngred - This
code allows for the sale of the final-consumer product
with resp SKU and Lot identification with correspond-
ing IGR transfer with URL. In other words, it warrants
that only the pro-rata quantity of semi-processed In-
GRedient tokens be transferred to the consumer-level
package(SKU)

The smart contract code described can be viewed also as
a class UML diagram. Generation of UML class diagrams
from published Solidity programming language source code
on the Ethereum blockchain can be obtained by an auto-
mated functionality of the Etherscan blockchain scanner,
as shown in ( https://rinkeby.etherscan.io/viewsvg?
t=1&a=0x841c5c79d9ae35db8fb4f216a478cd184fdae634.

ERC1155

1155

*+see FIPS-1155 i hitps:/feips.etheraum.

ERC1155Mintable® ERCT155MixedFungible”

InGRedientToken-NFT ERCL155MixedFungibleMintable®

InGRedientTokenPublic.
1; rtifi
JesCerticate(_): (success: boal)
Depletion(_): (success: baol)

o
iteUrl(): (success: bool)
UWith:

(): (success:

Figure 3: IGR Token class as a dependent class of the ERC 1155 class. (
simplified by author from auto-generated UML class diagram from Ether-
scan).

4. Results and Discussion

A set of public blockchain smart contracts govern the to-
ken synchronization framework to positively identify each
harvest along the food supply chain to the end consumer.

At each transactional change to the product such as
change of custody, mixing, usage, or depletion of the prod-
uct, tokens are exchanged.

Using a modification of the IGR token set of smart
contracts rewritten for ERC1155, in Figure 3, the farmer
responsible for the harvest can freely choose the properties
to be certified between:

* functional - e.g. minimum size of fruit or grade.
* organoleptic - e.g. color or aroma.
* social - e.g. free of child labor cultures.

e environmental - e.g. “grown in certified no forest
devastation areas”or “organic—no xyz herbicide”, or
non Genetic Modified seeds only.
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as well as the appropriate authority that will audit and issue
the corresponding certificate for each harvest.

The authority is then invited to audit the farm at harvest
time. After the appropriate auditing procedures, includ-
ing inspection of the farm and qualitative and quantitative
evaluation of crop yield, the authority formalizes the audit
results by publishing the certificate as a web page at the
authority’s domain web server.

The link to this certificate, in the form of the URL is part
of the minting process. Further, this smart contract will
issue the exact number of tokens to match the numerical
mass yield of that specific harvest in grams.

Thus the ERC-1155 unified resource identifiers (URL)
descriptor will point to the web page containing the full
technical details of the certified “consumer-valued proper-
ties”, including the original mass of goods in grams. The
number of IGR tokens issued will represent this specific
mass of ingredients.

By using the delegated transfer “setApprovalForAll()”
and “safeBatchTransferFrom()” primitive in the smart con-
tracts, it is not possible for the farmer to issue or make
first-person claims on the certificate. Only the Authority
has this capability, thus enforcing strict true third-person
certification (TPC).

Comparing the current approach to the previously pub-
lished certification using the ERC-20 IGR Ethereum token,
the main improvement was to avoid tokens obtained from
different harvests, thus with different characteristics, being
mixed. The ERC-1155 discipline allows for the farmer to
sell part of the harvested product whilst avoiding possible
attempts to mix tokens from distinct harvests.

Further, as in blockchain distributed ledgers, “double
spending” frauds are not possible.

The necessary information in order to evidence to a final
consumer that a specific harvest or food ingredient raw
material was effectively inspected and certified by a third
party to hold some “consumer value property” is handed
over from one chain participant to the next, all the way to
the recipe final processor.

The farmer, can freely define any property that may be
useful or cherished by his consumers and the certifying
authority by using the smart contract farmerRequestCertifi-
cate(). After an inspection of the farm, the certification
authority will confirm the quality, quantity, and date of the
lot harvested. He will then include all relevant information
in the certificate web page at the authority$ web domain.
certAuthlssuesCert() The smart contract mints for this specific
lot of crop an equivalent quantity of IGR tokens such that
one IGR token corresponds to one gram of that certified
ingredient. The authority issues IGR tokens through the
smart contract including nature, quantity, location, and time
of the harvest. The token will hold the URL to the web page
of the full TPC. Note that only the certification authority
has permission to mint or not mint the tokens or determine
the correct quantities. This assures a truly independent
third-party certification and avoids potential conflicts of
interest.

gesT gEFOR®

Barcode+Validate String Hash Algorithm ETH Address

Figure 4: ETH Address generation from genAddressFromGTIN13date

The final processor, sometimes also known as commin-
gler or packer, uses information printed on the product
retail label to generate a public key which is linked to the
certificate URL. The barcode (GTIN-13 SKU identifier) ap-
pended to the validity “best before” date on the wrapper
are hashed to provide a unique public key in the Ethereum
blockchain. Thus, the hash of the “GTIN-13 + Date” string
is the public key on the Ethereum blockchain. Querying
the blockchain at this address returns the URL link to the
certificate.

This new ERC-1155 smart contract code retains the orig-
inal functionalities while extending the framework to allow
for non-fungible objects such as harvests of food products
to be certified as unique objects. It has a major new focus on
the conception, validation, and usability of smart contracts
for TPC of non-fungible objects.

4.1. Answers to Research Questions

The research questions MQ1 and subsidiary research ques-
tion SQ2 and MQ3 can be answered as follows:

MOQT1: Yes, the IGR token smart contracts after being modi-
fied to ERC-1155 are capable of truly evidencing harvest TPC
with tamper-free certificates and are available to anyone,
including new entrants to the food supply chain through
simple internet devices, as shown by the PoC running on a
test net as described.

SQ2: Yes, price incentive mechanisms are established for
each stakeholder. The premium to the price that the final
consumer is willing to pay for access to the TPC certification
of products will be shared with the supply chain partic-
ipants. The sum of the incentives along the links of the
supply chain is approximately as large as the premium the
consumer actually pays.

S$Q3: The typical time for the response for an end consumer
to a certificate query using the HTTP protocol is linear be-
cause it uses only one direct hashed access to the blockchain
(linear data structure) plus one direct URL web access to
the certificate, both of which are accessible in linear time.
This is due to the fact that, at each change of custody, the
URL to the certificate is “handed over” to the next in the
chain all the way to the commingler or packer. The public
key information (GTIN-13 + lot date) to the certificate URL
saved on the blockchain can be scanned directly from the
product label. This can be achieved conveniently using
an Android App https://play.google.com/store/apps/
details?id=com.igrtoken&hl=en&gl=US&pli=1
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In summary, the modified IGR-token smart contracts
suite using the ERC-1155 tokens allows for the synchro-
nization of the transfer of custody of the crop with the
corresponding IGR token representing each gram of the
yield instantiated for each different harvest. The modifi-
cations to the IGR-token code to use the ERC-1155 have
kept all original functionalities adding the necessary non-
fungible discipline. The main enforcement is that yields
from different harvests now may not be added.

The framework can not detect if a physical counterfeit
of packaging, within a short period, i.e., re-utilization of
original packaging material with counterfeit content, whilst
the spent tokens are still “live”.

5. Conclusions and Future Work

Farmers are systematically urged towards more sustainable
farming methodologies whilst becoming more competitive.
Some producers use the information on labels to induce
customers to believe that their ingredients are harvested
in environmentally and socially friendly manners without
proper evidence. Third-party certification along with better
availability of this information to the general public and
supply chain actors can help fight this green-washing and
promote consumer trust. Reliable publicity of the certifi-
cates with fast and easy access is paramount. A possible
practical solution is the use of distributed ledger technology
using tokens carrying the URL pointing to the certificate at
the authority’s website. This information is transferred at
each change of custody from harvest along the chain.

This research shows that a TPC, via the certificate URL
at the authority’s website, can easily and publicly be made
available through internet Apps. To allow for credibility
among the target consumers, the certification authority can
be freely chosen by the farmer. The authority is free to de-
cide and has full control on whether or not to certify or deny
certification. The architecture has a practical appeal because
it allows economic incentives to be shared by stakeholders
along the agro-supply chain links.

The major contribution of this research is to show a
method for public access to URLs with TPC of harvests as
unique objects, as opposed to a more generic certification of
a farm.
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ABSTRACT: Augmented Reality (AR) headsets are being used in different contexts (e.g., the oil industry, healthcare,
military); however, there is a lack of research and design recommendations on how information should be presented in
the AR headset displays, especially for aiding users’ situational awareness. We present two studies: one examining if
existing findings on the perceptibility of three types of visual stimulus (color, text, shapes) can be applied to AR headsets
for critical information, and one analyzing three different presentation styles (Display, Environment, Mixed Environment)
for textual secondary information in AR headsets. Our study on secondary information is an extension of prior work. For
critical information, we found that existing visual perception findings can be applied to AR headsets; there is a hierarchy
of salient visual features. Understanding that we can utilize prior work on visual features helps in designing salient
critical information for AR headset displays. For secondary information, we found that having the text in the Display
and Environment presentation styles assisted in participants’ perception and comprehension when compared to the
Mixed Environment presentation style. Based on our results, we provide design recommendations on how to present
critical and secondary information in AR headset displays to aid in users’ situational awareness, which is essential in
safety crucial domains such as the military.

KEYWORDS: Augmented Reality, Situational Awareness, Design

1. Introduction awareness has been attributed to tragedies, such as aircraft

crashes [8], oil spills [9], and errors in anesthesia [10].
Augmented reality (AR) systems combine virtual

elements with the real-world environment [1]. Compared
to more traditional AR platforms (e.g., tablets,
smartphones, computers), AR headsets are becoming

Since AR keeps users aware of their surroundings
while providing additional virtual information in real-
time, AR has the capability to increase users’” situational

more popular due to providing more mobility, hands-free ~ awareness. Prior work has examined applying AR

capabilities, and user immersion [2,3]. AR headsets are
entering the consumer market [4], and are also being
employed in industrial settings [5]. However, prior
research studies have focused on examining the
applicability of wusing AR headsets
environments and not on investigating how to design the
information in the display, especially for aiding users’
situational awareness. Situational awareness consists of
three levels: perception and detection of elements in the
environment (level 1), comprehension and interpretation
(level 2), and prediction of the future status of the
environment (level 3) [6,7]. Situational awareness is
separate from users’ decision making [7] and is essential
in safety crucial domains [8]. A lack of situational

in various

headsets for users’ situational awareness in a wide range
of contexts, such as the military [11], maintenance [12],
construction [13], and healthcare [14]. However, prior
work has mainly studied the applicability of AR instead of
investigating how to design the visual information for
aiding users’ situational awareness (e.g., [14-17]). In
addition, there has been conflicting results with using AR,
such as both higher and lower situational awareness
[15,16,18] and cognitive workload [19,20]. Therefore, it is
important to study how the design of information affects
users’ situational awareness, since not considering the
design and simply applying AR to situations may not be
beneficial (e.g., lower situational awareness).
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In this paper, we examine how the presentation of
visual information in AR headsets can affect users’
situational awareness (i.e., level 1 perception and level 2
comprehension). In terms of information necessity, visual
information can be separated into two categories: central
or critical information (e.g., hazard warnings, essential
information) and peripheral or secondary information
(e.g., current time, nonessential information) [21]. Critical
information is essential to comprehend when completing
a task, while secondary information may be beneficial but
not necessary. Therefore, we conducted two separate
studies focusing on critical and secondary visual
information. In our critical information study, we focused
on perception through examining if existing findings on the
perceptibility of three types of visual stimulus (color, text,
shapes) can be applied to AR headsets. Previous work in
visual perception has found a hierarchy of salient features.
For instance, people can more easily detect color than
shapes and text [22,23]. However, it is unclear if these
findings translate to AR headsets due to these headsets
possessing technological and perceptual challenges. The
low resolution and loss of visual acuity in AR headsets can
negatively affect legibility, object recognition, and depth
perception  [24,25]. Also, the
transparency of virtual elements can impact users’ color
perception in AR headsets [24,26]. Understanding if we
can apply existing perception findings to AR headsets will
aid in the design of salient critical information. In our

environment and

experiment, participants had to monitor visual stimulus in
an AR headset while completing math problems on a
tablet, and press a physical button when they noticed a
specific visual condition in the headset (Figure 1). The
math problems were used as a cognitively demanding task
for the participants to focus on. The visual stimulus was
locked to the AR headset display view. We designed the
stimulus to always be present because critical information
should be prominent and immediately perceptible [27,28].

o o X

Figure 1: Study setup for critical information study: view from
right-handed participant during color visual condition (color red
is in AR headset display).

While visual
information, secondary information does not have this

saliency is essential for critical
restriction, and therefore can display larger quantities of
detailed information as text (date, time, descriptions, etc.).
Since secondary information does not need to be as

visually salient, there are more opportunities to integrate

it with the environment. Therefore, for our second study,
we investigated three different presentation styles for
textual secondary information in the context of aiding both
perception and comprehension: locked to the display view
(Display), located in the environment (Environment), and
a mix of both (Mixed Environment). As in the critical
information study, participants had to monitor the textual
information in an AR headset while solving math
problems. Our study on secondary information is an
extension of prior work [29]. This paper updates and
expands upon the original work by adding additional
literature, an exploratory study on the location of
elements, the experiment on critical information, and
more results from the study on secondary information.

In our critical information study, we found similar
results to prior work with participants having a faster
response time for color, and a slower response time and
higher cognitive workload for text. In our secondary
information study, we found that the Display and
Environment presentation styles improved perception
and comprehension of textual secondary information;
participants had a higher recall of information. Our results
provide a new understanding of how different types of
visual stimulus for critical information and different
presentation styles for textual secondary information in
AR headsets can aid users’ situational awareness. We
contribute design recommendations on how to present
visual information in AR headsets for users’ situational
awareness. Recognizing how to design visual information
in AR headsets to improve situational awareness has a
wide range of implications in safety crucial environments,
such as surgery.

2. Related Work

We focus our review of prior work on two categories:
(1) using AR for situational awareness and (2) examining
the presentation of information in AR headsets.

2.1. AR for Situational Awareness

Prior work has started studying using AR for users’
situational awareness in safety domains, such as the
military [14,16,17,30,31]. The authors in [31] created an AR
system (FlyAR) to support Unmanned Aerial Vehicle
(UAV) flight navigation. FlyAR supports live flight
supervision by overlaying the flight path onto a live video
stream on a tablet PC, as well as using graphical elements
to show height and distance between points. The authors
in [16] also developed an AR system for UAV operators,
in which flight data was overlaid onto a video stream of
the flight on a computer screen. Before the AR system,
operators would have to look at two separate screens. The
authors found that the AR system improved the operators’
situational awareness. In the security domain, [32]
proposed a conceptual AR computer-based design for
combining social media data (e.g., twitter posts) with
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contextual information (e.g., Google Maps) to increase
emergency operators’ situational awareness. The authors
iterated on the design based on a workshop with AR and
situational awareness experts but did not implement and
evaluate the designs in a real-world context.

AR has also been analyzed in the context of driving
[17,33,34]. In [17], the authors proposed an AR car
situational
awareness by providing warning information to the
driver. For example, it would detect another vehicle and
add color depending on how close the vehicle was. The
authors in [33] designed an AR driving system that
provides warnings on the car windshield for pedestrian
collision (e.g., a yellow outline). The authors conducted a

windshield system to increase drivers’

driving simulator study and found that the AR visual cues
enhanced drivers’ awareness of pedestrians. In [34], the
authors examined object segmentation visualizations for
automated vehicles. They found that including the
segmentation visualizations over the car windshield,
instead of a tablet on the console, resulted in participants
having lower cognitive workload and higher situational
awareness, especially for color segmentations over both
dynamic and static objects.

While the studies listed above investigated using AR
for situational awareness, they only analyzed traditional
displays (e.g., car windshields, computer screens), not AR
headsets. AR headsets provide more user immersion and
freedom, as well as contextual integration with the
environment. Previous studies have started to examine
using AR headsets for aiding users’ situational awareness,
such as to monitor patient information [14,15]. In [14], the
authors investigated if AR headsets can aid
anesthesiologists in monitoring patient information
during surgery. They conducted a simulated operating
environment study and found that the anesthesiologists
that used the AR headset spent less time looking at the
anesthesia machine and detected patient events faster. The
authors in [15] analyzed if AR headsets could help nurses’
patient alarm management decisions and situational
awareness by showing patient vital signs. The authors
found that using the AR headsets resulted in nurses
having higher situational awareness, less errors in
recognizing alarms, and faster alarm reaction times.

Prior work has also examined employing AR headsets
in the military and security domains [11,30,35,36]. In [11],
the authors developed an AR headset system that displays
tactical information (e.g., navigation waypoints) for
soldiers on foot. The authors in [35] analyzed using an AR
headset to show real-time navigational information for the
US Coast Guard. They ran a training simulation and found
that the AR headset increased operator track keeping and
situational awareness; however, it lowered operator
remote pilots of UAVs, [36]
investigated using AR headsets to show telemetry details.

responsiveness. For

The authors found that the AR headsets allowed the pilots
to focus more on keeping the aircrafts in their field of view,
instead of looking at the ground control station. In [30],
the authors examined using AR headsets to provide
distributed team awareness, specifically in the security
domain (e.g., collecting evidence). One team member
would be physically present in the environment with an
AR headset while a remote team member would be
watching a video stream from the headset camera on a
computer screen. The remote member could add and edit
virtual content displayed in the collaborator’s headset
(e.g., arrow pointing to specific evidence). They found that
the team member wearing the AR headset had higher
cognitive workload and lower alertness, while the remote
team member had a higher understanding of the situation.

AR headsets are also being utilized in other domains to
aid in users’ situational awareness, such as firefighting
[37,38] and agriculture [39]. The authors in [37] analyzed a
proof-of-concept design for using an AR headset in a
simulated fire scenario. In the design, the optimal path to
the fire would be displayed, as well as fire extinguisher
locations. They found that the proof-of-concept reduced
travel distance and improved firefighting efficiency. In
[38], the authors designed and built an AR headset
prototype, which displayed thermal imaging and object
segmentation visualizations to help firefighters see their
environment during situations with limited sight (e.g.,
heavy smoke). For agriculture, [39] created an AR system
to help farmers monitor their agricultural machines. The
locations and status of the machines would be shown in
the AR headset display.

These studies highlight the applicability of using AR
headsets in domains that require situational awareness;
however, they did not analyze how to present the visual
information in the headsets. None of the studies compared
different designs of information, which can impact users.
Prior work has shown that AR headsets can result in
slower completion times [40,41], higher discomfort [42],
and higher cognitive workload [43] when compared to
traditional methods (e.g., paper instructions). Therefore,
not considering the design of information and simply
applying AR headsets to different contexts may not be
beneficial. We go beyond prior work by examining
different types of visual stimulus for critical information
and different presentation styles for secondary textual
information in the context of situational awareness.

2.2. Presentation of Information in AR Headsets

Prior work has started to examine the presentation of
information in AR headsets [23,44-49]. During a
maintenance assembly task, [48] compared using an AR
headset (3D animations vs. video
traditional paper-based instructions. The authors found

an improvement in participants’ task performance (e.g.,

instructions) to
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faster completion time, fewer errors) when using the AR
headsets compared to paper instructions. For the AR
headset, while it varied between 3D animations and video
instructions, the participants could always see textual
instructions and an image of the current tool they needed;
the text design remained the same. The authors found that
3D animations, when compared to videos, in an AR
headset lowered task completion times. In [47], the
authors investigated different AR headset interface
designs during a warehouse job simulation (i.e., finding
order parts). The designs included text-based versus
graphic-based designs, as well as always-on versus on-
demand information. They found that graphic-based and
always-on information helped users’ task performance by
reducing completion times and errors. The authors in [49]
examined user preferences on how to convey information
in industrial AR interfaces. The study consisted of a
questionnaire with mockup images of an AR interface. The
3D CAD models were the most preferred, with text being
the least preferred. However, the study only focused on
assembly, did not use an actual AR device, and did not
examine different designs and presentations of text. In
addition, prior work recommends that text should not be
completely removed for task instructions [50].

In [51], the authors developed an AR headset prototype
to help users understand conversations in a noisy echoic
The prototype distinguishes between
speakers by putting a symbol above their head (i.e., a blue

environment.

triangle with a white flag and number). When a speaker
talks, the audio is transcribed and displayed in the AR
headset. The text is shown in black on a static off-white
panel at the bottom of the display along with the number
associated with the current speaker. The authors did not
look at different text designs, only feasibility of the
prototype. In [44], the authors analyzed different text
positions in an AR headset for reading. When the text was
in the top-right, users had higher cognitive workload and
lower comprehension when compared to the center and
bottom-center locations. The center and bottom-center
locations resulted in wusers having lower cognitive
workload and higher comprehension. They also examined
two presentation styles: line-by-line scrolling and word-
by-word. The word-by-word style resulted in higher user
comprehension when users were sitting and reading,
while the style had higher
comprehension when users were walking and reading.

line-by-line scrolling

Previous studies have investigated text and
background panel colors in AR systems. The authors in
[52] found that using white text with a blue panel
background was the best for user readability in AR
headsets. In [53], the authors conducted a crowd-sourcing
study on user preferences for colors for text and
background panels in AR smartphone applications. Most

of the participants preferred red or blue background

panels with white text. However, prior work has also
recommended transparent backgrounds [45], which was
not an option for participants in [53]. The authors in [45]
conducted a user study, in which participants organized
items in a grocery store while viewing product
information in an AR headset in two modes: see through
mode (i.e., transparent) or panel overlay (i.e., opaque
background). The participants preferred the product text
to be displayed in the center of the headset in see through
mode (i.e., no background) for readability, as well as being
able to easily switch between the information and
environment. In [54], the authors tested different AR
headset text magnification designs for low-vision users.
The authors found that the participants liked the
transparent background panels and that anchoring
content in 3D space can support a more natural and
flexible reading experience.

These prior studies examined the presentation of
information in AR headsets, but mainly focused on
readability and user preferences instead of situational
awareness. It is important to examine how information
should be presented in AR headsets to aid in users’
awareness since these devices are being used in a wide
range of contexts that require situational awareness (e.g.,
healthcare). For our studies, we focused on analyzing how
different presentation styles for textual secondary
information and different types of visual stimulus for
critical information in AR headsets can aid in users’
perception and comprehension (i.e., the first two levels of
situational awareness).

3. Exploratory Study: Location

We first conducted an exploratory study to determine
the best location to place the visual stimulus in our
experiments. We wanted to choose the location, in which
the participants would have the fastest reaction time
possible. For this study, participants had to press a
physical button when they noticed a dot appear in a Meta
2 AR headset [55]. The study was conducted in a
windowless room with consistent lighting and took 5 to 10
minutes. In the application, a white 3D cube (254
millimeter (mm) edge length) remained in the middle of
the field-of-view, while white dots (6.35 mm diameter)
would appear in different locations along the periphery.
Even though prior work has shown that reaction time
increases for stimulus in the periphery [56,57], we focused
on peripheral locations because we wanted to examine the
perception of information that would not block the users’
view or distract them from their main task. The
participants were instructed to focus on the 3D cube and
to hit the button when they noticed a white dot appear.
The dot would appear in one of sixteen locations along the
periphery; there was 75 mm between each dot to create all
sixteen locations. When the participant pressed the button
or if the participant did not notice the dot after 2 seconds,
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the dot disappeared. The next dot would then appear in a
different location after a random time interval (1-4
seconds). Each participant viewed 80 dots total (5 dots per
location). The location order was originally randomized,
and then the same order was used for every participant.
Participants volunteered without compensation.

3.1. Equipment

The AR application was created using Unity [58], and
was run on a Meta 2 AR headset [55]. The headset features
a 90-degree field-of-view with a 2560 x 1440 resolution.
The physical button had a 76.2 mm diameter. We used a
rectangular cardboard box (228.6 mm x 152.4 mm x 76.2
mm) as a base for the button.

3.2. Participants

We had a total of 12 adult participants (M =23.42 years,
SD = 3.55); however, we excluded one female participant
for not wearing their corrective lenses. Therefore, we had
a total of 11 participants for analysis (M =23.09, SD = 3.53).
Out of the 11 participants, six participants were female,
one participant was left-handed, and five participants had
used an AR headset at least one time before. All of the 11
participants had normal or corrected-to-normal vision
(e.g., eyeglasses).

3.3. Data Analysis and Results

For analysis, we examined the participants’ response
time by location. Response time was calculated as the time
it took a participant to press the button after a dot
appeared in the headset. We excluded the times in which
the participant did not notice the dot and it disappeared.
We grouped the 16 individual locations into three
categories: left, center, and right. The center included the
six dot locations at the top and the bottom not located on
the left and right edges. A Shapiro-Wilks test found that
the data was normal;, however, a Mauchly Test for
Sphericity showed that the data did not have equal
variances (p < 0.01). A one-way repeated measures
ANOVA (RM-ANOVA) with a Greenhouse-Geisser
correction found a significant main effect of location on
response time (F1.171054=9.48, p < 0.01). A Bonferroni post-
hoc comparison showed that the participants had a
significantly faster response time for the center locations
(M = 0.399s, SD = 0.086) compared to the right-side
locations (M = 0.444s, SD = 0.172); this is similar to prior
work, which has found lower detection accuracy for the
right-side of the visual field [59]. There was no significant
difference in response time between the center and left-
side locations (M = 0.418s, SD = 0.138).

To further analyze the locations, we examined: (1) the
corner locations compared to the remaining locations, and
(2) the top locations versus the bottom locations. For both
the corner locations and the top versus bottom locations, a
Shapiro-Wilks test found that the data was normal, and a

Levene’s test showed that the data met the assumption of
equal variances. A paired-sample t-test found a significant
main effect of corner locations on response time (t (9) =
2.92, p <0.05). The participants had a significantly slower
response time (M = 0.452s, SD = 0.202) for the corner
locations compared to the remaining locations (M = 0.408s,
SD = 0.102). A paired-sample t-test found no significant
difference between the top and bottom locations (t (9) =
1.27, n.s.).

Based on our results, we decided to place the different
types of visual stimulus in the top-center of the field-of-
view for our first study on critical information, to increase
perceptibility. For our second experiment on presentation
styles for secondary information, we placed the textual
information on the left-side of the field-of-view (avoiding
the corner locations). We decided to place the secondary
information on the left-side because we did not want the
quantity of the information to block the participant’s view,
and there was no significant difference in response time
between the center and left-side locations. Also, people
exhibit a leftward visual bias, known as pseudoneglect
[60,61], which results in higher detection accuracy and
faster motion processing for elements on the left when
compared to the right [59,61,62]; even for computer
screens [59]. Although pseudoneglect occurs in both right-
handed and left-handed people, it is not evident in
cultures that read right-to-left [63]. Therefore, it is
important to keep in mind users’ cultural groups and
differences when placing elements in headset displays.

4. Experiment 1: Critical Information

In our critical information study, we focused on
examining three different types of visual stimulus in an
AR headset: color, text, and shapes. These types of visual
stimulus are commonly utilized to denote information,
such as in warning signs [64]. The goal was to analyze if
prior results on the perceptibility of types of visual
stimulus could be applied to AR headsets. Previous work
in visual perception has found a hierarchy of salient
features. For instance, people more easily detect color than
shapes and text [22,23]. However, it was unclear if these
findings translate to AR headsets due to these headsets
possessing technological and perceptual challenges. The
low resolution and loss of visual acuity in AR headsets can
negatively affect legibility, object recognition, and depth
perception [24,25]. Also, the
transparency of virtual elements affects users’ color
perception in AR headsets [24,26]. Determining if we
could apply existing findings to AR headsets allows us to
further understand how to design critical information.

environment and

4.1. Participants

We had a total of 37 adults participate (M =22.19 years,
SD = 5.59); however, we excluded one female participant
due to equipment failure, resulting in a total of 36
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participants for analysis (M = 22.22 years, SD = 5.67).
Twelve participants were female, two participants were
left-handed, and ten participants had used an AR headset
before. We did not recruit participants who were color-
blind or dyslexic, and all of our participants had normal or
corrected-to-normal vision.

4.2. Method and Design

While wearing an AR headset, participants completed
multiplication problems on a touchscreen tablet and
different types of visual stimulus appeared in the headset:
color, text, or shapes (Figure 2). The participants would
only see one type of visual stimulus at a time, not a mix of
all three. We placed the stimulus in the top-center of the
headset field-of-view based on our results from our
exploratory study.

For each visual stimulus type (e.g., color), the visual
condition displayed would constantly change (e.g.
switching between different colors). Participants were
instructed to hit a physical button with their non-
dominant hand when they saw a specific visual condition
(e.g., color red). The participants took part in the study for
approximately 60 minutes in a windowless room, and
either volunteered without compensation or received
extra credit in a course they were taking.

After consenting to participate, participants completed
a demographic questionnaire. The participants then
completed a 4-minute practice round of multiplication
problems on the tablet without wearing the AR headset to
get comfortable with the math application; which was not
used in analysis. After the math practice, participants put
on the AR headset and began the main study. In the main
study, there were six study blocks (approximately 4-
minutes each), two blocks per visual stimulus type (color,
text, shapes). After completing two blocks for a visual
stimulus type, the participants would take the NASA Task
Load Index (TLX) [65] for that visual type, which is used
to determine participants” perceived cognitive workload.
The participants would then complete the next two blocks
for a different visual type, the NASA TLX, and then move
on to the last visual type blocks. The order of the visual
types was counterbalanced across participants. After the
participants completed the six study blocks, they were also
asked questions about their subjective preference.

4.2.1. AR Application Design

Each visual stimulus type had a total of four different
options that would constantly change in the headset in a
randomized order and for a randomized duration. The
four options for each type of visual stimulus included: (a)
color: red, green, yellow, and blue; (b) text: “red”, “green”,
“yellow”, and “blue”; and (c) shapes: circle, triangle, star,
and square. All types of visual stimulus had the same color
saturation and brightness and had the same width (12.7

mm). For color, only the color of the circle changed (Figure
2a). Both the text and shapes (Figures 2b and 2c) were
white, since black is transparent in AR headsets. The text
height was 5 mm, which is consistent with Meta AR design
recommendations [66], and in Liberation Sans font since
prior work recommends using sans-serif fonts for text
readability [67].

e — LSRR e —
(a) (b)

—

(c)

Figure 2: Types of visual stimulus from participant view from AR
headset: (a) color, (b) text, and (c) shapes.

During each study block, the participant would view a
total of 32 visual conditions (4 options x 8 occurrences). For
example, if it was a color block it would constantly change
between the four colors, and each specific visual condition
(e.g., color blue) would appear eight times. The current
visual condition (e.g., color red in Figure 2a) would remain
in the headset display for a random time interval (6 to 9
seconds) before switching to the next visual condition. If
the participant pressed the button it would automatically
switch to the next visual condition, regardless of the
amount of time left for the current visual condition. The
last visual condition in that block would remain visible in
the headset until the participant finished the current math
problem and then both applications would end. Each
study block was approximately 4 minutes. The blocks
were not exactly 4 minutes because each visual condition
would change after a random time interval, and the study
block would not end until the participant finished the last
math problem.

Since there were only two blocks for each type of visual
stimulus, we had to determine the two visual conditions
for when the participant would hit the button. For color,
the participants hit the button when they saw the color red
for one block and the color green for the other block
because adults have faster reaction times for red and green
colors, compared to yellow and blue [68]. For text, the
participants hit the button when they saw the word “red”
for one block and the word “blue” for the other block.
Prior work has shown that word processing time increases
as the number of letters increase [69], therefore we chose
the two shortest words (out of the four options) to have
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the fastest reaction time possible. For shapes, the
participants hit the button when they saw a circle for one
block and a triangle for the other block. We chose a circle
and triangle because they are used by the International
Organization for Standardization (ISO) to represent
mandatory actions and warnings [64].

Multiplication Problems [ Em
6 x 826

516
JUR

| Clar g | Next

Figure 3: Screenshot from our math application.

4.2.2.  Math Application Design

We decided for the participants to focus on math
problems while monitoring the visual stimulus in the AR
headset because mental math calculation uses people’s
working memory [70]. Working memory falls under short-
term memory and is necessary for sudden perceptual
cognitive tasks, such as language comprehension and
reasoning [71]. By having participants focus on a task that
uses their working memory, we can examine the salient
properties of the different types of visual stimulus in the
AR headset. We purposefully designed our math
application to be more cognitively taxing (i.e., utilize more
working memory) in order to keep the participants’
attention on the math application, instead of the visual
stimulus in the AR headset; not primarily focusing on the
information in the headset is consistent with demanding
real-world settings (e.g., surgery).

Our math application consisted of single-digit x three-
digit multiplication problems (Figure 3). We chose
multiplication problems because they have a slower solve
time compared to addition problems [72]; therefore,
requiring more of the participants’ attention. We also
implemented other design decisions to make the
application more cognitively taxing, such as presenting
the single-digit first because prior work has shown that
adults are slower when the smaller number is first [73].
The single-digit ranged from 2 to 9 because multiplication
with 0 or 1 utilizes retrieving a rule (e.g., everything
multiplied by 0 equals 0) instead of a solution [74]. The
three-digit also did not end in 0 or 1, and did not include
three of the same digit (e.g., 444) due to the tie-effect [75].
The tie-effect states that response time for an operand pair
with identical digits is faster. None of the multiplication
problems repeated in the math application.

Figure 3 shows a screenshot from our math
application. The current math problem would appear at
the top of the screen (e.g., 6 x 826). The participants had an

area to work out the problem using a stylus pen, before
inputting their answer and hitting a button to go onto the
next problem. The participants had to input an answer to
move on, but the answer did not have to be correct. Each
participant finished the number of problems they could do
in the set block time. We instructed the participants to take
their time and focus on getting correct answers.

4.3. Equipment

Both the AR application and multiplication application
were created using Unity [58]. The AR application was run
on the same Meta 2 headset as the exploratory location
study, and the math application was run on a Wacom
Cintiq Companion Hybrid tablet [76]. The tablet has a 1080
x 1920 resolution, and the screen is 13.3 inches, measured
diagonally. The physical button was the same button that
was used in the location study.

4.4. Data Analysis and Results

We analyzed the types of visual stimulus (color, text,
shapes) by examining the response time and error rate for
the visual stimulus, the math solve time, and the
participants’ cognitive workload and preference.

4.4.1.  Response Time

We determined response time by calculating the time
it took a participant to press the button after the correct
visual condition appeared in the AR headset. When
calculating response time, we did not include any
incorrect button hits; for example, if the participant hit the
button when the square shape appeared when the correct
condition was a triangle. A Shapiro-Wilks test on response
time per visual stimulus showed that the data was non-
normal (W = 0.97, p < 0.01). We applied a log-transform
[77] to the distributions and used the transformed data for
analysis, but the mean response times we report are the
actual measured values. A Mauchly Test for Sphericity
showed that the data had equal variances. A one-way
repeated measures ANOVA (RM-ANOVA) found a
significant main effect of type of visual stimulus (color,
text, shapes) on response time (F270=34.84, p < 0.0001). A
Bonferroni post-hoc comparison showed that the
participants had a significantly faster response time for
color (M = 1.33s, SD = 0.37), than shapes (M = 1.67s, SD =
0.4) or text (M =1.92s, SD = 0.54).

We further analyzed response time by examining all
separate visual conditions (color red, color green, circle
shape, triangle shape, “red” text, and “blue” text) (Figure
4). A Shapiro-Wilks test on response time per visual
condition showed that the data was skewed (W =0.95, p <
0.0001). We applied a log-transform [77] to the
distributions and used the transformed data for analysis,
but the mean response times reported in the paper are the
actual measured values. A Mauchly Test for Sphericity
showed that the data did not have equal variances (p <
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0.05); therefore, we applied a Greenhouse-Geisser
correction. A one-way RM-ANOVA found a significant
main effect of type of visual condition (color red, color
green, circle shape, triangle shape, “red” text, and “blue”
text) on response time (Fsg9130.41 = 23.03, p < 0.0001). A
Bonferroni post-hoc comparison showed that the
participants had a significantly faster response time for
color red (M =1.17s, SD = 0.4) and a significantly slower
response time for “blue” (M = 2.14s, SD = 0.68) when
compared to all other visual conditions. There was no
significant difference between the circle shape (M = 1.62s,
SD = 0.59) and triangle shape (M = 1.69s, SD = (0.48).
Altogether, participants had the fastest response time for
color, more specifically for the color red, and had the
slowest response time for text.

Response Time by All Visual Conditions
2.5
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1
0.
0
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Figure 4: Average response time for all visual conditions. Error
bars indicate 95% confidence interval.

4.4.2. Error Rate

In our study, we examined three possible types of
errors: not hitting the button when the correct visual
condition appeared (missing the correct visual condition),
hitting the button for the wrong visual condition (wrong
button hit), and overall error rate (i.e., combining the two
types). A Shapiro-Wilks test on error rate per visual
stimulus found that the data was severely skewed for all
three types: missing the correct visual condition (W = 0.68,
p < 0.0001), wrong button hit (W = 0.56, p < 0.0001), and
overall error rate (W = 0.77, p < 0.0001). For overall error
rate, a Mauchly Test for Sphericity found that the data met
the assumption of equal variances; therefore, we applied
the Aligned Rank Transform [78]. A one-way RM-
ANOVA found no significant effect of visual stimulus
type on overall error rate (F270= 2.89, n.s.). All types of
visual stimulus had a low error rate: color (1.65%), text
(1.3%), and shapes (1.04%).

Next, we analyzed when the participants missed the
correct visual condition. A Mauchly Test for Sphericity
found that the data met the assumption of equal variances;
therefore, we applied the Aligned Rank Transform [78]. A
one-way RM-ANOVA found no significant effect of visual
stimulus type on missing the correct visual condition (F27
=0.54, n.s.). We analyzed the wrong hit errors (e.g., hitting

the button for the text “green”, when the condition was
“blue”). A Mauchly Test for Sphericity showed that the
data did not have equal variances (p < 0.0001). Since the
data was not normal and did not meet the assumption of
equal variances we conducted a Friedman test, which
found a significant main effect of visual stimulus on
hitting the button for the wrong condition (x2(2) =9, p
<0.05). A Bonferroni post-hoc comparison showed that
color had significantly more wrong hit errors than shapes
and text; there was no difference between text and shapes.

To examine the wrong hit errors further, we analyzed
all separate visual conditions (color red, color green, circle
shape, triangle shape, “red” text, and “blue” text). A
Mauchly Test for Sphericity showed that the data did not
have equal variances (p < 0.0001). Since the data was not
normal and did not meet the assumption of equal
variances we conducted a Friedman test, which found a
significant main effect of type of visual conditions on
wrong hit errors (x2(5) = 34.8, p <0.0001). A Bonferroni
post-hoc comparison found that only color green had
significantly more wrong hit errors than all other visual
conditions. There was a total of 39 wrong hit errors, and
66.7% (26/39) of them were during the color green
condition. During the color conditions, the colors red,
green, blue, and yellow would cycle in the headset. We
found that 96.15% (25/26) of the wrong hits during the
color green condition were hit when the color was yellow.
Participants frequently commented on having a hard time
differentiating yellow and green. For instance, P6 stated
“Color required the least mental thought with the exception that
the yellow and green are similar, and when I saw yellow I had to
make sure it wasn’t green.” This is most likely due to the AR
headset display quality, as it can affect users’ color
perception [24,26]. Generally, the three types of visual
stimulus did not have a significant difference in error rate
and participants discerned the correct visual condition,
resulting in low error rates.

4.4.3. Math Solve Time

We examined the participants’ math solve time to
investigate if participants were focusing on the math
application for each visual stimulus type. We were not
interested in how fast the participants completed the math
problems since we told the participants to take their time,
but rather analyzed the math solve time to make sure they
were consistently focusing on the math application
between the different study blocks. A Shapiro-Wilks test
on response time per visual stimulus showed that the data
was non-normal (W = 0.85, p < 0.0001). We applied a log-
transform [77] to the distributions and used the
transformed data for analysis. A Mauchly Test for
Sphericity showed that the data had equal variances. A
one-way RM-ANOVA found no significant effect of visual
stimulus type on math solve time (F2n= 0.56, n.s.). The
consistency in solve time between the different types of
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visual stimulus corroborates that participants considered
the multiplication problems their main task.

4.4.4.  Perceived Cognitive Workload

The participants completed the weighted NASA TLX
[65] for each type of visual stimulus (color, text, shapes). A
Shapiro-Wilks test found that the data was normal, and a
Mauchly Test for Sphericity showed that the data met the
assumption of equal variances. A one-way RM-ANOVA
found a significant main effect of type of visual stimulus
on perceived cognitive workload (F270=8.97, p <0.001). A
Bonferroni post-hoc comparison found that text (M =
45.08, SD = 17.33) had a significantly higher perceived
cognitive workload compared to color (M = 36.46, SD =
18.35) and shapes (M = 38.43, SD = 17.04); there was no
significant difference between color and shapes. The
participants found text to be more cognitively demanding.

4.5. Subjective Preference

At the end of the study, we asked the participants to
rank the three types of visual stimulus in their order of
preference: from most preferred to least preferred (1 to 3).
A Friedman test found a significant relationship between
preference rank and type of visual stimulus (x2(2) = 47.2,
p <0.0001). A Bonferroni post-hoc comparison found that
color (M =1.31, SD =0.52) and shapes (M =1.81, SD = 0.52)
were ranked significantly higher than text (M =2.89, SD =
0.40). Color was highly preferred, with 72% (26/36) of the
participants ranking it as their first choice. Text was
overwhelmingly the least preferred, with 92% (33/36) of
the participants ranking it last. The participants preferred
color and shapes over text for critical information.

4.6. Discussion

For our experiment on critical information, we found
that existing perception findings can be applied to AR
headsets. Our results are consistent with literature on
visual perception [23,79], which shows a hierarchy of
salient visual features. People can more easily detect color,
followed by shapes, and then text. Participants in our
study frequently remarked about not having to divert
their focus away from the math problems to discern the
different colors. AR headsets can lead to difficulties in
object recognition and legibility, as well as impact users’
color perception [24]. Having an inaccurate perception of
color comprises the users’ interpretation of display
elements which is necessary in contexts that rely on color-
coding (e.g., military). Therefore, understanding that we
can utilize prior work on visual features helps in designing
Also,
understanding how to design salient information in AR
headsets is important because visual salience can help
working memory [80], which is crucial during complex

salient critical information for AR headsets.

tasks. The AR headset system for helping farmers operate
and monitor agricultural machines in [39] provided

warnings in the display if something was wrong with the
machines. The warning consisted of the word “ALERT” in
black text on a red background in the periphery of the
display. While the authors use color, it might be more
beneficial to utilize a distinct shape instead of text. Also,
the authors should place the warning in the center location
instead of the periphery to increase saliency.

In addition, examining differences between specific
conditions led to further insight into how to design critical
information for AR headsets. When we analyzed the two
separate visual conditions for color (red and green), we
found a significant difference in response time. The
participants had a faster response time for color red when
compared to all other visual conditions, including color
green, which is consistent with prior work [81]. Color also
had significantly more wrong hit errors than shapes and
text, which we found was due to the color green condition.
The participants frequently confused yellow and green,
which strengthens the argument for utilizing high contrast
elements in AR [28], especially for critical information.
Yellow and green are analogous colors, as they are
grouped next to each other on the color wheel. Designers
should consider color choice for critical information in AR
headsets and avoid using analogous colors to denote
separate information.

Shapes were the second most effective in aiding
awareness for critical information. The majority of the
participants (25/36) ranked shapes as their second choice,
and shapes had the second fastest participant response
time. One interesting factor that the participants
mentioned was looking for specific aspects of the shapes
to determine if it was the correct visual condition, such as
corners. For example, P16 stated “Shapes were a mix, since
looking for points like a triangle could cause you to mix up
shapes like stars as well.” In addition to designers avoiding
analogous colors, designers should also avoid using
shapes that have similar characteristics (e.g., points).

Text was the least effective in helping awareness for
critical information; the participants had the slowest
response time, highest cognitive workload, and lowest
preference for text. The majority of the participants (33/36)
ranked text as their least preferred, due to having to pay
more attention and actually read the text. We did find a
significant difference in response time between the two
visual conditions in which the participant had to press the
button (“red” and “blue”), which aligns with prior work
on processing times based on word length [69]. Our study
confirms that designers should consider word length
when designing for critical information in AR headsets.
Depending on the context, including text in an AR headset
may be necessary to effectively communicate the desired
information. For instance, prior work recommends that
text should not be completely removed for instructions, as
it can lead to fewer errors and faster learning times [50].
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We recommend that there needs to be a balance between

providing the information and not cognitively
overloading the user. Based on our findings, designers
should incorporate more visually salient information (e.g.,
color, shapes) when possible, for critical information in AR

headsets to aid in situational awareness.

5. Experiment 2: Secondary Information

While visual
information, secondary information does not have this

saliency is essential for critical
restriction, and therefore can display larger quantities of
detailed information. Since secondary information does
not need to be as visually salient, there are more
opportunities to integrate it with the environment.
Therefore, we examined three textual presentation styles
for secondary information: locked to the display view
(Display), located in the environment (Environment), and
a mix of both (Mixed Environment). We chose to study
text because it is commonly used to denote information in
AR headset applications and may be necessary depending
on the context [14,23,30,44,46]. This experiment is an
extension of prior work [29].

5.1. Participants

We had 33 adults participate in our study (M = 21.55
years, SD = 3.55); however, we excluded one male
participant due to equipment failure and two participants
(one female, one male) for self-reported peripheral vision
loss. Therefore, we had 30 participants (M = 21.63 years,
SD = 3.69) for analysis, which consisted of seventeen
males, twelve females, and one non-binary participant.
Two of the participants were left-handed, seventeen had
prior experience with AR headsets, and all had normal or
corrected-to-normal vision.

5.2. Method and Design

During the study, participants completed
multiplication problems on a touchscreen tablet (same as
our first study) while viewing textual secondary
information in an AR headset
presentation styles. The participants took part in the study
for approximately 60 minutes in a windowless room, and
either volunteered without compensation or received

in three different

extra credit in a course they were taking.

The structure of the study was similar to our first
experiment. After consenting to participate, participants
completed a demographic questionnaire. The participants
then
multiplication problems on the tablet without wearing the
AR headset to get comfortable with the math application;
which was not used in analysis. After the math practice,
participants put on the AR headset and completed three
study blocks (5-minutes each), one per presentation style
(Display, Environment, Mixed Environment). After
completing a block, the participants would take the NASA

completed a 5-minute practice round of

TLX [65] for that presentation style, and then we would
ask the participants to recall the last textual information
displayed in the headset. We did not explain beforehand
that we would ask them to recall the last presented
information in the headset, which allowed us to examine
if there was a difference in perception and comprehension.
We counterbalanced the order of the presentation styles
across participants.

Figure 5: Presentation styles in AR headset: (a) Display, (b)
Environment, and (c) Mixed Environment (Images from [29]).

5.2.1.  Secondary Textual Information

The content of the secondary textual information
the participant’'s average math problem
completion time, the participant’s math accuracy, and a
random word (Figure 5). Before the start of each study, we
explained the content and how it would be presented in
the headset to the participant; the information was always
presented in the same order. Like in our first study, the
text was in Liberation Sans font since prior work
recommends using sans-serif fonts for readability [67].
Each textual element was placed 75 mm apart.

included

The participant’s average math problem completion
time was presented in minutes and seconds (e.g., “2:36”).
The math accuracy was the number of correct problems
over total completed (e.g., “2/3”). Both the average
completion time and accuracy were updated in real-time
after the participant completed a problem. For the random
word, the text would randomly cycle between four words:
“apple”, “banana”, “lemon”, and “orange”. Each word
would remain in the headset for a random time interval
(20 to 40 seconds) before switching. We used the random
word as a substitute for information that may be necessary
but not essential for situational awareness.

5.2.2. AR Textual Presentation Styles

The three different presentation styles included:
Display, Environment, and Mixed Environment. For the
Display presentation style, the textual information was
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locked to the left-hand side of the AR headset field-of-view
and superimposed over the users’ environment (Figure
5a). As mentioned earlier, we decided to place the
secondary information on the left-side because we did not
want the quantity of the information to block the
participant’s view, there was no significant difference in
response time between the center and left-side locations in
our exploratory study, and people exhibit pseudoneglect
(i-e., leftward visual bias) [60,61]. Same as our first
experiment, text height was 5 mm and white, which is
consistent with recommendations [66]. The information
was always present in the AR headset field-of-view, which
is different than the Environment presentation style. For the
Environment style, the text was superimposed and fixed
in the environment to the left of the participant; therefore,
it was more conformal to the environment. Consistent
with design recommendations, the text was 500 mm away
from the participant with a height of 10 mm [66]. In Figure
5b of the Environment style, the participant is looking
directly at the text in the headset. If the participant looked
away from the text (e.g., down or to the right) they would
not be able to see the information. The Mixed Environment
presentation style was a mix of both of the previous styles.
The text was superimposed and always present in the AR
headset field-of-view (same as Display) but was 500 mm
away from the participant with a height of 10 mm (same
as Environment). Although the text was always present in
the headset, having the text 500 mm away from the
participant placed the textual information more into the
participant’s central view (Figure 5c).

5.3. Equipment

Both the AR application and multiplication application
were created using Unity [58]. The AR application was run
on the same Meta 2 AR headset [55] as the previous
studies, and the math application was run on the same
Wacom tablet [76] as the critical information study.

5.4. Data Analysis and Results

We analyzed the presentation styles by investigating
participants” accuracy of recalled information, math solve
time, cognitive workload, and subjective preference.

5.4.1.  Information Recall

After each study block, we asked the participants to
recall the last textual information that was displayed in the
AR headset (i.e, average math time, math accuracy,
random word). The participants were unaware that we
were going to ask this information; therefore, they were
truly unsuspecting for the first study block but became
aware for the remaining two study blocks. To capture this
difference we split our analysis into two categories: first
response recall (first presentation style) and habituated
response recall (other styles). First response recall captures
the natural perceptibility of the presentation styles, while

habituated response recall is more aligned with real-life
settings in which the users are conscious of what
information they have to monitor. For both first response
and habituated response we calculated the
percentage of correct answers for each participant’s
presentation style. A participant’s answer had to directly
match the last information presented in the AR headset to
be considered correct. A Shapiro-Wilks test showed that
the data was non-normal for both first response recall (W =
0.85, p < 0.001) and habituated response recall W = 0.87, p <
0.0001). They both met the assumption of equal variances,
so we applied the Aligned Rank Transform [78].

recalls,

Habituated Response Recall by Presentation Style

Accuracy Rate (%)

Environment Display Mixed Environment

Secondary Information Presentation Style

Figure 6: Habituated response recall accuracy by secondary
information presentation style. Error bars represent 95% confidence
interval.

For first response recall, a one-way ANOVA found no
significant effect of type of presentation style on recall
accuracy (F227 = 1.64, n.s.); there was no significant
difference between the Display (M = 60.0%, SD = 21.1%),
Environment M = 67.5%, SD = 23.7%), and Mixed
Environment (M =50.0%, SD = 20.4%) styles. However, for
habituated response recall, a one-way RM-ANOVA found a
significant main effect of type of presentation type on
recall accuracy (F24405=8.91, p <0.0001). A Bonferroni post-
hoc test showed that participants had a significantly
higher habituated response recall accuracy for the
Environment style (M = 83.8%, SD = 18.6%) than the Mixed
Environment style (M = 51.2%, SD = 30.9%) (Figure 6);
there was no significant difference between the
Environment and Display (M = 68.8%, SD = 21.3%) styles.
We examined each secondary information separately, and
only found a significant effect of presentation style on the
random word accuracy (p < 0.001, Fisher’s exact test [82]).
A pairwise test of independence with a Bonferroni
correction only found a significant difference between the
Environment and Mixed Environment styles. The
Environment style had a higher number of correct recall
events for the random word than the Mixed Environment
style (18 correct vs. 6 correct).

5.4.2.  Math Solve Time

As in the first study, we examined the participants’
math solve time to investigate if participants were
focusing on the math application for each presentation
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style. A Shapiro-Wilks test found that the data was
severely skewed (W =0.70, p <0.0001) and a Mauchly Test
for Sphericity showed that the data did not have equal
variances (p < 0.0001). Since the data was not normal and
did not meet the assumption of equal variances we
conducted a Friedman test, which did not find a
significant effect of presentation style on math solve time
(x*(2) = 3.27, n.s.). The consistency in solve time between
the different types of presentation styles corroborates that
participants considered the math as their main task.

5.4.3.  Perceived Cognitive Workload

We analyzed the participants’ perceived cognitive
workload for each presentation style. A Shapiro-Wilks test
on cognitive workload per presentation style showed that
the data was non-normal (W = 0.96, p <0.05), and the data
met the assumption of equal variances using a Mauchly
Test for Sphericity; therefore, we applied the Aligned
Rank Transform [78]. A one-way RM-ANOVA found no
significant effect of type of presentation style on perceived
cognitive workload (F2ss = 0.12, n.s.). There was no
significant difference in participants’ perceived cognitive
workload between the three presentation styles: Display
(M =31.5,SD =17.5), Environment (M = 31.73, SD = 16.04),
and Mixed Environment (M = 30.9, SD = 13.89).

5.4.4.  Subjective Preference

After the participants completed the study blocks, we
asked them to rank the three types of presentation styles
in their order of preference: from most preferred to least
preferred (1 to 3). A Friedman test found no significant
relationship between preference rank and type of
presentation style (x2 (2) = 4.2, n.s.). There was no
significant difference in preference between the styles:
Display (M = 1.9, SD = 0.8), Environment (M = 1.8, SD =
0.85), and Mixed Environment (M = 2.3, SD = 0.75).

5.5. Discussion

The only significant difference we found between the
three presentation styles (Display, Environment, Mixed
Environment) was for habituated response recall accuracy.
The Environment presentation style had a higher
habituated response recall accuracy than the Mixed
Environment style. With further examination, we only
found a significant effect of presentation style on the
random word accuracy. During the study, participants
frequently mentioned that they were more interested in
the math completion time and accuracy, instead of the
random word, since they were related to the main task and
their Therefore, the
presentation style resulted in higher user perceptibility,

performance. Environment

since it aided in the awareness of information that did not
capture the participants” attention (i.e., random word).

For the Mixed Environment style, having the textual
information further into the participants’ central field of

vision made it more distracting to the participants. For
example, P13 stated “The mixed environment was too
distracting and put too much pressure on me to get more
problems right”, and P21 stated “It [The Mixed Environment
style] would block some of my work or the math problem.” With
the Environment presentation style, the participants could
look at the information when they wanted. One
participant (P8) stated “[The Environment style] didn’t get in
my way so I didn't have to block it out of my vision while
completing the math problems. It was nice to look up at it when
I felt the need to.” Although the Display style was always
present in the headset field-of-view like the Mixed
Environment style, participants remarked that it was
easier to disregard since it was more in the periphery. Both
the Display and Environment presentation styles allowed
the participants to view, as well as tune out, the secondary
information whenever they preferred. This resulted in a
stronger focus when the participants did pay attention to
the information, which led to higher recall accuracy.

Both the Display and Environment styles aided user
perception and comprehension for secondary textual
information. However, prior work has found that text
notifications locked to the field-of-view in both virtual
reality (VR) [83] and AR [84] headsets result in a higher
sense of urgency. For instance, the authors in [83] found
that text notifications locked to a VR headset display
resulted in users viewing them as more imperative than
text notifications in the environment. Also, the authors in
[84] conducted a study examining different locations of
notifications in an AR headset display during social
conversations. The notifications placed in the direct center
of the field-of-view were perceived as urgent and
intrusive, when compared to notifications that were
slightly offset. Secondary information should be subtle
and in the background, while, as mentioned in our first
experiment, critical information should be salient and
require promptness [27]. Therefore, we recommend that
AR headset application designers use the Environment
style for supplementary secondary information and the
Display style for information that requires urgency to
increase users’ perception and comprehension.

6. Limitations and Future Work

Our results provide insight into the design of critical
and secondary information in AR headset displays for
perception and
comprehension); however, there are some limitations.
First, we only examined three types of visual stimulus for
critical information and three secondary information

users’ situational awareness (i.e.,

presentation styles. In addition, we mainly focused on
perception (level 1). Future work can analyze different
types of information, as well as comprehension (level 2)
and prediction (level 3). Another limitation for the first
study was that the visual stimulus constantly changed,
which could have prompted the participants to be more
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aware and closely monitor the stimulus. Prior work has
found that motion has a high perception accuracy for
peripheral visual notifications on computer screens (i.e.,
participants able the
notifications), but it can also distract from the primary task
[59,85]. Although the constant change may have prompted
the participants, it does not detract from our main goal of
comparing different types of stimuli.

were to quickly perceive

7. Conclusion

We conducted two studies on how to present critical
and secondary information in AR headsets to aid in users’
situational awareness: one examining if existing findings
on the perceptibility of three types of visual stimulus
(color, text, shapes) can be applied to AR headsets for
critical information, and one analyzing three presentation
styles
Environment, Mixed Environment). Our results showed
that the Display and Environment presentation styles
improved the awareness of textual secondary information;
participants had a higher recall of information when

for textual secondary information (Display,

compared to the Mixed Environment presentation style.
For critical information, we found similar results to prior
work; the participants perceived color faster, and had a
slower response time and higher cognitive workload for
text. We contribute design recommendations on how to
present critical and secondary information in AR headset
displays to aid in users’ situational awareness, which is
essential to understand in safety crucial domains such as
the military and healthcare.
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ABSTRACT: Computational thinking is now featured in many school curricula around the world. It is
in fact defined as the "new English", emphasizing its universally recognized indispensability. Despite
this, the subject is almost never addressed until primary school where, however, hours dedicated to
it are often too limited. Our first training proposal, including basic coding concepts in kindergarten,
led to better results than expected in terms of children’s understanding and involvement. Our field
training has led to a refinement and expansion of the program in these past three years. The primary
objective is to begin the study of coding at the age of three, when the foundations of logical thinking are
actually already present, due to get to the writing of the first programs in pseudocode and analysis of
programming languages at the end of elementary school. All methodologies used are chosen on the
basis of the possibility of following a single logical trend, which gradually increases the concepts to be
learned and their difficulty, but always starting from already known bases, previously addressed. This
allows to optimize learning times by minimizing the necessary hours and human resources and still
obtaining the desired results. In addition to not burdening the number of hours available, a further firm
point was not to burden schools economically either: costs were in fact always achievable without any
problems. Having no impact either on the budget, or on the number of hours, or on the required staff

makes this program easily feasible for any school.

KEYWORDS: Coding, Kidergarten, Primary School

1. Introduction

The concept of computational thinking was first introduced
by Seymour Papert in the book Mindstorms [1], published
in 1980, where in his theory of learning, known as Construc-
tivism and based on the LOGO language he invented, he
states how the computer is an important new medium for
learning. Indeed, it is seen not only as a machine with which
you can process information, but a tool for building, manip-
ulating, learning, discovering and even making mistakes.
A very important point of his theory for the purposes of
the work presented in this article, in fact, is that error is not
seen in a negative light, but as a constructive aspect of the
learning process. To err is to explore in search of alternative
solutions to the problem. More recently, in 2006, this concept
has been taken up by computer scientist and MIT professor
Jeanette Wing, who defines it as follows, "Computational
thinking is a process of formulating problems and solutions
in a form that is executable by an agent who processes
information." [2] Indeed, we know that computers are used
to solve problems, but even before solving a problem, it is
important to understand by what means it can be solved,
and it is computational thinking that enables us to do this.

The revolution of this concept is to note that it is not
only important to solve problems, but more importantly to
understand them, in order to formulate a process that leads
to its resolution. This process can be performed by an agent
or executor, figures that we will see in the exercises used,
who implements instructions in a mechanical and uncon-

scious manner, replicating human thinking. Computational
thinking has been used in programming for the longest
time, but recently also in coding, as well as in educational
robotics. Tools used are not only technological and related
to these disciplines, but also in normal life situations involv-
ing the decomposition of a problem, just to emphasize its
importance in any aspect of life. Every day, without even
realizing it, we find ourselves deciding on the expression
of a solution by instructions and the execution of those
instructions: finding the shortest route to a place, executing
a recipe, assembling an object, assembling constructions.
All of those listed are processes that involve computational
thinking and presuppose a set of precise, orderly, clear, and
repeatable instructions that will enable an effective solution
to be reached by whoever is executing them. These in-
structions represent a de facto algorithm, that will certainly
lead to the solution and can be applied to another identical
problem with the same result, just as is the case with the
algorithms behind any type of programming: from making
decisions in a video game to performing an Internet search
to managing interpersonal relationships on a smartphone.

Thus, computational thinking can be described by three
main stages:

1. Abstraction: formulation of the problem;
2. Automation: expression of the solution;

3. Analysis: execution of the solution and evaluation.
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All this is done by starting with the ability to break down a
complex problem into several parts so that it can be tackled
more easily. In this, coding is similar to mathematics: it is
the logic of everything that works in a programmable way
as mathematics is the logic of numbers and figures.

The International Society for Technology in Education
[3], too, further highlights its importance in school edu-
cation, pointing out that computational thinking allows
people to:

1. Represent problem data through specific models;
2. Organize problem data in a logical manner;

3. Formulate and analyze problems so that they can be
solved by a performer, computer or human;

4. Segment solutions into sequences of ordered, accu-
rately described steps, or automate them through
algorithms;

5. Identify possible solutions to implement the one that
is the most effective and efficient in terms of effort and
resources;

6. Abstract such processes for solving similar problems;

Computational thinking therefore is not only closely related
to computer science and it is essential to develop it from
an early age. One of the most effective ways to do this is to
cultivate it through the use of coding tools, the process of
writing languages and instructions intended for machines.
Coding also constitutes a practical and immediate way to
apply the theory of computational thinking and its previ-
ously illustrated steps and tools, while having fun, leaving
room for creativity and imagination, while learning a new
language and a new way of seeing problems and situations
and expressing one’s ideas and solutions clearly and effec-
tively, thus also developing one’s intelligence and critical
thinking.

Coding, is not the only way to develop, or apply, com-
putational thinking, but it has proven to be particularly
effective because of the immediacy, interactivity, variety,
availability and versatility of available tools. For this reason,
its presence in school curricula is now worldwide recog-
nized as indispensable as also explained in [4]. However, the
training solutions and proposals available to date have been
designed in limited areas. In fact, they are often focused
only on the specific skills of an age: a lot of work has been
done to exploit cognitive skills already in the pre-school
context. For example, [5] shows how a coding course has
led to an objective increase in problem solving skills and
cognitive abilities in 4 and 5 year old children. On the other
hand, children of various elementary schools in [6] used the
Code.org site showing how, after following 8 coding activi-
ties, also in this case cognitive abilities increased, and not
only that: children began to spend more time to planning,
with increased ability to solve standardized planning tasks
and in many cases even led to an inhibition of overbearing
responses. In other researches, such as [7], the age analyzed
is broader but the tool used is very specific, in this case apps.
Both [8] and [9] searched in several elementary schools with
a wider time range but in both cases using only the Scratch

application. Therefore, in the existing literature, there are
no proposals that lead to a general use for a long period.
Our proposal therefore has the objective of choosing some
of the tools available, designed for the different abilities
relating to growing ages but sufficiently similar to allow the
development of a fluid and continuous coding educational
path. New complexities are, in fact, gradually added along
the way, following this list of concepts gradually taught,
starting from 3 years of age, reaching 11 years: instruc-
tion and sequence, coding through colors and symbols,
algorithm, constraints, transcoding, programming a robot,
programming on tablets or devices analogues, program-
ming a hardware device using block programming, first
approaches to a real programming language.

2. Dissemination of coding at school

The spread of coding in schools around the world has been
gradual. Many countries have already implemented coding
as a subject in primary education programs for years, rec-
ognizing its importance, and we can see the most striking
examples, summarized in table 1.

Table 1: Summary of coding dissemination in the world

Singapore 2014
France 2014
Denmark 2014
Spain 2015
UK 2015
Estonia 2015
Slovakia 2015
Philippines 2015
Australia 2015
Belgium 2016
Finland 2016
Poland 2016
Portugal 2016
United Arabian Emirates | 2017
Qatar 2020
South Africa 2020
Italy 2021
Kenya 2022

Australia as early as 2015 has noticed a growing need
for technology talent recognizing that the future of work
is toward technology, as seen in [10]. In order to properly
train its younger generation by providing the technological
knowledge necessary for their future, it started early to
allocate significant economic sums. To reach kindergarten
and basic education on programming, the Australian gov-
ernment spends 64 million dollars to fund school-based
STEM (Science, Technology, Engineering, and Mathemat-
ics) and early learning initiatives under the Inspiring All
Australians in Digital Literacy and STEM measure. As early
as 2018, coding teaching from elementary school onward is
mandatory in Australia.

In Asia, on the other hand, Singapore, which adopted
computer science education in 2014 as shown in [11], quickly
made it a compulsory subject, as early as 2020 and giving it
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a lot of space in school curricula: coding, in fact, is usually
done for 10 hours per week. The Singapore government, in
2017, released 3 million dollars allocated for the distribution
of 100,000 coding pocket gadgets to school children before
the start of compulsory coding and spent annual budget
allocations for the program. Malaysia, Thailand, Vietnam,
and Indonesia have already been investing economically for
years in their turn for the dissemination of coding. In con-
trast, an Asian country that has more recently introduced
programming as a subject in primary and secondary schools
is the Philippines. Although the government, unlike those
previously mentioned, spends much less on programming
education, pupils show much interest in programming and
are willing to learn programming in school. Interviews
from 2015 already showed that about 97 percent of students
in the Philippines were interested in learning about pro-
gramming and 96 percent wanted programming to become
a core subject in their schools.

South Africa was the first African country to adopt cod-
ing education at primary and secondary levels [12]. In
2020, it began by providing programs for teachers to learn
how to teach programming as a first step in order to be
able to pass the same knowledge on to students. On the
other hand, Software Engineer turns out to be the most
in-demand job in South Africa to date, and for this reason
the government in South Africa is paying a lot of attention
to technical education, understanding how necessary it is to
equip the younger generation with relevant technical skills
to adapt when it comes to future jobs. In the recent August
2022, the Kenyan government also announced the inclusion
of programming as a subject in its educational curriculum
for primary and secondary school pupils, becoming the
second African country to adopt programming education
at primary and secondary levels.

More than 90 percent of parents in the United Arabian
Emirates wanted their children taught programming in
schools as early as 2017, and in year 2020, about 35 percent
of schools in the country have begun implementing pro-
gramming courses for their students. The Arab country
has immediately begun to transform the entire education
system by adopting the use of e-books, robotics, and other
emerging technologies in teaching and learning. Other
countries have also more recently begun efforts to prepare
new generations for the technological revolution that will
shape future jobs, for example, Qatar since 2020 has been
restructuring its education system to include programming.

In Europe, the first effort aimed at the importance of
coding across a broad spectrum, is undoubtedly codeweek,
[13], launched in 2013. The European Commission supports
European Programming Week as part of its Digital Single
Market strategy. In its Digital Education Action Plan, it es-
pecially encourages schools to join the initiative. European
Programming Week is an event therefore aimed primarily at
schools but not only, celebrating creativity, problem solving
and collaboration through programming and other tech-
nology activities. The idea is to make programming more
visible, show young people, adults and older people how to
bring their ideas to life with programming, explain these
skills and bring motivated people together to learn. The lat-
est statistics regarding the event that took place in 2021 show

that 4 million people from more than 80 countries around
the world participated in European Programming Week.
The average age of the participants was 11 years old, and 49
percent of them in 2021 were women or girls. Eighty-eight
percent of European Programming Week events took place
in schools, showing that efforts to strengthen teachers, dur-
ing the 2021 campaign, were successful. Another experience
is provided by the web site All you need is C<3DE, through
which the European Coding Initiative has supported thou-
sands of teachers across Europe in their efforts to integrate
programming and coding teaching with a collection of open
online courses, teaching materials, tools and lesson plans.
To understand the uptake in compulsory schools it helps
the JRC, which, in March 2022, published a new report [14]
which examines the integration of computational thinking
in compulsory schools in 29 countries, European and non-
European: 18 european and 7 non-european countries have
already made the teaching of coding compulsory, of the
remaining 4 Denmark is carrying out a pilot initiative, while
Italy, Slovenia and the Czech Republic have policies in this
direction.

In fact, even Italian Parliament finally seems to have
become convinced of the need and urgency, necessary re-
quirements for law decrees, to also include coding as a
basic learning skill The National Recovery and Resilience
Plan(PNRR) is the plan approved in 2021 by Italy to revive
its economy after the COVID-19 pandemic in order to enable
the country’s green and digital development. Among the
measures foreseen with regard to schools can be found that,
as of the school year 2025/2026, it will be mandatory in
schools of all grades and levels to pursue the development
of digital skills, including by fostering the learning of com-
puter programming (coding), within the existing teachings.
Albeit, quoting the text here, "with the human, instrumental
and financial resources available under current legislation
and in any case without or greater burdens on public fi-
nance". These resources, both human and financial, are far
from substantial in Italy. In proposals regarding coding,
therefore, it must also be taken into account that they should
not be economically costly and should not weigh excessively
on available school hours either. That is, programs must be
proposed that optimize the number of hours needed with
respect to the skills acquired by students, using material
that is as low-cost as possible.

We have therefore seen how the importance of coding in
the school curriculum is recognized worldwide and both
strategic and economic plans are being implemented ev-
erywhere for its diffusion. Australia has been among the
first to leave, as early as 2015. In Asia, Singapore in 2014,
the Philippines in 2015 and the United Arab Emirates in
2017 started early, with a subsequent slowdown. However,
since the Code for Asia project [15] was born in 2021, other
countries are quickly aligning, such as Malaysia, Thailand,
Vietnam and Indonesia. In Europe, the beginning was given
by the codeweek in 2013, following which, between 2014
and 2017, most European countries began to promote initia-
tives for the diffusion of coding. Italy was among the last
to join, in 2021. The continent that moved last was Africa,
where South Africa was the first to introduce coding into
primary and secondary schools in 2020, followed last year by
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Kenya. In 2022, the AltSchool digital campus was born, with
a purely technological curriculum, also attracting interest
in Nigeria, Ghana, Uganda and Botswana. CodingAfrica
[16] was also born in 2022, with the aim of promoting tech
literacy in the rest of Africa. Our effort in trying to introduce
coding already in preschool age started in 2019, with the
first year of a pilot project in a kindergarten in the province
of Bologna. These almost four years of proactive field ex-
perience have allowed us to already have a concrete and
easily implementable solution in any school, even without
any previous experience since teachers are provided with
both the list of necessary materials and a series of lessons,
ideas, exercises and software/hardware creations to copy
or draw inspiration from. This opportunity is today very
important in our territory, given the mandatory nature of
coding in Italian school curricula by 2025/2026.

2.1. Gender Gap in STEM

We devote a final space for reflection to how the introduc-
tion of coding in education can also help overcome existing
gender gaps.

In Iraq, for example, coding has been, since 2020, a
tool used for a dual purpose: to also help the gender gap
present in education. Indeed, there are still to this day both
strong regional differences within the country and more
widespread structural, social and cultural barriers that pre-
vent girls from fully and equally accessing and completing
their education, thus making it more difficult for them to
participate in the employment sector and also in society as a
whole. To address this problem, Mercy Hands for Humani-
tarian Aid, in partnership with Mercy Hands Europe and
with support from the Canadian Fund for Local Initiatives,
has implemented an innovative project to strengthen girls’
technology skills in Basra through computer and coding
courses, benefiting both female students and teachers. The
goal of the project is to improve girls’ IT and programming
skills by giving them more employability while training
teachers on IT and coding in public schools in Shatt al-Arab.

In Europe there is a similar gender gap related to STEM
(Science, Technology, Engineering and Mathematics) sub-
jects. In fact, as explained in [17] and [18], there is a critical
gender gap in STEM areas at all levels of education and the
labor market. Various research and statisticsshow that glob-
ally, women obtain 53 percent of STEM university degrees,
but in the EU only 34 percent of graduates in the field are
women. Moreover, in 2018, only 41 percent of EU scientists
and engineers were women, and only five EU member states
had more women scientists than men: Lithuania, Bulgaria,
Latvia, Portugal, and Denmark. Finally, note that there is
also a "gender equality paradox,” whereby women are less
likely to obtain STEM degrees in wealthier societies with
greater gender equality, such as Finland and Sweden.

Particularly in Italy we are at the bottom of the European
rankings for female participation in the digital economy
and society. To make up for this, fortunately already for a
number of years there have been many organizations dedi-
cated to promoting a better image of science and technology
subjects and building a real sisterhood among girls who
engage in these areas. Notable among them is definitely

Girls who code [19], whose mission is to change the stereo-
typical image of the programmer. Girls who code, instead,
offers several free courses and classes on programming and
women working in the technology area. Another successful
initiative is Coding Girls [20], born in 2014 and supported
by the U.S. Diplomatic Mission in Italy, the Ministry of
Education, University and Research, Roma Capitale and
Microsoft. In subsequent editions, the project has grown
to shape itself as an augmented educational program to
train the next generation in STEAM, but more importantly,
to help young female students gain confidence in science
and navigate the careers of the future. There are also Girls
Code it better project clubs, which organize workshops at
various secondary schools in grades I and II. Girlstart, pro-
jectCSGIRLS and Technovation girls also carry out similar
operations.

3. Coding in kindergarten and primary school

There are many reasons why primary school children should
be taught programming, some of which have already been
discussed in the preceding paragraphs. Among first reasons
is the great ability of children in being able to learn new
notions quickly, which is why from an early age they are
induced to learn new foreign languages. If we consider the
enormous influence that technological revolution is having
in the world of work, learning coding and programming
language allow children to have a greater understanding,
from an early age, of how computers and technology work,
skills that are indispensable today in the world of work
as well as in everyday life. Benefits are not only technical:
an additional one comes precisely from the possibility of
developing, through educational coding programs, impor-
tant general social and relational skills such as working in
teams. Recognizing an error in a solution process helps to
understand how making mistakes can be an opportunity for
improvement and collaboration to reach the solution, also
in an increasingly optimized way. Specifically, on the other
hand, the final learning of programming languages is a great
exercise for children in learning what can be called in effect
a new language. Coding has proven in our experience to be
an easily applicable tool as early as kindergarten because
the basics of logical thinking, already broadly understood
by age 3, can be taught very simply through fun games.

As we explained earlier, coding in schools started to
spread as early as 8 years old, and in recent years many
tools have been proposed that can be used in programs
to be carried out in school and in specific events. Those
chosen for this project were decided on the basis of two
basic components, which are derived from the previously
quoted sentence of the PNRR:

1. Possibly they must be no cost, where not possible they
must be limited cost and allow with limited purchases
ample opportunity for use.

2. They must fit the relative abilities of the age of the
children to whom they are proposed while trying to
create a uniform path with a smooth transition from
one tool to the next more advanced one, all the way
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from age 3 to 11, thus minimizing the hours needed
to learn coding.

We then go on to illustrate first for kindergarten and then
for primary school, all proposed exercises and tools chosen
for this pathway.

3.1. Constraints and choices for preschool

The most obvious constraint in preschool is that children
are unable to read and write. Tools used must therefore rely
on colors and symbols. The need to make lessons playful
is high, especially in the early approach. Finally, although
devices such as smartphones and tablets are now used from
the earliest years of life, the concepts of programming and
computer science as they are understood in the working
world are far from the minds of children of this age. It there-
fore becomes essential to demonstrate how logical thinking
is applicable, and often unconsciously already applied, in
what they do every day. In addition, in order to minimize
the hours needed for coding, the proposed exercises are
integrated with other activities and topics covered in the
school year.

3.2. Sequences and encodings

The first approach with 3 and 4 year old children is done
using two types of cards: codyfeet free and codycolor. As
explained in [21] this decision was made in order to separate
the concepts of sequencing and coding so that they can be
learned gradually before combining them at a later stage.
Interaction with children is crucial to maintain attention and
the introduction is an example of this, starting by asking
them if they want to guess what coding is, then suggesting
thatitis related to the word code. Already this first stimulus
to reasoning has always brought out the link to passwords
and secret codes. Asking what secret codes they know leads
to the unlock code on their parents’ tablet or smartphone.
This already leads to the next level where teachers notice
together with children that the codes are of several different
types: some parents use numbers, some use signs, some
use biometric data such as fingerprint or face recognition.
Also when asked what they ask to unlock these devices for,
the main reasons are: viewing videos on social channels
or video games. This leads to the explanation that behind
both there is a code that is called programming language,
which programmers use. Programming is not only needed
for games and applications but it can be found everywhere
and the theacher can look with the children in what they
do during the day or what they would like to do when they
grow up, where the programming or coding is found. The
amazement and interest in seeing that it exists in everything
increases their interest: if they want to fly a plane they will
use programmed controls, if they want to be police officers
they will certainly know the coding of road signs, when they
watch television it is a program that follow one cartoon to
another at the same times but with different episodes, when
they are in the car with mom and dad it is the programming
of a "strange card called a control unit" that makes a sound to
remind parents to add fuel or put on the seat belt. Once we
get their attention, we return to coding related to computers

and explain the first concept, that of sequence. Computer,
in fact, executes a series of instructions that are given to it
one after another. We must therefore as a first step decide
on the right sequence of instructions to get to what we want.

To make children understand that instruction is nothing
more than an action that you want them to perform, ask
them to perform some elementary actions, e.g. "Raise your
hand’ “Clap your hands’ ” Do no with your head’. Finally
ask ‘come to me jumping like a kangaroo” then having them
analyze what movements they did: they stood up then
performed N kangaroo jumps forward. This is a sequence.
Often, without our realizing it, we are asked to do some-
thing that requires a sequence of instructions in order to do
it, and we then illustrate the cody-feet free tiles that will be
used to demonstrate this. The tiles are of 3 types, as shown
in the Figure 1: beginning/instruction/end, and are recog-
nizable by the way they can fit together like puzzle pieces,
forming a long line of tiles, that is, a sequence. On top of the
instruction tiles is a piece of velcro and it is explained that it
is used to have fun playing different games depending on
what you stick on it.

Figure 1: CodeFeetFree Cards

We can then play the first game with these tiles to explain
the importance of putting the instructions in the right order
in a sequence. We tell the children that their parents woke
up particularly sleepy and have to get them dressed for
school. As we tell in what order the clothes are put on, we
create the sequence by sticking the clothes on the instruction
velcro. The sequence will obviously be wrong, and we show
at the end a drawing of how the parents would have sent
them to school: with the underwear over the pants,the tank
top over the vest, and the socks over the shoes! What should
the correct sequence look like? By reasoning aloud with
the group of children, they independently manage to dress
correctly.

The second proposed game, on the other hand, combines
coding and movement: each tile represents a movement to
do, as shown in the Figure 2. Education tiles with the move-
ments on them are made available to the children. They
take turns choosing their favorite movement and, putting
them in sequence, create a dance to try all together. This
type of exercise can also be proposed during motor skills
hours by changing the symbols as desired to create motor
pathways for the children.

All the material used so far is paper-based and can safely
be printed by the school at little cost. Not only that: exer-
cises can also be suggested to be done at home with the
relevant material. In fact, at the end of the illustrated lesson,
suggestions of games to be played together at home were
sent to parents, complete with cards, obviously of a small
size, that can be printed, cut out and used. First suggested
exercises were:
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Figure 2: Dance with CodyFeetFree Cards Example

1. Practice discovering the sequences of instructions hid-
den in what we do: try to think together with the
children about a job you do often and what is the
right sequence of actions. For example to set the table,
brush teeth, cook pasta. You can draw the actions
together on instruction tiles and put them in sequence,
then have fun shuffling them around to see how much
the end result changes if you don’t perform them in
the correct sequence: if you drained the pasta before
you turned on the stove, what would happen?

2. Dance battle: each family member proposes his or her
own dance using the tiles already known from the
lesson at school. The others will vote to see who is the
best choreographer in the family.

3. Storytelling Inventory: tiles with good characters, bad
characters, places and objects are also provided. The
game is to create a sequence and invent a fairy tale by
following it. A similar exercise can also be offered at
school in storytelling hours, preparing tiles concern-
ing the fairy tale that will be read and asking children
to put them in the right sequence to recreate the story.

In a second lesson the term coding is introduced, starting
with the explanation that it is nothing more than a simple
way to explain an instruction to be executed. In the previous
lesson, symbols were used, as they are also used for example
on devices and remote controls: square for stop and trinagle
for play are already known at age 3. It is not only symbols
that are used for coding of course, and one of the most
frequently used ways is certainly the use of colors, which
can easily be explained to them by showing them a drawing
of a traffic light. Color coding will also be used in later
exercises, through the new codycolor tiles, explained in [22]:
these have only one color but no interlocks. Tiles are large
so they can walk on them. On gray they will step forward,
on red they will turn to the right and step forward, and on
yellow they will turn to the left and step forward. Since the
concept of left and right is not yet clear to all children, 2
yellow and red bracelets are used to help them i understand
which hand to turn toward. A first volunteer child is then
sought to put the bracelets on and an object is placed on
the floor: the other children in turn will have to choose the
right tiles for the child to reach for the object. The teacher
places the first one and the child stands on it, then it is
decided where to spot in the room to go further, and which
tile needs to be placed in front of the child’s feet to reach the
goal. The paths to take can be guided by imagination or by
stories read at school, for example, one can imagine that the
dragon is coming and a princess-doll needs to be collected

and then placed safely in a container-castle. A variation
may be, instead, to place an object in the center of the room,
arrange some obstacles on the floor and form two teams
that, starting from opposite corners of the room, will have
to try to reach the object first.

The third and final lesson introduces the chessboard into
the games. A large 5x5 chessboard is placed on the floor
and they try to create a path together like the ones on the
floor, but this time putting the tiles on the squares of the
board. The first tile is placed by the teacher. When the path
comes out of the chessboard then the teacher introduces
the last two new tiles to the children, namely the start and
end tiles of the path by putting the triangle before the first
tile of the path and the circle at the end. Start and end now
are put in retrospect, the following year they will instead
become constraints to be respected: they will be set at the
beginning and the children will have to make sure to create
a path between the two. All the necessary information and
tools for the next level have then been given.

The experience with 3 and 4-year-olds has been carried
out with 3 different classes of children year after year. Every
year it has been confirmed that through continuous inter-
action, playful exercises, and the presence of movement,
the children’s attention and interest always manages to re-
main high, often with requests from them to extend the
lesson. After the first trial year, in which many parents
asked for information following their children’s enthusiastic
stories, explanations and exercises that could be done at
home were introduced. Obviously interest is subjective,
but over the next two years 30 percent of parents shared
with us fairy tales and dances invented together with their
children or fun times when dad shaved his beard following
the sequence specially scrambled by his own child. We
initially expected this feedback to come from families in
which at least one of both parents worked in the computer
field or similar, and had clear concepts related to coding.
Instead, we feel it is important to make explicit that the
feedback was always related solely to the child’s interest,
and the parents who participated often asked for additional
guidance because, completely distanced from the concept
of coding and programming in their own work, they found
themselves intrigued in turn.

3.3. Consolidation of acquired knowledge and introduction of
Constraints and cycles

This second part is offered to 5 and 6-year-olds. In the first
lesson we start immediately with the chessboard but using
tiles that combine the two concepts of sequence and coding,
cody-feet cards. As explained in [21] and [23] these have
both point and wedge shapes to fit together like a puzzle,
and color, with the same coding as the codycolor tiles. The
main change from the previous level of difficulty is that you
do not create the path before, but during. The start and end
tiles are placed a priori, then 3 children proceed at a time,
each with a specific task: one of them will be the executor,
that is, he will only follow the instructions given to him;
one will be the analyst, who will decide on the sequence
of instructions to achieve the goal; and one will be the pro-
grammer, who, starting from the solution identified by the
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analyst, translates it into code to be executed. As much as
this process has always been followed easily and naturally
by children, we can see how complex it is: it involves doing
teamwork while managing to keep each person in his or her
specific role.

The first challenge to propose is to try to get the children
to create an increasingly shorter path, until they achieve
the shortest possible one. This explains the importance in
achieving a goal with as few instructions as possible: it
is achieved in less time and the performer gets less tired.
The link to scheduling in the business world is becoming
more and more evident, but there are still generalizable
motivations: for example, planning better for a long journey
allows one to arrive at the destination sooner, less tired and
spending less money on fuel. Some planning concepts can
then be explained through simple games, such as creating a
tree of depth 5 by keeping the same starting point but, by
choosing tiles from a predefined set, reaching different end
points. By drawing each path on an A4 sheet of paper with
the 5x5 checkerboard reproduced and going over it on tissue
paper, the various paths found, when overlaid, will show
just such a tree. Again, is sent a document to their parents,
with an explanation of what was done, together with tiles
and chessboards that they can print out to play with their
children on A4 sheets. Some challenges proposed for home,
and shown in Figure 3,are a first approach to the concept of
constraint, which will later be explained at school. Using a
3x3 chessboard, how could it be filled using any tiles? How
could it be filled if one had no yellow tiles? What if one had
only two grays?

Figure 3: First Approach to Constraints Excercises

The concept of constraint in class is introduced with a
google maps satellite map where they can see their school
from above. Different groups of children are asked to draw
the route they would take to reach a house nearby where
they are having a big party. They may choose different
routes, but instinctively they will follow the constraint of
only being able to drive a car on one road: none of them
go through a farmer’s field or a park, even though doing
so might take a shorter route! During exercises on the
chessboard, constraints will be obstacles of various kinds to
be avoided in order to reach the goal. Again, they develop
concepts through themes they are dealing with in school
or by linking them to a particular time of year. In this
three-year project, for example, a game was proposed where
the child had to program a robot to make it clean a room of
garbage by managing a separate collection of items: paper,
plastic and organic. As shown in the Figure 4 in order to
clean up everything it will be necessary to start with one
type of objects and then move on to the others.
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Figure 4: Garbage Collection Excercise

Both at school and at home, collection challenges have
been proposed: the Easter Bunny’s Easter egg collection,
shown in Figure 5 where the child has to impersonate the
rabbit and return to his burrow trying to put as many eggs
in his basket as possible. Similarly, for the holiday season, a
tale of a blizzard has been proposed at home, that dropped
a lot of presents from Santa’s sleigh, which he must now try
to retrieve while being careful not to fly into high buildings.
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Figure 5: Easter Game Example with Solution

During the third year of the piloting of this program,
the 2021/2022 school year, one section of the school was
following a parallel experiment in which the section teacher,
from the morning reception until the end of lunch, commu-
nicated with children only in english language. We then
took advantage of this for a joint, more in-depth lesson
on exercises related to one of the cycles of programming.
The english teacher previously explained the key words
IF THEN ELSE to the children. Next, taking a cue from
the story of a bee that served as a thread for the various
exercises on the board, children are divided into 3 groups.
In the first group the bee, which cannot fly because it has
injured a wing, will have to reach the hive while avoiding
lakes and stones. In the second group the bee will be given
a bulldozer and will be able to go over the boxes with stones.
In the third group the bee with the boat will be able to cross
the lakes. At the end of each of the three paths, the tiles
used on the small checkerboards on the A4s are redrawn
and overlaid on tissue paper. This time overlaying the 3
tissue papers will show the decision tree. The first real
pseudocode is then made for the children to write. An
A4 has already written IF <drawing bulldozer> then <free
space> ELSE IF <drawing boat> THEN <free space> ELSE
<free space>. In the three free spaces, the children will draw
the sequence of colors they used in the three paths. This
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simple pseudocode got them so excited thinking they were
becoming real programmers that they wanted to do it again,
with the results shown in the Figure 6.
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Figure 6: If Then Else Pseudocoding Example

This second phase of teaching tended to have less feed-
back at home: 20 percent of parents reported examples of
exercises done with the children. In contrast, there was a
noticeable increase during lockdown periods when schools
were not open: coding was gladly exploited at home to
teach in a playful way. During these periods as many as
60 percent of parents shared paths, challenges, and even
proposed new ideas followed by other parents in the school.
The simplicity of these tools that can be used to stimulate
computational thinking was certainly confirmed by show-
ing how it is accessible to everyone and easily transformed
into fun games that can be proposed even to very young
children.

4. First approaches to technology

One of the main tools of coding is visual or block pro-
gramming: this type of programming offers an intuitive
approach, reducing syntactic rules to simple interlocking
between blocks of complementary shape. In short: the
program code does not have to be typed. Even for children
as young as 5 or 6, who still need to learn to read and write,
visual programming thus allows them to immediately ex-
perience the effect produced by the colored blocks on the
characters, called sprites, that animate the story or game
being created. As children play and invent stories, they
have to work hard to figure out which colored blocks to
choose and fit together to recreate what they have in mind.
As they do this, they unknowingly write lines of computer
code. Block programming is shown as a first approach to
technology.

4.1. Block coding Example

Harking back to the previous lesson, we begin by showing,
on old smartphones lent by parents and given to various
groups of children, a game in which, using exactly the pseu-
docode written with them in lesson three, the bee makes the
three different paths. The mblock platform was used for this
purpose, as it easily allows one to create ad-hoc blocks and
visually reproduce exactly the sequence that the children
see on the sheets they filled in. In figure 7 we can see on the
upper part the game and on the lower the code, with the
color of the instructions that the children had chosen in the
different paths.

&
et ok <> l
AP i M8
boat
é-
/‘( bulldozer

start
o |
_mw @ steps
1

Figure 7: If Then Else Implementation with mBlock

4.2. Programming a robot

Certainly finishing kindergarten by programming a real
robot was the winning choice. As explained extensively in
[21], it is explained that depending on the object we want
to program the coding to be used changes. In fact there are
so many programming languages and often a programmer
is faced with the need to transcode one of his sequences.
Transcoding is necessary to transform the paths taken on
the large chessboard into a sequence of keys to be pressed
on a robot to make it take the same path on a chessboard of
a suitable size for the length of the robot’s step. The focal
point of teaching at this last stage is actually the error. Easily
children can make mistakes in the sequence on the robot,
and at the first mistake you will cheer up the child by letting
him know when the mistake is important to understand in
order to correct and improve the path-it is nothing more
than the debugging that every programmer does for a very
high percentage of his working time! It is important to look
very carefully at each step performed by the robot: when
does it not do what we expect? That is exactly where there
is the error that needs to be fixed!

It is also very interesting to introduce voluntary errors
at 3 different points in the same sequence: at the beginning,
towards the middle and almost at the end. The earlier we
introduce an error the farther it will take us from the desired
result.

Fortunately, also the robot was chosen not only for its
easy transcoding but also for its decidedly low cost: this not
only helped the school but also the parents. In fact, each
year 25 to 30 percent of the seniors were so proud of the
programming achievement that they asked their parents for
the robot they used at school as an end-of-school gift.
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5. Primary School

By primary school, manual dexterity has markedly im-
proved, and all children are already familiar with smarth-
phones, tablets, and interactive whiteboards at school. Until
they are yet able to read and write, a less paper-based and
more technological approach to coding can still be given
through online applications.

Despite this, a first approach that summarized the pre-
viously assimilated concepts proved to be effective. We had
further confirmation of the easy adaptability of the tools
chosen in this case as well: a specific school, for example,
had chosen a ship of little pirates as the theme that would
also act as a leitmotif in the textbooks. During the first
year it was easy to organize courses related to this area, for
example:

e drive the ship between rocks and sea monsters making
it arrive at the treasure island

e follow a map and reach the treasure by passing
through marked key points

Adding motor skills is still important especially in the first
year, therefore both courses of this type and exercises via
applications on tablets or interactive whiteboards have been
proposed, in parallel.

Scratch is a programming language developed by MIT
(Massachusetts Institute of Technology) and made freely
available. It is a block programming environment used for
coding that aids in logical reasoning. In this environment
there is no need to type any lines of code, but simply drag
and drop blocks. The block system allows the implemen-
tation of a series of commands by simply arranging the
blocks in a particular order. Each block corresponds to
a command and they are executed in the order in which
they were placed, from top to bottom. These features make
Scratch undoubtedly one of the most popular programming
languages for children.

Scratchjr is a declination dedicated to younger children
and can therefore be approached in first grade. In this case
blocks do not have written description of the related instruc-
tion but explain it with an intuitive picture. Available blocks
are divided into 6 groups according to their functions:

1. the yellow group contains all the possibilities for start-
ing a sequence: when you press start, when you touch
a character, when a message comes to the character,
and so on;

2. the blue group contains all the movements the charac-
ter can do;

3. the purple group allows you to perform certain actions
such as making the character talk, making him zoom
in or out, making him disappear or appear;

4. the orange group contains cycles and timings;

5. the red group only indicates whether the sequence at
the end should be repeated in a loop or not.

During the first year Scratch]R is then used to learn how to
use blocks in sequence.
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Figure 8: ScratchJR Blocks

mEXUEE D

Figure 9: School Dance with ScratchJR

Figure 10: Race with ScratchJR

Exercises are aimed at recognizing the groups of blocks
and using them creatively. The first one is, in fact, dedicated
to the blue group that will lead the babies to organize the
school dance. Each child chooses his character and his 10
moves. An example of an implementation performed by 3
children can be seen in Figure 9. Then, exploring the orange
block, students can play a game of guessing who comes first
among the chosen animals. One child in turn will choose 3
different animals, decide the speed of each one to the other
children will decide which animal to bet on. In the example
proposed in Figure 10 the child had the heavy elephant
come first, the fast zebra second and the lazy piglet third.
The level of difficulty is increased in subsequent lessons
by proposing the creation of real stories. For example, this
school year’s class decided to fulfill the math and science
teacher’s dream by arranging for her to travel to the moon.
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As can be seen from the Figure 11 sequence, movement,
action and timing blocks were used.

As a last exercise they are stimulated in thinking of a
more complex story with at least three characters interacting
with each other. For example, one class proposed the follow-
ing story: the child comes out of school and his mother takes
him to his best friend’s house to play together. Together
with the teacher, the children first have to identify inter-
actions, that is, when one character’s action starts another
character’s sequence. In this case, the following interactions
were identified:
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Figure 11: Travel to the Moon with ScratchJR
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Figure 12: More Complex Interactions with ScratchJR

1. when the child appears outside school mom walks
from home to school.

2. when mom comes to the child they go together to
his friend’s house, that is both child and mother start
walking.

3. when they arrive the friend immediately says "hello".

In Figure 12 we see the implementation on scratchJR of the
story. All interactions are expressed by sending colored
letters, the receipt of which is the start of another sequence.

5.1. Deepening of block programming

With reading and writing skills established, the mBlock
platform can be used in third and fourth grade. Make-
block, or mBlock [24], starts with scratch 3.0 and expands
its opportunities by tying it to different types of hardware
devices and the language C code hidden behind each block.
Children can then approach this transitional version be-
tween the block world and real programming code. As on
Scratch, blocks on mBlock also have the description of the
corresponding instruction written in text. The first exercises
proposed are similar to those done on scratch,for example
implementing again the trip to the moon with mBlock. If the
school where this program is being followed is in the same
territory as the preschool and therefore there are many chil-
dren who have followed the previous path, it is interesting
to analyze with the newly acquired skills, the coding that
the teacher had written for the exercise on the if,then,else
cycle. The groups of available blocks, compared to scratch]R,
obviously have many more instructions in them, and groups
of operators and sound actions are added. The connection
with programming languages is evident in the group of
loops in which we find all the most frequently used ones.

5.2. Exercises with advanced circuits

Fourth grade concludes with an actual project, including
hardware. The harware used can be an Arduino UNO or
Elegoo UNO, there are kits for both including LEDs, sen-
sors, displays and many other devices that can satisfy the
children’s creativity, at a very low cost, such that a school
can buy enough of them for children to work on in small
groups. The project involves developing a kit that lights up
the Italian flag and plays the anthem at the push of a button
and was explained specifically in [25].
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Figure 13: Looking for Repetitions and Notation Transformation

It first involves the music teacher, with whom the score
of the anthem is analyzed looking for repetitions of groups
of notes, as shown in Figure 13. Next comes a thorough
understanding of the notes and their encoding in Anglo-
Saxon notation, necessary for programming, through the
transformation table in the same figure.

In Figure 14 we see the final real implementation of the
project, thoroughly explained in [25]. Programming the
hardware is done precisely through mBlock, already widely
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used by children. The Arduino UNO device is simply added
to the software, and by connecting the Arduino to the PC,
the program written through the blocks is loaded to it.

Figure 14: Real Implementation of the Anthem Project

Fifth grade is dedicated to creativity. The goal is to
collaborate on the creation of an interactive landscape. The
first part is devoted to analyzing what kits provided to the
school include, getting inspired. The various proposals are
then evaluated together, both from the point of view of
feasibility and difficulty, deciding the number of people of
each team that will develop the chosen ones. This project
is still developing, enthusiasm is high, and many ideas
have emerged, from which some choices have been made
according to feasibility.

The simplest projects made by groups of two children
will be as follows: The starry sky: several white and yellow
LEDs with different on and off timings will be placed behind
a blue veil, giving the idea of stars shining. A light sensor
will be placed upstream so that the led circuit will be acti-
vated only if the sensor is in the dark or is dimmed. Design
drawing and first draft of programming are respectively on
the left and right side in Figure 15

Figure 15: Starry Sky Project

Traffic management at an intersection: programming
two traffic lights by reasoning about the timings needed to
operate the "intersection properly without causing accidents.
The design drawing is in the left side of Figure 16, and, in
the draft scheduling on the right part of the same figure,
we see the timings of the two traffic lights studied through
some simulations to see if they were suitable for cars to pass
through without accidents.

Figure 16: Traffic Lights Project

More complicated projects were then chosen to be car-
ried out by larger groups. A group of three children will
design an advertising panel in which LEDs are turned on
in different ways to show different figures every minute.
The main work was to understand the matrix of the LEDs
and, by reproducing the designs by coloring squares on a
checkerboard the size of the display used, translate them
into block code.In addition, it is necessary to find the correct
extension for managing the led matrix through blocks. On
the left side of Figure 17 we see the design and, in Figure
18 on the right two examples of programming to make the
image of a heart and an up arrow.

fritzing

Figure 17: Advertising Panel Project

Figure 18: Matrix Programming Examples

Groups of four children will work on projects concerning
the school that will be included in the landscape. The first is
an automatic cooling system based on a temperature sensor
that when a given threshold is exceeded activates a fan.
In addition to finding the right extension to have suitable
blocks to handle the sensor, this project was assigned to the
children who had shown more interest in the electronic part.
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In fact, of course with great help from the teacher, it was
necessary to include other elements: a resistor, a diode and
a transistor. In Figure 19 on the left we see the design and
on the right the block programming. The second is a pad
with security code for school entry. For ease of resolution,
the code is a single digit. If the correct digit is pressed, the
green LED lights up, otherwise the red one.

Figure 19: Cooling System Project

The main difficulty is connecting the pad and initializing
it on mBlock, as well as having to find the correct extension
to handle the pad here as well. Again we can see in Figure
20 on the left the design and on the right the programming.

Figure 20: Security Code Pad Example

The low-cost kit proposed to the school contains many
other devices not used here but which can lead to further
projects that can be implemented in a primary school but
with a great final functional impact. For example, it could
be possible to automatically turn on the external lights of
the school that is part of the project, using a proximity
sensor. The cardboard model representing the school is
equipped with some LEDs connected to a proximity sensor
and an ultrasonic sensor is placed on the ground. When
you place a hand at a predefined distance or less, all LEDs
will light up for a certain number of seconds. The circuit
diagram is shown in Figure 21. In Figure 22 we see a last
example of a level crossing. In an infinite loop, for example
every 5 minutes, the servomotor is activated so that the
rod attached to it, colored to remember the level crossing,
moves 90 degrees centigrade to close going into a horizontal
position, lighting up the red LED parallel to the start of the
movement. After 1 minute the servomotor will move 90
degrees in the opposite direction, so as to reopen returning
to the vertical position, and finally the LED will turn off.

Figure 21: Switching on of Lights with Proximity Example

Figure 22: Level Crossing Example

The final step will be to show the programming code
related to the blocks they used on mBlock and try to ana-
lyze it together, so as to have a first approach to the actual
programming. The code in C language related to the hymn
implementation blocks, being very simple and repetitive,
lends itself well to being a first approach in which the struc-
ture of a program written in code is studied. As can be
seen from the extract of Figure 23, the following can be
highlighted: the inclusions of external libraries in the head
of the file, the subdivision into functions, the initial setting
of the variables, the main while and for loops,several calls to
functions which will give an output relative to the variables
that are passed as input. A more advanced analysis can
instead be carried out thanks to the code relating to the
exercise on the security access code. In Figure 24 students
could, first of all, understand how the Pad matrix and its
configuration on the hardware side are instantiated, so as
to be able to uniquely encode each key pressed. The final
challenge that can be proposed is to analyze the code to find
the right point, shown in Figure 25, which must be changed
to change the security code that should be pressed on the
Pad.
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#include <Arduino.h>
#include <Wire.h>
#include <SoftwareSerial.h>

8 float button = @;

10 void _delay(float seconds) {

11 long endTime = millis() + seconds * 1000;
12 while(millis() < endTime) _loop();
13}

14

15 etup() {

16 de(7,0UTPUT);

17 pinMode(7,INPUT);

18 inMode(11,0UTPUT) ;

19 Mode(12,0UTPUT) ;

20 inMode(13,0UTPUT);

P | pinMode(9,0UTPUT);

*2 while(1) {

23 digitalWrite(7,1);

24 while(!(!(digitalRead(7))))

25 {

26 _loop();

27 3

28 digitalWrite(11,1);

29 digitalWrite(12,1);

30 digitalWrite(13,1);

E! for(int count=8;count<l;count++){
3 tone(9, 29 >*1088) ;

delay(@.5%1000);

Figure 23: Analysis of the C Language of the Hymn

Figure 24: Analysis of the Pad implementation in C

a4 while(1) {

exOf (String("s™)) > -1){

Figure 25: Modification of the Security Code

Each group will have its own degree of interest and un-
derstanding of the programming code, so it will be decided
from time to time what type of analysis to propose in terms
of difficulty and depth.

6. Conclusion

Economic investments and initiatives aimed at introducing
coding into schools are present, as we have seen, in all
continents: the first started in 2014, the last in 2020 but the
diffusion is now widespread and is slowly becoming even
mandatory in most part of the countries. In Europe, Italy
is one of the last to have confirmed its willingness to invest
in this topic at a political level and our aim was to move
proactively with the first pilot projects to arrive at a complete

and structured proposal, easily applicable in every school,
in the moment in which the obligation would also arrive in
our country. To our great satisfaction we have reached our
goal early: compulsory education in Italy will start from
the 2025/2026 school year. This work, which continues to
be ongoing and expanding to this day, has always aimed to
define a project that can be used in schools to incorporate
coding into the school curriculum. The proposed solution
respects the need to have neither additional funding nor
impacts on current hours and human resources, constraints
imposed by the Italian government. The choices made, in
fact, took into account many key aspects that we summarize
here. First of all, continuity: the main idea is a program
that starts in kindergarten with 3-year-old children and
continues until the end of compulsory schooling. It can be
seen that all tools chosen for teaching are: on the one hand
optimized for the age-appropriate skills of the students, and
on the other they have a common thread that leads naturally
to the next level of learning, which always has points in
common with what was used previously.

The concepts of instruction, its coding through colors or
symbols, the algorithm seen as a sequence of instructions
that allows to reach an objective are proposed first to 3 and
4 year olds. The computational complexity of proposed
exercises already increases in children aged 5 and over by
adding constraints, transcoding and using symbols for pro-
gramming a robot. The change of school at the age of 6 starts
with a recovery of the concepts seen, through exercises on
the chessboard, however combining them with their im-
plementation of increasing complexity, on applications for
touch devices, thus introducing block programming. This
same block programming is finally linked to the hardware,
to give life to ever-changing projects, which start from the
ideas of the children themselves, and lead to the creation
of something functional and interactive. The discovery of
the C language code hidden behind the blocks, its analysis
and modification allows students to reach the end of pri-
mary school with a suitable preparation for learning real
programming languages.

Although this work is focused on kindergarten and el-
ementary school, the same tools can be used to continue
teaching in the following years, moving to the actual pro-
gramming language, analyzing it, testing it, fixing it and
gradually abandoning the use of the block language.

These 3 years of experimentation have brought various
results:

¢ student interest has always been high throughout the
process;

¢ a minimization of hours needed has been obtained,
since all the necessary basic skills are already present
at each change in difficulty level and teaching is dedi-
cated only to novelty in the strict sense;

* even in the primaries in which the project was not
implemented, there was evidence of how the basic
notions of coding already received in kindergarten
had made it possible to immediately move on to more
advanced coding;

¢ the appropriateness of the increasing difficulty pro-
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posed in parallel with increasing age was confirmed
by the students” understanding;

* paper instruments or electronic devices chosen, have
always been tools with a negligible cost and easily
accessible by public schools;

* it was possible to consolidate a list of already tested
materials to offer to schools, accompanied by lessons,
course examples, application exercises and examples
of Arduino hardware that can be replicated or used
only as a starting point.

LepidaScpA, among all its objectives for the citizens of the
Emilia Romagna region, has always had computer literacy,
aimed at schools but not only, and ensuring all schools
broadband connectivity to better exploit the current me-
dia technologies. The channel of communication towards
schools and citizens is therefore already open on these topics
and this has led us to think, as a work for the near future, of
providing a portal for the exchange of information on the
topic of coding. Sharing is thought of at different levels:

¢ publicity of training and information events by the
municipalities;

¢ sharing initiatives in schools;

¢ exchange of ideas, material and examples between
the teachers of the schools themselves, making the
material deriving from our training proposal available
first;

¢ exchange of information and clarifications with the
students’ parents, trying to involve them in the pro-
cess;

¢ exchange of ideas, projects and collaborations between
students, both from the same school and from different
schools.

The basic concept of the portal is that the exchange of opin-
ions and ideas, in this first phase of the approach that Italy
is having towards coding, leads to an increase in interest
with a consequent natural generalized enrichment among
participants, making it a facilitating tool in the diffusion of
teaching coding in schools of Emilia Romagna Region. In
the hope that it will be an inspiration for the whole national
territory.
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ABSTRACT:

This paper focuses on the genesis and evolution of our specific Company tool. It is aimed to tackle the
problem of verifying the health status and availability of residual bandwidth between any node over the
Lepida ScpA broadband network. In fact, there must be a correspondence between active contractual
obligations signed by local network operators and the physical bandwidth which we allocate. This is
the key factor that must be addressed in the early phases when processing any bandwidth requests
from local customers. Before the introduction of our tool, this verification process has been carried out
almost manually with a substantial cost in terms of time. The adoption of this in-house developed tool
allowed us to substantially shrink of the verification time required and to provide an overview of the
network status. Our tool is grounded on building a graph representation of the network and on well

known graph algorithms.
KEYWORDS Graphs, Network bandwidth, Broadband

1. Introduction

The access to broadband Internet connection for citizens and
companies is considered critical for the social and economi-
cal development of a modern Country. The geographical
diversity of the territory of Italy created a situation in which
anon negligible amount of areas suffer from poor connectiv-
ity. Unfortunately, there are cases in which these areas are
not covered at all. These situations pave the road to what it
is usually called as "digital divide".

Trying to limit and hopefully eliminate this problem is
on top of the National and European Union (EU) agenda. At
a Regional level, our company -Lepida ScpA[1]- is the main
operational instrument regarding the Regional Information
and Communication Technologies (ICT) Plan implementa-
tion. It has been created in 2007 by the Emilia-Romagna
Regional Government (as unique shareholder and founder);
currently, it has several hundreds Public Administrations
(PAs) and Public Entities (PEs) as shareholders, and its
activities are dedicated to them.

In order to accomplish the Plan, Lepida ScpA manages
the strategies of broadband networks and several other ac-
tivities such as: ensures and optimizes the delivery of ICT
services and develops cloud infrastructures. In addition,
it implements and manages innovative solutions for the
modernization of healthcare paths in order to improve the
relationship between citizens and the Regional Health Ser-
vice in accordance with the provisions of EU, National and
Regional Digital Agendas.

One of the core businesses of Lepida ScpA is selling
its fiber optics network bandwidth at fair prices to local

network operators. In turn, network operators sell an In-
ternet connectivity service to their customers. Often, these
operators offer their service to the specific niche of customers
which are located in poorly covered areas or not covered yet.

Knowing how much bandwidth Lepida ScpA can pro-
vide from a particular network location, is just the first
basic step to provide a quality service. When the customer
request cannot be satisfied, it has to be aborted. In this
case, it is required to plan an action in order to update the
infrastructure and to satisfy similar requests in the same
area ad soon as possible.

The band allocation is just one step in a wider and more
sophisticated process that allows our Company to manage,
update and expand the Regional broadband network.

It is important to note that bandwidth checking or mon-
itoring here has nothing to deal with traditional real time
bandwidth consumption monitoring. What really matters
for us, is that when we sell some band to a customer (i.e.,
an operator), the sum of all bands sold must be compatible
with the actual physical network capabilities of the area
where the service is going to be provided.

In the last few years, the process of checking the band
availability over the network had a significant evolution and
lead to the creation of a specific tool having a set of continu-
ously growing capabilities. This tool, Banpa CarcuLus, is a
building block that is going to integrate with several other
tools that are on the way. In this work we are going to show
the evolution of Banpa Carcurus and we provide the vision
of our end goal in which Banpa Carcurus will inter operate
with the other company tools which are part of the process.

Banpa Carcurus started as a data science notebook dealing
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with just one network node at a time, but now it is a stan-
dalone web application. Over the years, it become an holistic
instrument capable of providing the bandwidth status of
the whole network and to highlight the less capable parts or
the ones already in a suffering state. The network topology
is another key aspect when dealing with the healthy of
a network. Identifying specific patterns that potentially
lead to issues became one of the available features of Banpa
Carcurus.

The remainder of this paper is organized as follows. In
Section 2, we briefly review the current state of the art, then
we discuss the specific scenario we tackle in Section 3. After
presenting our algorithms and their implementations in re-
spectively Section 4 and 5, we finally draw our conclusions
in Section 6.

2. State of the Art

Since the kind of monitoring or sanity checks to the net-
work topology are very dependent to our Company’ specific
needs, it is quite hard to make any comparison with existing
tools.

In fact, there are plenty of monitorin] tools [2, 3] and
estimation mechanisms available [4]-[5] on the market and
in the open-source community which are suitable for band-
width monitoring for example. Essentially, the idea behind
these kind of tools is collecting data from network devices
(such as: server hosts, routers or switches), usually via Sim-
ple Network Management Protocol (SNMP). Alerts can be
set when specific parameters go beyond a predefined range.
In particular, more sophisticated tools are not just limited to
present charts in a dashboards, but they can also react to un-
desirable events by exploiting collected data with machine
learning algorithms [6], [7] and making predictions.

However, our aim is different. We already have these
kind of tools for monitoring network resource consump-
tion, such as bandwidth, detecting anomalous behaviors
and/or listening for alarms. Here, as stated in Section 1, we
are not interested in real-time monitoring or consumption of the
bandwidth.

Graph databases, such as Neo4] [8], are an emerging
breed of tools coming from data science aimed to organize
and gather data on complex structures such as graphs.

Neo4j would be ideal to build our network graph and
to check its structural topology. Unfortunately, when an
algorithm has to modify or add new node attributes and
eventually change the structure links, it becomes highly
complicated. Essentially these tools are mostly designed
and optimized for querying complex structures but not for
making modifications on the fly.

Since our needs are very specific and our algorithms are
not just graph queries but complex procedures that shapes
the structure in a specific manner, we decided to build an
in-house, custom solution and to ground it on more general
graph computing libraries and other high-level abstraction
frameworks.

3. The General Problem

Table 1: Types of node elements in Lepida ScpA network. Unfortunately,
for non-Italian speakers, many of their acronym come from their Italian
name.

Acronym | Description
PAL Lepida ScpA Access Point (Italian: "Punto di Accesso
Lepida")
AG Aggregator (Italian: "Aggregatore")
PR Radio bridge (Italian: "Ponte Radio")
DC Data center
MIP Final endpoint to the core network
END POINT | Union between the DC and MIP node sets

The broadband network is make of several types of nodes
(e.g., PAL, AG, PR, DCand MIP), which are listed in Table 1.
This list in not exhaustive, but just the nodes significant for
this paper are present.

The set of ENDPoints represent our core network, while
the rest is the access part providing end-users up-links. In
the core network we can manage the bandwidth by choosing
between (i) tuning specific Quality of Service (QoS) strate-
gies or (ii) upgrading the backbones. In the access network
instead, where Banpa CarcuLus comes into play, our policy is
to do not allow any overbooking.

When an operator makes a bandwidth request, the re-
quested band has to be booked for a specific network node,
which is usually a PAL or AG node type. The fundamental
role of Banpa Carcurus is ensuring that the operator band re-
quests are compatible with the current state of network bandwidth
capabilities.

The information that is adopted to build the network
representation as a graph structure is mainly taken from
our Network Management System (NMS). This is where the
information about the whole broadband network infrastruc-
ture is stored. This knowledge is essentially maintained by
human intervention through our NMS web interface. Since
several people are involved in these maintenance activities,
which are mostly manual, this process tends to be error
prone. In this vein, our goal is to exploit Banpa Carcurus in
order to perform sanity checks and to iron out the majority
of mistakes. In fact, this focus on sanity checks is one of the
latest updates we performed on our tool and we are going
to address this topic in the next chapters. We exploited two
(REST) APIs to ingest network data:

1. single node oriented: data from a single node can be
queried by name!; it returns who are the node’s im-
mediate neighbor, details of each interface and the
(total) current bandwidth reserved by operators. The
former item is a key factor for bandwidth calculation.
Unfortunately, this API has several limitations, such
as: it has no access to PR nodes and it is slow.

2. graph oriented: it is the newest API and it has been
built for the purpose of our tool. This service provides
a representation of the whole network in a JSON for-
mat structure that is in turn converted into a directed
graph object. Essentially, it has the same features of

1This is not a fully qualified DNS name, but follows an ad-hoc, internal naming scheme.
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the previous API but non of its limitations. In fact, it
has access to PR nodes and it is much faster, since it
collects all data with a single call.

The fact of only considering a subset of network entities
(see Table 1) leads to the chance of having a disconnected
graph. In practice, this possibility becomes a certainty and
our graph is actually disconnected and scattered in about 30
components. However, the not considered entities are not
very relevant in topological terms. This allows us to have
98% of nodes inside the graph largest component, where
the bandwidth algorithms are run.

Figure 1: Network graph from which has been extracted the node L sub-
graph. END POINTSs are depicted as a rectangular box, while other nodes
are elliptic boxes. When present, the number inside a node box represents
the allocated, total operator bandwidth.

An simplified example of the particular structures
(graphs) we have to deal with is provided in Figure 1,
where a sub-graph for a target node L is shown. Suppose that
an operator requests to allocate a band amount x over node
L. From the whole graph, we have to extract or isolate the
sub-graph in which node L is located including its neighbors
and their (eventual) sub-trees in a recursive fashion. More
precisely, staring from node L, we add nodes until: (a) a
leaf node is found or (b) an END POINT node is found. We
remind the reader that the ENDPoints set is given by the
union of MIP and DC node sets (see Table 1). In order to
simplify the plot even further, all links speed is set 1 Gbit/s
and it is not shown explicitly.

Since we have a directed graph, each node can have in-
bound and outbound edges which are respectively marked
as down-link or up-link. Each connection between a pair of
nodes it is actually implemented by a pair of edges: an up-
link and a down-link edge. The route direction of up-link
edges is towards an END POINT, while the route direction
of down-links is towards leaf nodes.

Every node is enriched with its current reserved operator
bandwidth (or_sanp) if it is # 0. Note that current reserved

operator band parameter represents the cumulative amount
of band reserved by any operator on that node. Dotted edges
represents inactive links. This kind of edges usually connects
a node A to one of the MIP nodes available. As depicted
in Figure 1) node A is configured using an active-standby
pattern, where the connection to MIP2 is the standby or
back-up part which is exploited if and only if MIP1 link fails.

Node L sub-graph

Figure 2: Prototypical, but more realistic representation of node L sub-
graph. The gray filled shapes of nodes Q, R, K and S represent a chain
structure where all edges are tagged as up-links. Two distinct pairs of MIP
nodes are shown and are linked to distinct (PAL) nodes (i.e., A and U).
The box on the left encloses node L sub-graph (LG) after the final filtering.
Due to consecutive filtering processes, only up-links are left as they are
exploited by the calculation algorithms.

From Figure 1 it is intuitive to understand that the avail-
able bandwidth from node L have to take into account any
consumption at any node in the sub-graph; in other words,
each node that stem from any down-link sub-tree might
contribute to bandwidth consumption and it must be taken
into account.

The general idea is to manipulate the graph structure
by enriching edges with a parameter (i.e., AvaiBanp) which
keeps track of the current band availability measured in
Mbit/s.

This annotated graph is suitable to calculate the residual
band between any node ad its END POINT by running any
well known algorithm [9, 10]. The algorithm is going to

www.jenrs.com

Journal of Engineering Research and Sciences, 2(4): 01-13, 2023 3


http://www.jenrs.com

@3 JENRS

G.P. Jesi et al., Graph-based Tool for Bandwidth Estimation

calculate the residual band on every edge in the sub-graph
(by definition) and not just over the path between a target
node and its END POINT.

Unfortunately, real world conditions often present more
complex scenarios. Figure 2 shows a prototypical, but re-
alistic representation of a target node (L) sub-graph in our
broadband network.

This sub-graph exhibits two main peculiarities: (i) it has
two chain structures and (ii) two pairs of END POINT nodes.
The former peculiar structure represents an exception to
previous schema in which for any node pair (X, ¥) we could
only have one up-link and one down-link edge. Here, both
edges are marked as up-links. This exception often allows
the target node to reach multiple pairs of ENDPomnts and
this can complicate the band calculation as several (short-
est) paths per END POINT becomes available. In addition,
the larger the graph, the more challenging becomes its
visualization and understanding.

In order to overcome these issues, we first need to clarify
and impose that data traffic must follow the shortest path
available to the closest END POINT and following the fastest
links when possible. The closest MIP pair for a target node
L is identified by the first steps of the algorithm. In the
sub-graph, the set of nodes (LG) sharing the same closest
MIP with target node L are the ones over which the actual
band calculation is performed. In Figure 2, graph LG is the
portion enclosed in the box.

More formally, we can express the available or resid-
ual band (RB) of node L in its sub-graph (i.e., see the box
enclosed sub-graph shown in Figure 2) as:

M

where the shortest path (pathq enproivt) is the smallest
set of edges {6,‘,,‘.,.1 > Citl,i+25 -+ o> ei+(n—l),i+n} connecting L to its
END POINT. The band value for each ¢, ; is the difference
between the edge link physical bandwidth and the (total)
operator band associated with the X;-th node of the edge:

RB (L) = min (band (pathL,ENDPOINT))

@

However, in order to address any operator band con-
tribution from any node in the sub graph that may affect
the edges over pathq, gnppoint), Wwe must consider all short-
est paths starting from any node in the sub-graph having
op_sanp # 0. Essentially, in the case depicted by Figure 2,
we have to consider the following set of paths and their
corresponding band contribution over each edge:

band (ei, j> = phyband (ei, j) —op_band (X;)

D3 A 38 MmiIp,

PR LR A mip,
RESMBLSp8 a8 mip
H3 83435 mip,

c 848 mip,

ES A8 mip,

By summing all instances of the same edge ¢; ; in the
above schema (e.g., D BA+D S A=310 Mbit) we ob-

tain the total amount of band consumption over each edge.
Essentially, we can rewrite (2) as:

band (e,-,j) = phyband (e,',j) - Z (e,-,j)k
kel

®)

where I represents the set of instances, as visible in the
previous schema, for each individual edge ¢; ;. In (3), for
any edge ¢; ; we can actually calculate the (residual) band
over an edge ¢;; by subtracting all or_sanp contributions
from the physical bandwidth available on the edge link.

This approach [11, 12] allows us to calculate the avail-
able band for any target node in our broadband network no
matter the complexity of the corresponding sub-graph.

3.1. Towards an "holistic” approach

After being able to estimate the residual operator bandwidth
for a single node in the network, we started to focus our
efforts in extending the calculation to the entire broadband
network. In fact, in order to monitor our network health
from a topological point of view, the fact of being able to
check one node at a time quickly became too limiting.

Since our basic mechanism is capable of calculation the
residual band for (any) node L and since each all sub-graphs
adopted for the computation are not overlapping, extending
the calculus over the whole graph? sounds straightforward
at least on paper. By adopting this approach, we can provide
a global view of the bandwidth status of the broadband
network and, by knowing which are the zones where band
availability is suffering or barely sufficient, we can plan for
an infrastructure upgrade.

Actually, we can move even forward.

Our tool, while searching paths over the graph struc-
ture can collect many interesting information. In particular,
checking any topological issue is a natural consequence of
visiting/searching over the graph. For example, we realized
that the two following main issues are more common: (i)
a path between two nodes is absent or (ii) a node from
the sub-graph is absent. Especially the latter issue might
stem from a mis-configured link property lying on the NMS
which triggered a node removal from the sub-graph in one
of the filtering phases.

In addition, we can build a timeline or history of the
band allocation for any node and showing its evolution
over time in terms of band allocation and infrastructure
upgrades.

Finally, our goal is to enable the following three new
features or sanity checks into Banpa CaLcuLus:

1. extract all critical path. A critical path is a path between
any two nodes A and B where the available band is
lower than a threshold sanp_tsp. We are interested in
all critical paths according to the currently selected
band threshold (sanp_tsp).

2. provide human readable information about any topo-
logical issue eventually spotted by the algorithm while
visiting the graph. The fact of having readable informa-
tion is particularly important in order to simplify the

2Here, we consider the largest component of the original network graph.

www.jenrs.com

Journal of Engineering Research and Sciences, 2(4): 01-13, 2023 4


http://www.jenrs.com

o8 JENRS

G.P. Jesi et al., Graph-based Tool for Bandwidth Estimation

task of fixing the (NMS) database, since it is carried
out by a group of people.

3. build a time history about operator band for each node
in order to be able to keep track of any change.

4. Algorithms

Our algorithm discussion is split into three distinct parts:
the first one (a) is dedicated to the residual band calculation,
the second one (b) is dedicated to the holistic sanity check
features, while the latter (c) is about the graph visualization
algorithm.

4.1. Bandwidth Algorithm

The basic idea underlying the algorithm in order to calcu-
late the residual band for a single node is to first annotate
the graph with an AvarBanp parameter and calculating the
bandwidth, as previously stated in Section 3. The annotation
process requires several filtering steps over the graph which
are aimed to ensure data consistency and normalization.
These steps are summarized as follows:

* consistency check: it guarantees that each record in the
JSON structure coming from the NMS API contains all
parameters which are relevant for the band calculation.
It ensures that their values are in their corresponding
ranges and are not null or NaN. A graph object G is
generated at the end of this step.

e first filtering: from the previous polished graph G it
is extracted a sub-graph S G according top a selected
target node L. The graph SG is identified through a
Breadth-First Search (BFS) over G starting from node L.
The search stops when an END POINT or a leaf node
is found.

e second filtering: S G sub-graph is refined a second time
in order to just select only the relevant edges. More
precisely, only edges with the following characteristics
are kept:

— edge parameter 1s_acrive is true
— edge parameter TempLATE is not "NA"

— edge parameter bir is "uplink"

During this step, each edge is annotated with an
AvarLBanp which is initialized to the current edge speep
parameter value.

e third filtering: finally, graph SG is further reduced in
case multiple ENDPoints are present. According to
the chosen target node L, its closest MIP (or MIP pair)
is selected (i.e., MIP_crosest) and all nodes sharing
MIP_crosesrt as their closest END POINT are keptin SG.

This third filtering is only applied when the actual
band calculation is triggered.

The requirement to address each allocation contribution
provided by nodes in any graph sub-tree as well as in chain

structures, forces the algorithm to consider all shortest paths
from every node to the MIP and not just from leaf nodes.

Figure 3 shows the calculation algorithm using a pseudo-
code notation. The code does not take into account the
consistency check filter. It is basically split into three parts.
The first one is dedicated to the filtering processes (i.e., lines
1-9).

The second one (i.e., lines 10-14) computes all shortest
paths between every node and the sub-graph ENDPoinTs.
PATHs is a map or dictionary structure which collects the path
set for each node. The latter part instead (i.e., lines 15-28)
perform the actual graph visit and updates the AvaiLBanp
field over each visited edge. During the visit, any node
having allocated bandwidth - or_sanp field > 0 - and being
still unknown, becomes part of the already known nodes in
order to guarantee an exactly once semantic of the algorithm.

4.2. Sanity check algorithm

The sanity checks algorithm, expressed in a pseudo-code
notation, is depicted in Figure 4. The idea is simple and its
actuation is scheduled at regular intervals (i.e., A=24 hours).
For each node in the main graph (component) G we call the
main function (ger_banda()) which is the one depicted in Fig-
ure 3) which provides specific data structures required for
our application needs. More precisely, it works as follows.
The initialization phase (e.g, lines 1-4) prepares several data
object, such as a set for basic nodes (i.e, no ENDPoinTts), a
set for collecting topological issues and a database handle
where the band history is actually stored.

The procedure runs until the node set is not empty (e.g.,
line 5). Nodes are pulled from the set one at a time in a (uni-
formly) random order and the residual band is calculated
on the selection (e.g., lines 6,7). The get_banda() function
invocation generates two structures: (a) a banda_path object
holding the path from a target node to its MIP and the
corresponding residual band and (b) a subG object which
represents the target node sub-graph with nodes and edges
enriched. Nodes are annotated with their allocated opera-
tor band, while edges are annotated with their respective
residual band values.

At line 8, nodes belonging to the current target node
sub-graph are removed from the node set since the band
is computed for all nodes in the sub-graph. Any eventual
node band update is propagated on stable storage over the
database (e.g., line 9).

Finally (e.g., lines 11, 12), in case of exception, a handler
manages any arising error. Three kinds of exceptions are
actually trapped, which are the following:

® NoPathException: no path is found between node A
and B, where B is a MIP. This exception may arise
when there is a missing up-link edge between the two
nodes. Actually, it is likely due to a mis-configuration
in the NMS: in fact the edge can be present but it might
have a wrong label, such as configured as ‘down-link’
instead of ‘up-link’.

* NoNodeFoundException: a target node A or the MIP B is
not found in the graph. The reason for this exception
is likely due to the removal of this node during one
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1 G « 1st_filtering|()

2 G « 2nd_filtering()

3 nodes « G.nodes() () ENDPoinTs

4 avail_mips « G.sample()

5 known « SET()

6 if avail_mips.length > 2 then

7 | G.filter_closest_mip(target_node)
8 avail_mips « G.sample()

9 end

10 foreach node € nodes do

1 foreach mip € avail_mips do

12 | paths[node] « G.dijkstra(node,mip,weight=SPEED)
13 end

14 end

15 foreach node € paths do
16 used_band « 0.0
17 | path « paths[node]

18 source « node

19 foreach item € path do

20 cur_band « G[source][item][AVAIL_BAND]

21 if G.nodes[source][OP_BAND] > 0.0 A source ¢ known then
22 used_band « used_band + G.nodes[source][OP_BAND]
23 known « source

24 end

25 G[source][item][AVAIL_BAND)] « cur_band - used_band
26 source « item

27 end

28 end

Figure 3: Residual band algorithm pseudo code.

of the filtering processes. Again it is likely due to a
NMS bad configuration: in fact a node might has been
removed from the graph if all its edges are marked as
‘down-link’”.

¢ BadLinkException: in this case the system cannot calcu-
late any path since there are no ENDPoints available
in the sub-graph. Here, it is very likely that the sub-
graph MIPis connected through “inactive’ edges and
this triggered its removal from the graph. Again, the
underlying reason is a badly configured NMS.

4.3. Visualization Algorithm

It is important to note that this algorithm just focuses on
graph visualization and it does not affect the band calcula-
tion in any manner. While the graph objects we manage are
not huge, their size is in a range that poses a challenge when
trying to display them into a graphic interface window. In
fact, it is not unusual to deal with a node whose sub-graph
is about 1000 nodes in size. This especially happens when
radio bridge (i.e., PR) nodes are involved: since all their
edges are marked as uplink, they are likely to join distinct
parts (sub-graphs) of the broadband network by creating
loops that are not filtered out by the standard processing
that is performed.

Even a few hundreds nodes and their edges end up in

chaotic plot when trying to display them. In addition, this
plotting effort is quite useless because it is likely that the
vast majority of the (sub) graph does not participate to the
bandwidth consumption: only the set of nodes having the
same closest MIP as the target node are actually involved.
We remind the reader that the third filtering step is only
applied when the actual band calculation takes place. There-
fore, the sub-graph is not simplified yet. However, even if
the sub-graph would have been simplified at this time, it
might be too large as well to obtain a non chaotic plot.

In any case, when dealing with such oversize sub-graphs
we need to make a decision and choosing what we are really
interested to. It is not a matter to choose or design a new
plotting layout. When a user have to check the residual
band for a target, the goal is to see the situation over the
path that links the target node to its ENDPoints. The more
we move far from this path, the less is the interest and the
value for the information.

The amount of available band along this path is of course
dependent by the eventual contribution coming from any
sub-branch at each path node, but these contributions are
calculated by the previous algorithm (see: 4.1) and affect
the band availability at each edge.

According to what we just stated, the basic idea underly-
ing the visualization algorithm is to first focus on the shortest
path connecting the target node to its closest MIP (i.e., or
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1 repeat periodically every A time units
2 nodes « G.nodes() () ENDPoinTs
3 G_errors < 0

4 history « DB.instance()

5 while nodes # 0 do

6 node « nodes.sample(1)

7 banda_path, subG « get_banda(G, node)
8 nodes.pop(subG.nodes())

9 history.update(node, banda_path, subG)
10 end

% Code executed every A=24 hours

1 on GraphException : ex do
12 | G_errors « ( ex.node, ex.info )
13 end
14 end
Figure 4: Algorithm pseudo code for sanity checks calculation.
1 K_MAX « 50; % Constant: max number of nodes for visualization graph
2 avail_mips « G.getMips()
3 mip « avail_mips|[0]
4 path « G.dijkstra(target_node, mip, weight=SPEED)
5 simple_G « G.subgraph(path).copy()
6 foreach item € path and simple_G.size() < K_MAX do
7 if not item.isMIP() then
8 extra_nodes « G.subgraph([G.allNeighbors(item) + item]).copy()
9 simple_g « compose(simple_g, extra_nodes, K_MAX)
10 end
11 end

Figure 5: BANDA CaLcuLus Algorithm pseudo code for generating the simplified graph suitable for visualization.

MIP pair), then to expand this "graph-path" by adding the
neighbors of each node belonging to the shortest path. Any
i+1 level of nodes can be added by iterating the last step over
the previous level of added neighbors. As a general rule,
this process can stop when the graph size reaches K_MAX
(e.g., with K_MAX=50).

In such a manner, we can plot what it is really required.

The actual algorithm pseudo code is depicted in Figure
5. The first four lines are in charge to detect the MIP nodes
in the target node sub-graph (e.g., which is G in the code).
Shortest paths are calculated using Dijkstra algorithm and a
simple_G graph object is generated. This graph just contains
the path items, the original sub-graph MIPs and their arcs.

The simple_G object is enriched by adding all neighbors
for each node member of the shortest path (i.e., see lines
5-10). Any member being a MIP is skipped. The graph size
is limited by the constant K_MAX both in the loop statement
and by the commodity function compose() which actually
merges two graphs together. More precisely, these graphs
are: (i) the simple_G object and (ii) the graph made by the
current loop node (i.e. item) and its neighborhood (i.e., see
line 8). Any node or arc is added just once.

5. Implementation

Banpa Carcurus is implemented in Python3 language and
through the adoption of other several frameworks for spe-
cific tasks.

Actually, the evolution of Banpa Carcurus leaded to sev-
eral implementation over time since 2019 [11]. At first, it
was designed as a Jupyter [13] notebook. This choice is
quite common in the data science area and it turned out to
be rewarding for our goal as well.

When started, this work shared many similarities with
data science projects, where data sets have to be understood,
analyzed and verified. For this reason, Jupyter turned out to
be a stand out candidate for prototyping our tool. Usually,
the best practice working with Jupyter involves trying ideas
and distilling a corpus of functions or classes and use them
as basic building blocks, then this process is iterated until
the problem is solved.

By following this practice, we first designed the Banpa
CaLcuwus application as a Jupyter notebook by exploiting
exploits the set of modules we distilled. By mixing code
and code and formatted text elements, a notebook can
simplify documentation management. The notebook imple-
mentation helps the user in how to install a Python virtual
environment and the required project dependencies. In
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addition, the built-in documentation provides a user with a
step by step explanation of (i) what he is supposed to do in
order to use the tool and (ii) how it works.

Among the several solutions to manage a graph struc-
ture in Python, we selected NetworkX[14] library. The main
reasons is that it is strongly supported by the Open Source
community, it has a wide collection of state-of-the-art grade
graph algorithms, and it is symbol oriented; in other words,
any element identifier of a graph can be a symbol (e.g., a
string or any complex object instead of a numeric id) and
this simplifies data management. Symbolic graph libraries
are not as fast as lower level ones, but the graph we are
working with are in a manageable range (e.g., ~3550 nodes
and ~8100 edges).

For visualizing graphs inside a notebook we adopted
frameworks (e.g., Holoviews and Panel) taken from the data
science world. These are high level frameworks suited for
large data-sets.

Figure 6 shows the output of Banpa Carcurus notebook
application. It performs the following logical activities:

® Graph creation: the application downloads a graph
structure using the API and stores the corresponding
graph object on stable storage labeling the file with
the current date in graphml format. However, if the
current date matches the one of any available graph
file, then this file is loaded instead. When the API fails
for any issue, the most recent available file is loaded.

Target node selection: through a Graphic User Interface
(GUI) widget the user can select the desired target node
from a drop-down list containing all valid nodes found
in the graph. This choice is recorded and remains set
for the entire notebook.

Sub-graph initialization and visualization: graph initial-
ization and its visualization are split in two distinct
notebook cells. The output of the latter is depicted
in Figure 6. The first two plots (see Figure 6(a) and
(b)) are respectively dedicated to the visualization of
nodes and edges attributes.

end: mip-07
AVAIL_BAND: 1000
CUST_BAND_IN- 4.950e+4
CUST_BAND_OUT.3.164¢+5
NODE_MODE:
SPEED: 1000
TEMPLATE: iface-access-uplink

index:ngn-pa-modigiiana-ai-aipi
ciryellow
op_band: 300

(@)

(b)

The item color code is the following: target node is
yellow, ENDPoints are green and standard nodes are
blue. The edge color scheme instead is given by a
(linear) color gradient function based on the corre-
sponding seeep field: faster edges are towards green,
while slower ones are towards red. Any part of the
sub-graph can be inspected by dragging any element
or zooming. Due to their average length, node names
are only visualized when moving the cursor close to
their shape. By exploiting this visualization the user
can check the current or_sanp allocation and the edges
SPEED ﬁeld.

Operator band calculation and visualization: the sub-plot
in Figure 6(c) shows the target node sub-graph after
the residual band calculation. As sub-plot (b), this
visualization is edge focused. By inspecting the edge
(i.e.: linking: 'ngn-pa-modigliana-co” — 'mip-07") we
can see the AvanBanp field annotated with the actual
residual bandwidth. From the GUI it is possible to

follow any path and inspecting the bandwidth at each
hop. Inaddition, the output cell of the notebook shows
bandwidth information along the path between the
target node and its END POINT:

ngn-pa-modigliana-ai-alpi --[a. band: 700.00 Mbit/s]->
ngn-pa-modigliana-co
ngn-pa-modigliana-co --[a. band: 460.00 Mbit/s]-> mip-07

One of the notebook features we believe is very beneficial
for our goal is the possibility to convert it into a standalone
web application in a straightforward manner.

For example, this would open the road to deploy our
tool in a container and serving users on the one with a
traditional server approach.

Unfortunately, while the notebook app is up to the task of
calculating the residual band and by exploiting the adopted
frameworks it is possible to obtain a working web applica-
tion with zero effort, the GUI offered by the notebook is too
limiting and the documentation provided by the notebook
itself is still too technical for non-tech users. Expanding and
adding more sophisticated features to the notebook app
is likely to became quite challenging. For this reason, we

Figure 6: Notebook app (sub) graph visualizations. Plots (a) and (b) are respectively dedicated to node and edges. Plot (c) instead shows the graph
residual band allocation after a run of the calculation algorithm. The node color schema is the following: target node is yellow, ENDPOINTSs are green

and standard nodes are blue.
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BUMBA

A tool for estimating operator bandwidth in Lepida network.

Graph file loaded: lepida-graph-11112022.graphml
Set available band threshold: 300 Reload fresh graph

Banda  Critical Banda  Topological Issues  Banda Node History

Choose a target node:

ngn-pa-ventasso-ot-enteparco

G Available banda in sub-graph: -370

Topological graph:

Customer band Simplify graph

Customer band @ simplify graph

Bandwidth graph:

(a)

(b)

Figure 7: The Banda tab is where the residual band is calculated for a single, selected target node. When the filtered graph is too large, as depicted in the
left graph plot window (7a), by enabling the Simplify graph widget the graph is reduced and simplified while still retaining the information about the

selected target residual band (7b).

decided to refactor our design and to switch to a different
implementation capable of providing a full web application.

5.1. Web Implementation

Our implementation of the web version of the application
and its "holistic” features for network sanity checks is still
grounded on Python3, but the adoption of another frame-
work - Plotly-Dash [15] - is responsible of enabling the web
interface without requiring any knowledge of standard web
technologies (e.g., Javascript or CSS). Surprisingly, we man-
aged to keep Jupyter in our design pipeline since Plotly-Dash
is compatible with it and a single statement is just required
to switch the application from running inside Jupyter to
running standalone.

In other words, our approach of prototyping the basic
functionalities into a Jupyter notebook [13] still holds.

Other frameworks has been adopted and are responsi-
ble for specific tasks such as Cytoscape [16] for rendering
graphs on a web interface.

The new feature of keeping track of node band allocation
over time requires some kind of database storage. Both a
relational or NO-SQL approach are suitable and we decided
to go for the traditional (relational) approach. In particular,
we just adopted a SQL interface provided by the SQLite
package and not a full database system. In fact, at the time
of writing, the amount of stored data does not deserve a
more sophisticated solution. However, this is likely going to
change in the near future in order to improve the robustness
and flexibility of the system. Since the application runs in a

Docker container in our production environment, adding a
database system is straightforward. Two persistent volumes
has been added to the container to preserve data on stable
storage which are respectively dedicated to: (a) database
file and (b) daily graph files.

All sanity checks discussed in Section 3.1 are computed
(once a day) when the application downloads the raw net-
work data from the NMS API and builds an updated graph
structure. Both sanity checks and the download procedure
run inside a background service written in 100% Python
as well. The web app exhibits the same behavior as in the
previous implementation (see Section 5).

Figure 7 shows our tool GUI dedicated to the residual
bandwidth calculation of a specific, single target node. In
fact, note that the GUI has a first tab labeled as: "Banda"
activated. The application GUI has been refreshed to better
integrate the new features related to graph health.

The button labeled "Reload fresh graph" on the web
Graphical User Interface (GUI) manually triggers the load
of the freshest available graph from local storage. This tab
performs the same task as the previous notebook application
with some usability improvements.

After choosing a target node from the drop-down widget
labeled "Choose a target node", the corresponding sub-graph
is rendered in the "Topological graph" widget window. After
applying the filtering process (until the second filter, see
Section 4), the graph is still too large and its rendering
provides little help to the user trying to visually verify the
sub-graph topology. In these cases, enabling the switch
labeled "Simplify graph" substantially simplifies the graph
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rendering and allows users to concentrate over the inter-
esting part of the sub-graph. After enabling the switch, by
pressing the Calculate button the bandwidth calculation is
performed and this triggers to effects: (i) the amount of
available bandwidth appears close to the button and (ii) the
simplified graph is rendered on the Bandwidth graph window.
By enabling the simplified rendering before choosing the
target node, it would have also simplified the rendering for
the Topological graph. Here, only the graph on the right is
simplified because the switch has been enabled after the
target node selection.

In graph renderings, all nodes have a rounded shape
except MIP nodes, which are squared and green. Target
nodes instead are yellow and any other node is blue. When
graph simplification is enabled (see ‘Simplify graph’ switch
widget in Figure 7), border nodes are rendered in a hexagonal
shape. Border nodes are neighbors of any node being part
of the shortest path starting from the selected target node.
Node size is dynamic and changes according to a linear
function applied to its or_sanp value.

The edge color meaning varies according to the particu-
lar graph window. In the topological graph widget (i.e. the
left widget), the edge color represents the link speed: faster
links are green, while slower links tends towards red. In
the bandwidth graph widget instead (i.e., the right widget),
the edge color shows the calculated residual band over that
link. Its color scheme is the same as in the previous widget.
Any edge connecting to a MIP node in standby mode is
represented as a black dashed line and labeled by a red
"standby" text on top.

Also in this application version, graph plots are dynamic
and each element can be dragged and zoomed.

In addiiton to the "Banda" tab, this version has been
enriched by three other tabs which respectively correspond
to the graph sanity check features. The new tabs are named as
follows: "Critical Banda", "Topological Issues" and "Banda
Node History". In the following, we are going to focus on
their respective interfaces.

The "Critical Banda" tab interface is shown in Figure 8.
The graph plot shows the topology of a sub-graph which
is the one in which lies the selected edge picked from the
bottom table. The plot edges color shows their status. In
fact, the selected edge is represented in red color as well as
"ngn-pa-ozzano-ai-iaco" — "mip-13" edge.

The threshold that defines a critical link is towards the
top of the GUI page and it stays visible no matter which tab
is selected (see 7). The threshold (sanp_tsp) default is set
to 300Mbit/s and can be overridden by editing its widget.
Any edge whose residual band is less than the threshold is
collected into the bottom table.

The table content can exported (in CSV format) through
the "Export" button on the table top left corner.

The next tab is dedicated to topological issues and it is
shown in Figure 9. Here, a table collects any exception error
triggered by search algorithm over the graph (i.e., G_errors
data structure). For each target node triggering an exception
we have a table record with a corresponding "Node" column.
The "Error" column contains all the required information
(such as: node names, device interfaces, template descrip-
tion, ...) in a human readable form in order to fix the

corresponding issue on the NMS. As in the previous tab, the
table data can be downloaded for offline processing through
the "Export" button.

Figure 10 shows the tab dedicated to node history. A
user, by choosing a target node through the left drop-down
widget, can query the underlying knowledge-base about any
bandwidth allocation change over time. The node selection
triggers the visualization of the corresponding information
by populating the table on the right.

These new features allows to obtain an overview of the
bandwidth status of the whole network graph and they fo-
cus on emphasizing those elements that are likely to deserve
a special attention.

5.2. Banpa Carcurus API Integration

In order to support and integrate with other Company
services, Banpa CaLcurus implements a basic REST API in
order to allow systems to interact together without human
intervention. The API exposes a single resource via GET
HTTP method. It is just sufficient to specify the target node
symbol name as the only parameter. The back-end system
reply is represented by a JSON structure as follows:

{

’target_node’: <node_name>,

’avail_band’: <band-int>,

"path_to_mip’: [(<node-A>, <node-B>, <band-int>),
*from_graphfile’: <graph_filename.graphml>,
'message’: ’OK’

}

The object contains the target node symbol provided
as parameter and the field avail_band shows the final re-
sult of the banda calculation process towards the closest
MIP. In path_to_MIP field, a list of tuples depicts the exact
path followed by the algorithm and specifies the residual
band for each edge. Other information, such as the specific
graphml file adopted as data source (i.e., from_graphfile)
and a human readable outcome message (i.e., message). The
former field contains the string 'OK’ or an error string in case
of any issue.

6. Discussion and Conclusions

In this paper, we presented the problem we tackled when
dealing with checking residual bandwidth availability in
our Regional broadband network. Our ad-hoc and in house-
developed solution, Banpa Carcutus, is coming from this
particular need. Since the very beginning, the main benefit
introduced by our tool is the substantial reduction (e.g.,
seconds versus hours) of the time required to calculate the
residual available bandwidth over a specific node. Just this
step turned out to be a game changer in order to provide
our services to customers.

The benefits introduced by Banpa Carcurus are not lim-
ited to getting faster, streamlined business procedures. In
fact, its evolution over time introduced several features ad-
dressing other needs. It first evolved in terms of (a) usability
by becoming a web application deployed in our Intranet and
in terms of (b) focusing on the whole network instead of a
single node at a time. In particular, the latter avenue of evo-
lution expanded the range of features at our disposal. These
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Critical paths:
Source Avail. Band Destination
O ngn-pa-cotignola-ai-vulcanflex 1600 ngn-ag-cotignola-ai
O ngn-pa-langhirano-co -1000 de-pr
O ngn-ag-pc -925 mip-02
O ngn-ag-pc -925 mip-03
O ngn-ag-guastalla -730 mip-02
@ ngn-ag-ozzano-ai-rizzoli -530 mip-13
O ngn-pe-987 -515 mip-07

Figure 8: The Critical Banda tab is where paths considered critical from a residual band point of view are shown in a tabular format. By default, all links
are ordered from most critical in a decreasing manner and the BAND_TsD is set to 300 Mbit/s as depicted in the text widget on top of the page. The
selection of any table row shows triggers the sub-graph rendering in which the edge is located on the top windows for a visual examination. The table
data set can also be exported in CSV format by the Export button.

Banda Critical Banda Topological Issues Banda Node History

Error Legenda:

¢ No path between X and Y — missing uplink edge along the path between node X and MIP Y. The edge might be present, but marked as 'downlink’ instead of 'uplink’

¢ Either source X or target Y is not in G — means node not found. Bumba filtering removed node X or MIP Y from the graph. It is very likely that the filtering process has removed node X
because all its infout links are marked as 'downlink’. By removing any connection, node X is no longer part of the sub-graph.

¢ A wrong INACTIVE link is likely present: no MIP DC for node: X — the sub-graph generated by the filtering process has no ENDPOINT node (e.g., MIP). The edge with which the MIP
node is connected to the rest of the sub-graph is marked as ‘inactive'and this issue has removed the MIP node from the sub-graph.

Nodd Error

Either source ngn-pa-piandelvoglio-ot-piazza or target mip-07 is not in G. Misconfigured link:

‘ngn-pa-piandelvoglio-ot-piazza' --[IFACE: ge@-1-@, IS_ACTIVE: True, TEMPLATE: iface-access-
ngn-pa-piandelvoglio-ot-piazza downlink]--> 'ngn-pa-piandelvoglio-ot-118' Misconfigured link: 'ngn-pa-montearmato-trl' --[IFACE:
ge0-0-0, IS_ACTIVE: True, TEMPLATE: iface-access-downlink]--> 'ngn-pr-montearmato-
sanbenedettovaldisambro’
Either source ngn-pa-rimini-sc-lettimi or target mip-67 is not in G. Misconfigured link: 'ngn-pa-
rimini-sc-lettimi' --[IFACE: ge®@-1-8, IS_ACTIVE: True, TEMPLATE: iface-cust]--> "ngn-pa-rimini-co'
Misconfigured link: 'ngn-pa-rimini-sc-lettimi® --[IFACE: ge@-1-9, IS_ACTIVE: True, TEMPLATE: iface-
cust]--> "ngn-pa-rimini-co’

ngh-pa-rimini-sc-lettimi

A wrong INACTIVE link is likely present: no MIP or DC for node: 'ngn-pa-lizzanoinbelvedere-trl'.
Misconfigured 1link: 'ngn-pa-lizzanoinbelvedere-trl' --[IFACE: ge@-©-10, IS_ACTIVE: True, TEMPLATE:
iface-access-downlink]--> 'ngn-pr-lizzano-cellmon-querciola’ Misconfigured link: 'ngn-pa-
casteldicasio-trl" --[IFACE: ge@-©-1, IS_ACTIVE: True, TEMPLATE: iface-access-downlink]--> 'ngn-pr-
casteldicasio-porrettatermeausl’ Misconfigured link: *ngn-pa-porrettaterme-ausl-3p* --[IFACE: gee-
ngn-pa-lizzanoinbelvedere-trl 1-@, IS_ACTIVE: True, TEMPLATE: iface-cust]--> 'ngn-pa-porrettaterme-ausl' Misconfigured link:
'ngn-pa-lizzanoinbelvedere-trl' --[IFACE: ge®-8-1@, IS_ACTIVE: True, TEMPLATE: iface-access-
downlink]--> 'ngn-pr-lizzano-cellmon-querciola' Misconfigured link: 'ngnh-pa-casteldicasio-trl' --

Figure 9: The Topological Issues tab provides users a comprehensive view of any topological issue in the current graph. The view is implemented as a
table where each row shows the node which triggered some kind of error and a verbose description of the error itself. The table data set can also be
exported in CSV format by the Export button.
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BUMBA

A tool for estimating operator bandwidth in Lepida network.

Graph file loaded: lepida-graph-13022023.graphml

Set available band threshold: 300 Reload fresh graph

Banda Critical Banda Topological Issues Banda Node History

Choose a node: Node History Table

hgn-ag-cervia-ai-savio

2022-12-01T01:42:01.287100 (=] (]
2021-11-11T16:09:25.222715 =] ]

Date

OP Band Intranet Band Avail Band
2000

le00

Figure 10: By first choosing a node using the combo-box widget on the left, the Banda Node History tab allows users to visualize the bandwidth availability

for any node of the network over time.

features improve our monitoring and planning capabilities.
We briefly summarize them in the following lines.

By exploiting the health monitoring features, operators
can understand (c) in advance which parts of the (sub)graph
might need un upgrade before it is too late (e.g., unable to
provide any bandwidth). In addition, anything which is
suspected of being a topological graph issue (d) is reported
in a table and it is open to inspection. Also the graph visu-
alization has been fine tuned and we adopted an in-house
developed algorithm (e) that can be triggered when dealing
with large graphs. Finally, in order to integrate Banpa Car-
cuLus into our company processes and to allow automatic
interactions between systems, we provided an API (f).

Our near future plans are actually focused on integration
in order to automate and integrate as much as possible our
business processes.
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ABSTRACT: The paper examines spectral methods based on classical orthogonal polynomials for

solving problems of digital information processing. Based on Jacobi polynomials, signal
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1. Introduction

To solve a broad spectrum of scientific and applied
problems in many areas of natural science and technology,
we use information that is stored in digital form. Input
information is the value of measured parameters of the
processes under investigation. The accuracy of the
measured values depends on the measuring equipment
and is not always high. Such problems as remote sensing
data processing, electronic paramagnetic resonance (EPR),
tomography, etc. [1] can be categorized as problems with
unclear input information. Digital information is
considered input for developing mathematical models of
physical processes. Since the input information is specified
with the inaccuracy of the measuring devices, their direct
use in mathematical models can lead to significant
differences in the desired results [2]. Consequently,
preliminary processing of the input information is
required [3, 4].

It becomes necessary to choose the processing method
for cases when solutions to formulated applied problems
that are based on digital input data should be obtained [3,
5, 6]. Considerable amount of software packages has been
developed to process digital information. [7, 8]

The total amount of worldwide commercial software
applications is measured by several dozen. However, the
number of the most famous and widely used commercial

software applications for geoinformation systems can be
limited to ten to fifteen [7, 8]. The world leaders of the
software are ESRI packages (ArcGIS Desktop products),
the MaplInfo Professional package, the Idrisi package
(developed at Clark University, USA), AutoCAD, ERDAS
IMAGINE, ENVI, and Digitals [4].

Every process in which digital information is used has
its peculiarities. These peculiarities cannot always be
factored into the existing application programs. As a rule,
these software packages are protected and do not allow
any modifications In this regard, it is necessary to develop
methods of processing input data that should make it
possible to consider the particularity that occurs when
exploring numerous natural phenomena.

Signal approximation, information compression, and
signal filtering are the main problems in information
processing [1]. There are various methods to solve data
processing problems. Not all of them meet the
requirements associated with the tasks that must be
resolved. Spectral methods in orthogonal bases with fast
transformation algorithms are the most used. The analysis
of the orthogonal bases presented in the literature shows
that the classic orthogonal polynomials Jacobi and
Chebyshev-Laguerre are highly effective for usage. [2, 3, 5,
6,9-12].
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The paper is aimed at research methods of classical
orthogonal polynomials usage for solving applied
problems, in particular, object identification based on the
processing of discrete data of electronic paramagnetic
resonance (EPR-dosimetry), remote sensing, and others.
The identification of objects takes place based on the
characteristic signs of the separation of the abnormal
spectrum from the background spectrum. These signs
may be extreme values of the digital spectrum. At the
same time, not only the extreme values themselves are
significant, but their coordinates as well.

It is worth noting, that digital information processing
problems are also widely used in the mathematical
modeling of natural and physical processes. In particular,
for mass transfer modeling in complex pipeline systems
and the filtration process in complex porous media. The
peculiarity of such problems is that the input information
is measured data. These data are obtained with low
accuracy and at arbitrarily placed points. Direct
implementation of such data in mathematical models can
lead to unacceptable results in practice.
statistical and probabilistic data processing is necessary
for effective input information implementation.

Preliminary

Adaptive algorithms based on classical orthogonal
polynomials for solving many applied problems, such as
approximation and filtering of signals, solving problems
of mathematical physics, etc., are built in the current
manuscript. The advantage of these algorithms over the
existing ones is that these methods ensure the accuracy of
the recovery of the problem solution based on the so-
called constructive elements.

2. Definition of integral transformations where Jacobi
and Chebyshev-Laguerre polynomials are cores.

A characteristic feature of the applied problems is
that, in most cases, the data needed to set the initial and
boundary conditions in an analytical form are unknown.
This leads to the formulation of incorrect problems of
mathematical physics under great uncertainty. To build a
solution to problems of this type, it is necessary to use
regularizing algorithms based on a priori information that
is known in a non-formalized form.

One of the forward-looking approaches for resolving
the formulated problems is operational and spectral
methods usage. In computational experiments, these
several advantages related to the
parametric (symbolic) problems solution at different
stages. Such solutions allow us to study the influence of
the parameters of the physical process on its progress and
the stability of the solution regarding small perturbations

methods have

of the input data. In those cases when the symbolic
solution of the problem cannot be obtained, the value of
these methods is partially retained, since it is possible to

build a solution based on the images (in terms of the
corresponding operators) based on the so-called
constructive elements, for these cases the values of the
images are then calculated with a predetermined
accuracy.

Constructive elements are functions specified in some
functional basis by a finite set of integers or rational
numbers with accuracy up to the normalizing factor. This
class of elements includes, classical
orthogonal polynomials; each such element has integer
coefficients. Using the basis of structural elements allows
you to organize the computational process of solving the

problem with guaranteed accuracy. The calculation with

for example,

guaranteed accuracy means the ability to build the
calculation process in a way that arithmetic operations
errors at each intermediate stage of the machine
(hardware) implementation have such an order as to
ensure the sufficient accuracy of the final result.

When numerically finding a solution to a problem
with guaranteed accuracy, mainly method errors are left.
If the numerical methods ensure sufficient accuracy of the
problem solution recovery, then it can be assumed that the
advantages of the symbolic solution in the computational
experiment are maintained.

Let the function ¢(x) be defined on the interval of
[-1,1] , and meet the conditions which allow it to be
expanded into a series by Jacobi polynomials. [12, 13]. The
Jacobian integral transformation ¢,, of ¢(x) function with

the weighting function w(x) = (1 —x)*(1 + xf (a>
—1,B8 > —1) is defined as follows
1
on = @) B () p(x) dx . )

where Pn(“’ﬁ )(x) — are Jacobi polynomials. If the images ¢,
for n = 0,1,2..., are known, then the inverse of the integral
transformation (1) is found by the formula

o =) LB D). @

For a function f(t), t € [0, ), thatexpandsin a series
by L2,(t),A > —1 Chebyshev-Laguerre polynomials, we
define the corresponding integral transformation as
follows

fn =y tre tLL(Of (Ddt . €))

In this case, f;, is the Chebyshev-Laguerre image of
the original function f(t). The formula for the integral
transformation inversion (3) has the form

fOo=) Eon©. @

Analysis of the spectral methods implementation
shows that the basis used to solve the problem must
correlate with the domain of definition. That means that in
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a case where the studied parameter changes over a finite
interval, then Jacobi polynomials are advisable to use as
this interval is reduced to an orthogonality interval by
linear substitution. In the case of a semi-infinite interval,
Chebyshev-Laguerre polynomials are recommended to be
Chebyshev-Laguerre polynomials grow
exponentially over increasing an argument. This property
complicates the summation of the series (4). One of the
methods to solve this problem is to use the modified
Chebyshev-Laguerre integral transformation.

used.

Let v(v<0,v#0) and u(0 < pu < o) are some
constants. The modified integral Chebyshev-Laguerre
transform is defined by the relation [5]

fnQvo) = [ €M1 L ue)F(D)de . (5)

For such an integral transformation, the original f(t)
is found by the formula

=N e 2
fO=) RSB, ©

We note that the integral transformation (5) with the
appropriate choice of parameters allows us to study
rapidly oscillating functions effectively.

Spectral methods on a biorthogonal basis [11, 14], built
based on classical orthogonal polynomials, have proved
their worth. Their use makes it possible to apply the
implicit regularization of the corresponding series to a
greater extent.

Integral transformations (1) and (3) or similar ones are
applied to solve many applied problems. They are the
basis of spectral methods of digital
processing. The computation of the coefficients of the
orthogonal series (integral transformations (1), (3), (6)) and
finding the corresponding originals is the main essence of
the spectral methods.

information

Quadrature formulas for calculating the integral
transformations, the method of least squares, or other
methods can be used to find generalized spectra when
input values are given in the discrete form. [15, 16]. In
some cases, depending on the method of specifying input
information, it is possible to determine formulas that are
optimal in the L, class for the calculation of the

generalized spectra.

Let the polynomials u,(x) be orthogonal on the
interval [a, b] and the function ¢(x) is presented by an
orthogonal series over the polynomials u, (x) [5], i.e

0@ =) () )

=0 ™

It is known that the N + 1-th orthogonal polynomial has
N+1 a real root that belongs to the interval of
orthogonality. Then an L, optimal quadrature formula is

used to calculate the generalized spectra ¢,

o~ ), 0 ) 909) ®

where x; - the roots of the equation uN+1(x]-) =0,a
N
pit = ) uk ().
i=0
3. Construction of biorthogonal systems of
functions.

The advisability of constructing a biorthogonal basis
may explain the following well-known fact: when a
biorthogonal series converges slowly by one system of
then it converges rapidly by another.
Nowadays, there are not many works in literature that are
devoted to the construction of biorthogonal systems of
functions and the studying of their characteristics. The
main ways of constructing an orthogonal basis are: using
the Gram-Schmidt scheme, building eigenvalues and

functions

eigenfunctions, and building eigenvalues of integral
operators. It must be taken into account that, in practice,
the Gram-Schmidt scheme permits the construction of a
small number of orthogonal functions as it comes down to
solving a poorly conditioned system of algebraic
equations.

The systems of the
Do, P1,** Pn, Which are built based on tram-Schmidt’s
scheme, rely on the following algorithm. Let g,(x) = x"
be a polynomials system on the xe[xy, x; ] interval. Let’s
define a projector

orthogonal polynomials

L2 F0gwW(x)dx

roj =
proj(g) 00 W

Then orthogonal determined

sequentially according to the scheme

polynomials are

Po = Yo,
P1 = 91— Pr0jip,(91),
k-1
Pr = 9r — Z . projpj(gk)-
]:

The given algorithm for constructing orthogonal
polynomials belongs to the unstable class. The errors of
decomposing rounding and numerical integration rapidly
increase as the polynomial error increases during
coefficient calculation.

Construction of quasi-spectral polynomials based on
Chebyshev polynomials T,(x) . Consider an integral
operator  L:L,,[—1,1] = L, ,[-1,1]
function p = 1/V1 — x2, which matches the expression
f € [-1,1] for the function

with a weight

LFGe) = [ dxy [77 Feddx, = [7(x = x0)f () dxy 9)

It is known [12, 13, 17] that expression (9) has no non-
zero eigenvalues. Therefore, we will consider the
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corresponding quasi-spectral problem, based on the
properties of the integral operator (9) in the Hilbert space
L,,[—1,1] instead of the spectral eigenvalue problem.
Let’s construct the operator

X rx X x
oy __ o] 1 0 1
Ll = 1y f_lf_l LTy f_lf_l ,

which converts odd polynomials into even ones, and vice
versa.

Definitions. Let L,;[—1,1] is a complete subspace of
Hilbert space L, ,[—1,1], all elements of which satisfy the
f_llu(x)dx = 0 integral equation. The values of the
e f_xl f_xll :L541[-1,1] - L,,[-1,1] operator, based on
Chebyshev polynomials elements, differ from the values
of the operator (1) by a zero summand of the Fourier-
Chebyshev series. However, the spectral characteristics of
these operators are radically different. The operator
o f_xl J7I  has characteristic values and eigenfunctions,
but the spectral radius of a compact operator of the

Volterra type has no eigenvalues that differ from zero [12,
13, 17].

Statement 1. If a polynomial

—_— S .

Uzt x) = Z AT (), i=1,...,s
j=1

meets the conditions

0,i#j

1 25—1(.\7725—1 _
f_1p(x)U2i_1 (DV2j=1 () = {Uzi—l.i =7

then the coefficients C%}Z} are computed according to the
algorithm that is constructed in the works [4, 17].
Statement 2. If a polynomial
S .
02 (x) = Z Ty, (), i = 1,...,5
j=1

meets the conditions

0,i#j

[ peuz@is@ ={ 17,

then its coefficients szjz are computed by the algorithm
presented in the works [4, 14].

Construction of quasi-spectral polynomials based on
Lager polynomials. Consider an integration operator
L:L, 5[-1,1] = L, ,[—1,1] with a weight function w(x) =
exp(—t), that f(t) € L, [0, o] matches the expression

t
LF@®) = [ dty [72 f(t)dt, = [£,(¢ — ) (&,)de, (10)
Expression (10) does not have non-zero eigenvalues.
Let’s consider the corresponding quasi-spectral problem.

The quasi-spectral problem for an integral operator.
For given n = 1,2,... we should find the values of the
parameter A at which the equation

[Ldty [ o) dty = -2 (o(0) - [} @(e)dty) +
+T1Ln1(8) + ToLo ()

has nonzero polynomial solutions ¢ = @(t) € L, [0, =]
of degree < n, where 74, 7y are some parameters, L,,; =
Lpy1(t) and Ly = Ly(t) are given (and fixed) Lager’s
polynomials of power that equal to n+1 and zero,
respectively.

The following equations are veritable

® _ _ 0,i #j
—t)™ ! n-1 =1

[, exp(=0)@P (9] (©) dt {1,i= i

0,i+j

fo exp(—OYI (OP](B)dt = {—Ai,i =j

Based on the
polynomials, adaptive algorithms for the computation of
mode parameters of gas transport were built. These
algorithms permit minimizing energy resources and
optimizing the operation of the gas station according to

constructed  biorthogonal

various criteria. The fact that a significant number of
parameters can be calculated with arbitrary precision and
stored in computer memory is the advantage of using
biorthogonal polynomials constructed to solve problems
of mathematical physics. Their further usage for problem
calculations reduces the accumulation of errors and saves
time.

4. Moments in the processing of digital information
and their relationship with spectral methods

Spectral moments in statistical and probabilistic
methods of digital information processing should be used
to reduce the error values that occur under the approach
of the argument of the distribution function to the initial
value. This error can occur by using distribution moments
instead of the distribution function to simplify the analysis
[1,3,4,7 11].

In contradistinction to the moments of the
distribution, the spectral moments of the distribution do
not depend on the shift of the distribution function along
the axis of the argument. They can be initial and central,
just as distribution moments. But in most cases, the
spectral moments to the distribution functions are central

[18].

The introduction of the concept of spectral
distribution moments will simplify the computation of
several errors summing up during their quantile
evaluation [5, 8, 12-17, 19].

The initial moment of the k-th order of a random
variable X is called the mathematical expectation of the k-
th degree X, i.e.

M (X) = [} x*f(x) dx = ay,
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The central point of the k-th order is called the
mathematical expectation of the k-th degree of random
variable deviation from its mathematical expectation, i.e.

b
b = [ = @) Go)
a

The central moment of the first order is zero; the
central moment of the second order is equal to the variance
of the random variable: pl = 0; u2 = D (X). The central
moments are used to quantify the distribution of a random
variable.

The asymmetry coefficient C; is the ratio of the central
moment of the third order to the cube of the standard
deviation

C; =55
s Mg/z

The kurtosis coefficient of the random variables is

calculated by the formula
u
E, = H—%‘ -

Using orthogonal distributions permits solving some
problems of digital information processing, for example,
signal approximation and filtering from additive noise. At
the same time, by the known coefficients, using the
relationship between the coefficients of orthogonal
distributions and statistical parameters, it is possible to

estimate their probability and other probabilistic-
statistical parameters.
Consider the relationship of moments with

generalized coefficients based on Jacobi

polynomials.

spectral

If the function ¢(x) is decomposed into series

00 = 0(x) Z‘f— PP )

n=0

then
on = | 0@ PP (o) dx
The Jacobi polynomials Pn(a’ﬁ ) (x) are given in the form of
B = X mjm e B,
If through
1j = flqo(x) x/ dx
1

denote the moments of the function ¢(x), then

Pn = ZJJLO an(a. B).uj-

The last formula allows us to find the moments of the
function for n an arbitrary spectral coefficient ¢,

Zj:ol fljn(a,ﬁ)ﬂj)-

=1 ( -
Hn NMnn(a,B) Pn

Below is an example of the implementation of statistical
and probabilistic data processing. The works [2. 10, 11] are
related to the mathematical model construction of the
process of the Ukraine gas transportation system
operation together with the underground gas storage
operation. The input information is the measured pressure
values and volumetric gas consumption at the
measurement points. Based on this data, a range of
practical problems are solved. In particular, the problem
of determining gas reserves in pipelines can be solved. The
GTS mostly operates in stationary mode. The calculation
results of the gas reserve changes in the 122 km long and
the 1,388 m diameter pipeline are presented in Figure 1.
These results are calculated based on the measured data of
the inlet and outlet pressures every two hours.

4.00E+07
3.00E+07
2.00E+07
1.00E+07
0.00E+00
-1.00E+07
-2.00E+07
-3.00E+07
-4.00E+07
-5.00E+07

pressure

time

Figure 1: Dependency of gas reserves changes in the 122 km long and
the 1,388 m diameter pipe, where calculations are based on measured
data of inlet and outlet pressures every two hours.

The implementation of statistical and probabilistic
input data processing allows stabilizing the process of the
gas volume determination in the pipeline and determining
the necessary processing parameters: the number of
measurements, time interval, etc.

Identifying the nature of gas movement in the
pipeline, stationary or non-stationary, is another objective,
which is solved using the Fourier-Jacobi series. The zero
Fourier-Legendre coefficient determines the arithmetic
average of the measured value in the corresponding
interval. The first coefficient expresses the mathematical
expectation of a random value. Based on an analysis of the
numerical results, we can follow up: if the first Fourier-
Jacobi coefficient is smaller than one, then the gas
movement process is stable; otherwise - it is non-
stationary.

5. Inversion of one-dimensional Volterra convolution

Obtaining digital information about the explored
objects is associated with various types of inaccuracies -
additive or multiplicative. Additive inaccuracies are
sufficiently well filtered by approximating the received
signal. As a rule, filtering multiplicative noises is solved
by integral equations, the cores of which are functions of
the medium capacity. Quite often, integral equations may
be approximated by convolutional integral equations
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af () +uf k't —7) fD)dr = y(r),  (11)
s k(t—=1) f(@)dT = ¥(©). (12)

The problem of filtering multiplicative noises in linear
filter models of signals, information processing, lidar
equations, etc. may be solved by such equations [1, 5, 8,
20]. Here a, - some constants, f(t)- the desired function,
k(t)- the equation core. Equations (11) and (12) can be
easily solved by operational methods based on the integral
Laplace transformation. When input information is
presented as discrete data, then it is necessary to apply
numerical methods. The main ways to solve integral
equations of the 1st type convolution is the utilization of
regularization algorithms of the Tikhonov type or the
discretization of the direct origin equation. However,
these methods have some disadvantages [2, 20].

The use of Tikhonov-type algorithms leads to a loss of
Volterra stability, which significantly reduces the ability to
restore the searched functions for the areas under
consideration and demands the implementation of small
grid steps.

The main disadvantage of the second method is the
lack of accounting for the instability of the digital solution
to inaccuracy in the input information. That leads to the
case when the solution of the perturbed equation is
beyond the set of correctness. Furthermore, not all
quadrature formulas give rise to convergent methods.

Algorithm for solving integral equations (11) and (12)
in the Chebyshev-Laguerre basis LA(t), 1> —1.[5] It is
assumed that the functions included in integral equations
(11) and (12) satisfy the conditions that allow them to be
represented by the Fourier-Laguerre series (4). Then, if
f(t) is the restoring signal, then the determination of the
unknown coefficients f;,. will ensure the search solution.

Solution of equation (11). It is convenient to write
equation (10) as follows

d t
(a = k@) F© + 1 57 [ K= F@) dr = (0,

If 2 = 0, then there is a formula for calculating the
unknown coefficients
o = iy On =B etk foom ). (13)
Here k,, and f,, are the Fourier-Laguerre coefficients of
the functions k(t) and f(t), respectively. Since the
coefficients k,and y, are known, the Lager spectrum of
the unknown function f(t).is determined by the formula
(13). Thus, equation (11) can be considered resolved.

Similarly, the solution of equation (11) is obtained. Let
the functions k(t) and f(t) be given in series by
L@, 4 >-1, and LY (&)1 >
—1, respectively, then the Fourier-Laguerre coefficients for
the desired solution are calculated by the formula

polynomials

1 1 -

fo= G Sidkemfn ) (4

Here y, are the Fourier-Laguerre coefficients of the
function y(t) atA = A, + A + 1.

One of the advantages of the considered method is
that the discretization procedure is excluded since the
integral convolution turns into a series convolution.
Quadrature formulas and formulas (13) and (14) enable
the computation of a limited number of coefficients. These
are not always sufficient to restore the original with the
required accuracy. For this disadvantage elimination,
asymptotic formulas for large n were derived in the
research that applies a priori information. They allow
building a regularizing algorithm for restoring the desired
function f(t) with an accuracy that is acceptable for
practice.

Modification of the constructed scheme. It is advisable
to modify the above spectral method of solving
convolution-type integral equations in a way as to restore
values f(t) by values y(t;) at the given points. To do this,
we write formula (14) in the form

n
Yo = D Knom fo
m=0

Ky Fy =Yy,

or in matrix form
(15),

where

A

The unknown coefficients f;, will be the solutions of the
matrix equation (14)

FN = Kﬁl YN'

Here Ky* is the matrix inverted to Ky. In expanded form

N-1 -
fo= %o YiZai» m=0N-1 (16

The last formula z, ; contains the elements of the inverse
matrixKy!. Substitute formula (14) into the N -th partial
sum of the Fourier-Laguerre series. As a result, we get
approximate equality for recovery f(t) = fy(t)

N-1
@ = X mm®) Yu 17)
where
N-1
2 2 n! A
na(t) =t CTES) Zns1me1 L (6).

m=n
The quadrature formula for calculating the expansion

coefficients y(t) in matrix form is written as follows
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where Wy, y is a square matrix N * N with elements w; ;,
and YTy is a column matrix with elements y(t;), j =
O,N —1.

If the values of the function f(t) are calculated in
pointsty, k = 1, K, then equality (17) will be in the matrix
representation

f(t1) No(t1)  M1(t1)
f(tz) — Uo(tz) Ul(tz)

f(te)

Nn-1(t1) Yo
Ny-1(t2) y‘l

Uo(‘tK) 7]1('t1<) 771v—1‘(t1<) Yk

or
FTK = OK,N YN' (19)

Therefore, from formulas (17) and (18) we obtain the next
formulas

FTy = GK,N YTy, GK,N = @K,N WN,N- (20)

Since the matrix Gy, is constructed, then equality

(20) allows us to restore the values of the input signal
based on the values of the output signal at the points
tk, k = ].,—K

The elements of the matrix do not depend on the
values of the input and output signals. Therefore, it is
possible to calculate their required number with specified
accuracy by using specific software methods and storing
them in the warehouse. This helps to save calculation time
and reduce the accumulation of calculation errors.

6. Use of spectral methods in vegetation remote-
sensing

The natural and physical phenomena investigation
frequently is performed based on remote or spectroscopic
data. This helps to obtain information on the studied
objects without performing natural experiments, chemical
or other analyses. The use of mathematical modeling
allows us to save both financial and material costs, as well
as research time.

Spectrometric surveys of objects using a remote
method allow the detection of certain deviations in the
spectra of the reflected signals from the background ones.
Studying the difference between reflected and
background signals makes it possible to identify these
objects or detect the presence of impurities within them.
Through remote spectrometric surveys, it is possible to
detect certain deviations in the anomalous reflection
spectra of plants from their background values [5, 6, 8, 18,
21]. Based on this, using the data of ground reconciliation
and calibration works, the mapping of vegetation areas
with spectral easily
performed. Effective methods for plant reflectance spectra
processing, which must satisfy the given criteria, in
particular, in terms of accuracy and extreme qualities

anomalous characteristics is

should be developed to solve such type problems. The

basis of Jacobi polynomials will be used to complete such
problems. The input data for a specific interval of
wavelengths is shown in Figure 2.

The reflected signal is approximated by the N
partial sum of the Fourier-Jacobi series

feo = {2) Z 0{;} L pP (),x € [-11], (1),

{;:} B f_ll {w(lx)} PP () f(x) dx.

It is advisable to use formula (8) to calculate the unknown
coefficients f,, as, during information processing, the
values of the signals are known mainly at discrete points.

Contamination of plants by nitrates is known to cause
disturbance of the reflected spectrum at wavelengths of
450 nm to 650 nm [5], and the number of nitrates may be
determined after calibration by chemical samples for
nitrate content by the deviation

Af = ff max (®m) = famax(Xm)

at the maximum point x = x,, (Fig. 1). Here, ff and f, are
the value of the background and reflected spectra,
respectively. Approximation of the reflected signal by
various methods leads to the fact that the maximum point
in the general case does not coincide with the background
spectrum maximum point. This causes inaccuracy in the
determination of the abnormal signal distribution Af" .
Jacobi polynomials usage allows matching the coordinates
of the background maximum and reflected spectra due to
the presence of two free parameters a and . Thus, the
deviation of the reflected spectrum from the background
spectrum is determined with specific accuracy.

120
100 /

=y
5 ” ff f
— a
£ 60
©
& % & NS~
(%2} s
20 [N / N>
/
0
10 30 50 70 90

given wavelength

Figure 2: Dependence of background f;(4;) and reflected spectra on
wavelength.

The identification algorithm is as follows.
(n=0,NV)

are calculated based on the values of the fr(4;)
background and f; (4;) reflected spectra.

a) The Fourier-Jacobi coefficients f;, and fq,,
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b) The points of maximum xg, and x,, for the
background and reflected spectra at the given values
a and f in the interval 450-650 nm are obtained as solution
of the below equations:

NV
z Il (g -~ (a4 0 PP )
n=0 1
tomrarp @Bt

@n+a+ PR (1) — 200+ )+ PP )}

=0
and
NV
fr )
zm{n(a —B-(n+a+ )PP (x)

+
2(n+a)(n+ PP 0} =o.

The values of @ and f§ are chosen in such a way that
equality takes place x,,, = Xpm = Xqm-

c) The values of the background f; and 4f anomalous f,
reflected spectra and their difference Af = f,(x;,) —
fr(xm) are calculated at the found maximum point. The
values of x,, and Af at different values of @ and S are
presented in Table 1. The row marked with I corresponds
to the case when the multiplier before the sum in equation
(21) is equal to one, while the row marked with II - w(x).
The analysis of the data presented in Table 1 illustrates
that for each a there are such values £, at which Af is
constant. Persistence of disturbance of the background
spectrum Af serves as a criterion for the optimal choice of
parameters a and £ for the remote data spectrometry of
plants under processing.

Table 1: The value of disturbance of the background spectrum Af of
plant reflection at the X, maximum point for different @ and g

parameters.

Ys; -0.6 -0.28 0.04 0.36 0.68
(04 Xm |Af | X |Af | X | Af | xm | Af | xm | Af

577.63.84)578.1|3.89578.53.70578.9.3.54/579.3(3.43
11|543.86.18/596.9,3.53|543.76.33|545.66.58|533.0/9.87
1577.44.17577.9/3.97|578.33.77|578.7,3.59/579.1|3.46
115544.4/6.47(597.4/0.43|544.2|6.42|545.3/6.58|548.8/6.85
1[577.04.32577.5/4.16577.93.98|578.3(3.80/578.7|3.64
11}570.97.16/569.8/6.73|529.5/5.98/529.2/5.90529.1/5.84

Yt

0.0

1.0

The deviations of the reflected spectrum from the
background obtained during the computational
experiment were compared with the corresponding
results obtained based on chemical analysis during the
natural experiment. The convergence of results was within

15%. Therefore, the presence of nitrates in plants and the
estimation of their percentage rate can be detected by the
processing of remote data of green areas. Similarly, it is
possible to detect the presence of heavy metals in green
vegetation. For this purpose, it is necessary to investigate
the deviation of the reflected spectrum from the
background in the so-called "blue shift" zone, that is, at
wavelengths longer than 2000 nm. In particular, this will
allow determining the area of radioactive contamination
spreading by remote methods without the risk of exposure
to specialists.

7. Conclusions and discussion.

An algorithm for remote and spectroscopic
information processing using the spectral method based
on orthogonal Jacobi and Chebyshev-Laguerre
polynomials is presented in the current paper. This
algorithm allows approximating signals by orthogonal
series, calculating the derivatives of the specified series,
and solving approximation and identification problems on
this basis. The feasibility and effectiveness of orthogonal
Jacobi and Chebyshev-Laguerre polynomials used to
solve signal-processing problems have been confirmed
based on real-life data. The problem of the summation of
the orthogonal basis series is incorrect. The optimal choice
of free parameters makes it possible to provide an "implicit
regularisation” by applying the fast convergence series.
Depending on the specifics of the problem, the procedures
for speeding up the convergence of series or modifying the
functions with orthogonal series may be utilized for this

purpose.

Based on the input information, the Fourier-Jacobi
series can be presented in the following form:

P = 00 ) Lerp P,
n= n
P = A =0 ) el SR(COF
n= n

pe) =+ Y LpEhyy.
n=0 ™

A similar procedure can be provided with the Fourier-
Laguerre series.

One of the reasons for the usage of classical orthogonal
polynomials widespread is that they are easy to use and
theoretically justified. Recently, intensive research has
been done applying
biorthogonal polynomials to solve applied problems.

regarding constructing and

Algorithms for filtering one-dimensional signals in
linear filter models were built based on one-dimensional
Laguerre polynomials. One of the advantages here is that
directly to series
convolution without using the discretization procedure. In

the integral convolution moves

practice, it is necessary to consider models of filtering
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signals of higher dimensions, particularly two-
dimensional ones. In such cases, it is advisable to use
multidimensional orthogonal Laguerre polynomials.
Studies of these polynomials types were conducted in
works [15, 16, 19]. The results obtained in these works can
be successfully used for filtering multidimensional
signals. Note that in practice, as a rule, signal filtering
models are non-linear. However, a considerable number
of signal filtering problems in nonlinear models can be
solved with accuracy for practice by
approximating them with linear filter models.
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