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Editorial

The Journal of Engineering Research and Sciences (JENRS) continues to provide a
multidisciplinary platform for research addressing emerging challenges across engineering,
science, and technology. The contributions presented in this issue reflect the increasingly
interconnected nature of contemporary engineering research, spanning cybersecurity, human-
computer interaction, condensed matter physics, artificial intelligence, public-sector digital
governance, and intelligent fault diagnosis. Collectively, these studies demonstrate how
theoretical developments, systematic reviews, experimental validation, and emerging
computational methodologies can contribute to the development of more secure, reliable,
accessible, and intelligent technological systems.

The security of legacy network infrastructure remains a critical concern, particularly within
highly regulated financial and mainframe environments. A systematic migration framework from
SNMPv2c to SNMPv3 is presented for IBM z/0S, Cisco I0S-XE, SolarWinds, and related operating-
system environments, incorporating authenticated privacy mechanisms based on HMAC-SHA-96
and AES-128. Through FAIR-based risk analysis, the proposed transition demonstrates a
substantial reduction in expected annual loss, while the five-phase migration methodology
addresses coexistence, asset discovery, RACF configuration, enginelD management, and cutover
validation. The alignment of the approach with established security standards and guidance
further enhances its practical value for organizations seeking to modernize legacy network-
management infrastructures [1].

Accessibility and engagement in user experience evaluation are examined through the
development of voice-based adaptations of the User Experience Questionnaire. Two
conversational implementations, Voicel-7 and Voice2Q, together with the visually supported
Voice2Q+VC variant, demonstrate how natural language interaction can be incorporated into
established UX assessment methodologies. Validation involving 345 participants indicates that
the voice-based approaches can produce results comparable to the conventional written
questionnaire, while Voice2Q improves response consistency and Voice2Q+VC helps address
cognitive workload associated with voice-only interaction. These findings highlight the potential
of conversational interfaces to make UX evaluation more accessible while maintaining
measurement validity and improving user engagement [2].

The fundamental mechanisms governing superconducting critical temperature remain an
important challenge in condensed matter physics. A phenomenological framework based on the
concepts of superconducting gene, superconducting DNA, orbital electron-hole pairs, and
associated structural parameters is proposed to describe variations in critical temperature across
copper oxides, iron-based superconductors, and high-pressure hydrides. The resulting orbital
engineering strategy considers electron orbital filling, light-element heterojunctions, pressure,
doping, and isotope effects as potential pathways for increasing superconducting transition
temperatures. By seeking a unified description across different superconducting material
families, the study offers theoretical perspectives that may support the future design of high-
temperature superconducting materials and technologies [3].

The growing availability of social media content in Bengali presents both an opportunity and a
challenge for computational emotion analysis, particularly because of limited annotated
resources and the informal nature of online language. A unified six-class Bengali emotion
classification framework based on a manually annotated corpus of 5,401 social media comments
systematically evaluates recurrent, transformer-based, and hybrid architectures. The proposed
soft voting ensemble combines complementary contextual representations and achieves 91.31%
accuracy with a weighted F1 score of 0.913, outperforming individual models. The incorporation

viii



of LIME and SHAP further strengthens interpretability, contributing to the development of more
transparent and reliable natural language processing systems for Bengali-language applications

[4].

Digital transformation within public-sector organizations requires technological innovation to be
balanced with governance, regulatory, and operational requirements. A systematic review of 39
sources examines the potential integration of Artificial Intelligence for IT Operations and Machine
Learning Operations into ITIL-based change and release management workflows. The analysis
identifies key themes involving Al-driven monitoring and incident management, public-sector
governance constraints, legacy-system challenges, and limited adoption of Al within change and
release processes. The identified gaps in explainability, empirical validation, Al-ready change
records, and governance frameworks provide a valuable foundation for future research aimed at
developing responsible and effective Al-supported operational management in public-sector
environments [5].

The increasing complexity of cyber-physical systems has created a growing need for intelligent
fault-diagnosis methods capable of understanding relationships among interconnected
components. A comprehensive survey of Graph Neural Network-based fault diagnosis examines
graph representations, learning paradigms, diagnostic objectives, deployment architectures,
benchmark datasets, and evaluation practices across industrial automation, smart grids,
transportation, healthcare, and other domains. Particular attention is given to practical challenges
including topology drift, cascading misdiagnosis, noise amplification, open-set misclassification,
adversarial vulnerability, and concept drift. The discussion of physics-informed learning,
multimodal fusion, dynamic graph modeling, and privacy-preserving federated approaches,
together with practitioner-oriented design guidance, provides a broad perspective on the path
toward reliable and deployable GNN-based diagnostic systems for safety-critical infrastructures

[6].

The contributions assembled in this issue demonstrate the broad scope and evolving character of
engineering research, where cybersecurity, artificial intelligence, digital governance, human-
centered technologies, advanced materials, and intelligent diagnostics increasingly intersect.
From securing legacy infrastructure and improving digital accessibility to exploring new
theoretical pathways for superconductivity and developing robust Al-driven analytical systems,
the featured studies address challenges of both scientific significance and practical relevance. The
collective findings provide valuable insights for researchers, practitioners, and technology
developers and underscore the importance of interdisciplinary approaches in advancing reliable,
secure, sustainable, and intelligent engineering systems.
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SNMPv2-to-SNMPv3 Migration in Financial Mainframes: Risk
Reduction and Repeatable Playbook
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ABSTRACT: Legacy SNMP versions 1 and 2c send community strings in cleartext with no
authentication or encryption. In financial mainframe environments that operate IBM z/OS and are tied
to Cisco IOS equipment, attackers actively exploit SNMPv2c as an attack vector. This paper quantifies
the reduction in risk that can be achieved by deploying SNMPv3 in IBM z/OS 2.5, Cisco 10S-XE,
SolarWinds network management systems, and a variety of operating-system environments, using the
authenticated privacy (authPriv) mode defined in RFCs 3411 to 3415 and 3826, as well as HMAC-SHA-
96 and AES-128. Each of these platforms outlines and verifies a five-phase, repeatable migration
process. Using the FAIR (Factor Analysis of Information Risk) method of risk analysis, the loss from
the exploitation of SNMP in mainframe environments indicates a 90 to 96 percent reduction in expected
annual loss under stated assumptions (a drop from $1.1M to $4.5M under SNMPv2c to $40K to $250K
in SNMPv3). This methodology covers these important points in z/OS migration: coexistence with an
existing system, asset discovery and documentation of your RACF settings and views, design of your
enginelD management plan, and validation of your cutover strategy. This paper aligns with the PCI-
DSS v 4.0, NIST SP 800-53 Rev. 5, and NSA/CISA guidance for mainframe migrations and includes a
checklist that security architects and mainframe operations teams can apply while implementing and
validating the migration process.

KEYWORDS: SNMP, SNMPv3, SNMPv2c, IBM z/OS, User-based Security Model (USM), View-based
Access Control Model (VACM), network security, mainframe, Resource Access Control Facility
(RACEF), authPriv, AES-128, risk reduction, PCI-DSS, NIST SP 800-53.

1. Introduction Despite this critical role, the majority of deployed
SNMP configurations in legacy financial environments

The Simple Network Management Protocol, or SNMP, continue to operate version 1 or version 2c. Both versions

is a fundamental management protocol used for
monitoring network systems in large enterprises. At banks
and other financial services organizations that rely on a
core transaction process based on the IBM z/OS

authenticate solely through a shared community string
transmitted in plaintext over UDP port 161. Any observer
with access to the network path between the management
station and the managed device can read this string using

mainframe operating system, SNMP management agents 4,9 packet capture tools [2]. With a valid community

are running on the z/OS Communications Server itself, on
Cisco routers and switches at the network periphery, and
on a range of other equipment such as load balancing

string, an attacker can enumerate MIBs to gather detailed
device topology information and, with read-write access,
can alter device configuration [3]. These are not theoretical

devices and storage subsystems. Network monitoring threats. The Russian GRU-affiliated threat actor APT28
products from Omegamon and SunGard/IBM products

like NetView monitor SNMP-enabled z/OS systems and
third-party equipment, such as Cisco devices, SolarWinds,
and Zabbix, while polling usage and processor loads on
network interfaces, TCP connection counts, and system
availability [1].

exploited default SNMPv2c community strings on Cisco
routers belonging to U.S. government agencies and
Ukrainian organizations from 2021 through 2023, injecting
persistent malware and exfiltrating routing tables using
nothing more than a default community string of "public."
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Financial mainframe environments present an
especially high risk profile relative to general-purpose IT.
The systems process significant amounts of cardholder
and ACH transaction data continuously, with strict
change windows (24x7) limiting when urgent patches may
be applied and sit at the intersection of PCI-DSS and SOX
compliance obligations. Therefore, an SNMP-based
breach of z/OS infrastructure will expose network
topology as well as the audit trail, transaction processing

engine, and compliance attestation record simultaneously.

SNMPv3, standardized in December 2002 as IETF
Internet Standard STD 62 through RFCs 3411 to 3418 [4],
[5], [6], [1], addresses every principal security threat that
undermines SNMPv2c. Its User-based Security Model
(USM) provides per-user HMAC authentication and
symmetric-key encryption. Its View-based Access Control
Model (VACM) enforces least-privilege MIB access. The
timeliness module prevents replay attacks by enforcing a
150-second clock synchronization window.

In summary, this paper
contributions. We provide a side-by-side security model
comparison (both SNMPv2c and SNMPv3) at a protocol
level based on RFCs. We analyze the current security risk

post-migration based on a government's vulnerability

makes the following

advisory and CVE databases. We quantify the risk after
migration using the Factor Analysis of Information Risk
(FAIR) model with assumptions consistent with a typical
financial mainframe environment. We provide detailed
migration procedures, including the design pattern for the
View-based Access Control Model (VACM), as per
specific major equipment vendors' implementation
instructions: IBM z/OS and Cisco IOS. Finally, we show
how these procedures comply with requirements set by
PCI DSS (v4.0), NIST SP 800-53 (Rev 5), and NSA CISA.
We finish off the paper with a security post-migration
checklist.

2. SNMPv2c vs.
Comparison

SNMPv3: Protocol Security

2.1. A. SNMPv2c Community-Based Security Model

The SNMPv2 community string model includes
additional protocol-defined functionality for the
community model, such as GetBulk and InformRequest,
compared to SNMPv1 as defined in IETF RFC1901 [1], but
it does not improve the security architecture of SNMPv1.
The community string serves as the combination of a
group ID, a password, and an access level (R/O) selection
function. The community’s name in SNMPv2c is
implemented as an OCTET STRING without any
application-level hashing, symmetric encryption, or
message authentication mechanism in the SNMP protocol
header. SNMP community strings are assumed to be static
and not rotated by users or administrators; there are
defaults (""public" read-only, * "private" read/write) set

into devices that allow default community names with
default access values. This is a massive surface targeted by
previous APT28 cyber-attacks.

SNMPv2c lacks protection against any of these five key
threats: Threat to Data (i.e., the integrity of the data in
SNMP messages during transit), Threat to Message Source
Identity (i.e, masquerade), Threat to Message
Confidentiality (i.e., disclosure), Threat to Data Stream
(i.e., the deletion and replay of messages), Denial-of-
Service threat.

The primary vulnerabilities associated with both
SNMPv1 and SNMPv2c can be easily summarized: the
community string is sent in clear text via UDP, thus
enabling anyone who monitors this traffic to capture it
using common packet capture software; there is no
verification of each message that is received by an
administration workstation, therefore all messages could
have been generated from anywhere; the content of all
MIBs polled and the configuration of devices are in plain
sight during transit because they are not encrypted;
instead of being assigned to individual users, all access
credentials for a network's management workstations are
shared among all management workstations; and the two
most commonly used community strings (the public string
and the private string), which were set at the time of
manufacture and are very rarely modified, create an
always-available and well-known attack opportunity. All
of these issues have also demonstrated practical
vulnerability through CVE-2017-6742 [7] and the APT28
Jaguar Tooth campaign [8].

2.2. B. SNMPv3 User-Based Security Model

SNMPv3 fixes all the shortcomings of SNMPv2c by
making three changes to its security. First, it provides
authentication via an HMAC-SHA-96-based hash using
the community string as a user-specific, engine-specific
key; therefore, each message received is tied to a particular
user ID and can't be spoofed without access to that user’s
local key. Second, AES-128 encryption in Cipher Feedback
(CFB) mode protects the scoped PDU from being read on
receipt, thereby rendering any capture of the encapsulated
UDP traffic useful for nothing other than ciphertext, which
includes no discernible community string or MIB
information. Third, all messages are integrity checked by
including a 96-bit truncated HMAC in the authenticated
portion of every message received. This allows any
modification made while the message was in transit to be
identified before the message is processed.

In RFC 3411 [4], SNMPv3 was defined to use a modular
architecture consisting of an SNMPv3 Application,
Dispatcher Message Processing Subsystem, SNMPv3
Security Subsystem, and SNMPv3 Access Control
Subsystem. An implementation of the SNMPv3 Security
Subsystem is described in USM. Each user is identified by

WwWw .jenrs.com

Journal of Engineering Research and Sciences, 5(6): 1-14, 2026 2


http://www.jenrs.com/

@3 JENRS

R. K. Shaw, SNMPv2-to-SNMPv3 Migration in Financial Mainframes

a (userName, snmpEnginelD) tuple and possesses distinct
authentication credentials privacy
credentials. Three security defined:
noAuthNoPriv (no protection, used for discovery only),
authNoPriv (authentication without encryption), and
authPriv (authentication plus encryption). Financial
mainframe environments should operate exclusively in
authPriv mode.

and, optionally,

levels are

Authentication uses HMAC-MD5-96 or HMAC-SHA-
96 [5]. The SHA variant computes an HMAC-SHA-1 over
the entire serialized message using a 160-bit localized key,
then truncates the result to 96 bits for insertion into the
msg Authentication Parameters field. The localized key is
derived per RFC 3414 section 2.6: the user password is
expanded to fill 1,048,576 bytes (1 MB) by cyclic repetition,
hashed to produce a master key Ku, and then hashed
again with the snmp Engine ID concatenated on both sides
to produce the localized key Kul. This means that
compromise of credentials at one engine does not expose
credentials used at any other engine.

Privacy uses CBC-DES (RFC 3414 [5], included for
backward compatibility ~ but cryptographically
deprecated) or AES-CFB-128 (RFC 3826 [9]). AES-128 in
CFB mode constructs its initialization vector from the 32-
bit snmp Engine Boots value, the 32-bit snmp EngineTime
value, and a 64-bit local salt. The salt is incremented with
each message, ensuring IV uniqueness even when two
messages are sent within the same second. AES-128
should be the minimum privacy protocol deployed; DES
must be disabled. The replay attack window is enforced
by requiring that the absolute difference between the
received msgAuthoritativeEngineTime and the local
notion of that engine time not exceed 150 seconds (RFC
3414 section 2.2.3). Past research has established that even
fully configured SNMPv3 systems still have residual
attack surfaces, such as the discovery mechanism for
negotiating SNMP engine IDs and key localization values
[10].

2.3. Feature Comparison Table

Table 1 summarizes the security feature comparison
between SNMPv2c and SNMPv3.

Table 1: SNMPv2c vs. SNMPv3 Security Feature Comparison

150-second
timeliness
Replay . ] RFC
Protection None wm.d oW 3414
engine boots
counter
Community VACMIETOuR |
Access Control | string maps to L
read /write security level, 3415
MIB view
Credential Shared across all | Per-user, per- REC
Scope management engine; 414
stations localized keys
Fine-grained
Full or
MIB Visibility | community- OID subtree | RFC
filtered views via 3415
VACM
Notification Authenticated | -
. None Inform PDUs
Security . 3413
with retry
None: no
Default High:
Credentials "public"/"private” :ff;}: users ngﬁ
Risk widely deployed defined

3. SNMPv3 Architecture and Security Models
3.1. Message Processing Architecture

Figure 1 illustrates the layered security architecture of
an SNMPv3 message as specified in RFCs 3411 and 3414
[4], [5]. The outer message envelope carries the protocol
version, message identifier, maximum message size,
security flags (authFlag, privFlag, and reportableFlag
packed into a single octet), the security model identifier (3
for USM), and the serialized security parameters. When a
PDU goes through the scope, the scope ID is authenticated
first, and the data is then encrypted to ensure message
confidentiality and integrity.

: _ msgFlags )
msgVersion=3 B authFlag-privFlag msgSecurityModel=3

m "
12-byte MAC Prevents 150-second
over full message & tampering < replay window

SNMPv3 REC
Feature SNMPv2e (authPriv) Ref. IV = boots(32b) Encrvat
+ time(32b) g ncrypts
Per-user + sall(64b) i scopedPDU
Authentication | Community HMAC-SHA- | RFC
Model string (plaintext) | 96 or HMAC- 3414
MD5-96 contextEnginelD contextName F;-?r:,;:,/?;grsr:t
Encryption None AES-128 CIB REC
yP or CBC-DES | 3826 . . . .
HMAC Figure 1: SNMPv3 USM Security Architecture and Message Processing
(RFC 3414)
Integrity None truncated to 96 | REC
Protection bits per 3414
message
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3.2. View-Based Access Control Model

VACM (REC 3415) [6] implements a five-step access
decision process operating on five MIB tables. The
vacmSecurityToGroupTable stores a mapping from a role
and security context to the name of a database group. The
AccessTable contains a mapping from the following
attributes of groups to the names of system views on the
table: group name, context prefix, security model,
required security level, readView, writeView, and
notifyView. The vacmViewTreeFamilyTable specifies OID
subtrees that each view includes or excludes, allowing
administrators to restrict a monitoring user to system MIB
and interface MIB OIDs while blocking access to security-
sensitive subtrees. Figure 2 illustrates the VACM decision
flow.

SNMP Request Received

Step 1: Context Check
vacmContextTable (.1.1)

Context found

v

Step 2: Group Lookup
vacmSecurityToGroupTable
(.1.2) (securityModel,
securityName) —
groupName

Group found

Step 3: Access Rights
vacmAccessTable (.1.4)
(group, context, secModel,
secLevel)

Entry found

v

Step 4: View Selection Read
/ Write / Notify view name

No group

No entry

Step 5: 0ID Inclusion
nvacmViewTreeFamilyTable
(.1.5)

0ID included 01D excluded

N,

Access Denied Return
noAccess / notInView

v Access Granted Return
noError

Figure 2: VACM Decision Flow for SNMPv3 Access Control (RFC 3415)

4. Risk Landscape: Pre-Migration Threat Analysis
4.1. Government and Industry Advisories

The U.S. Cybersecurity and Infrastructure Security
Agency (CISA) published Alert TA17-156A in June 2017
[2], stating that "SNMPv3 should be the only version of
SNMP employed" because SNMPv1 and SNMPv2c allow
an adversary to sniff network traffic and recover
community strings, enabling man-in-the-middle and

Unknown contex

replay attacks. The NSA Network Infrastructure Security
Guide [3] (October 2023) states that the NSA "highly
discourages using SNMP version 1 or 2c" and dedicates
Section 7.11.3 to requiring SNMPv3 for all remote device
administration. CISA updated this position in December
2024, mandating that organizations "disable any
unnecessary, unused, exploitable, or plaintext services
and protocols, such as SNMPv1/v2c" [11] in the Enhanced
Visibility and Hardening Guidance for Communications
Infrastructure.

The most significant recent incident is documented in
the April 2023 Joint Advisory issued by NCSC-UK, NSA,
CISA, and the FBI [8]. APT28, a Russian GRU threat actor,
exploited CVE-2017-6742 [7] against Cisco 1OS routers
from 2021 onward. The advisory states that affected
routers were configured with SNMPv2c using weak or
default community strings, including the default value
"public." In at least 250 cases, including those targeting
government entities in the United States, the strings were
part of an attack called "Jaguar Tooth," in which APT28
injected malicious code into routers' memory, enabling the
theft of routing table information and maintaining
persistence after a router rebooted.

4.2. CVE Vulnerability Catalog

Table 2 presents the principal SNMP vulnerability
catalog from 2002 through 2025, illustrating the persistent
and evolving attack surface.

It is important to note the CVE-2017-6742 [7] and CVE-
2025-20352 [12] affect the SNMP processing engine (not
just community string parsing), so they exist for both
SNMPv2c and SNMPv3 users (they are engine processing
parsing defects). It cannot be said strongly enough that
any device that handles SNMP traffic must be quickly
patched for these issues. The benefits of using SNMPv3
(and associated ACLs) should not be overlooked, though,
since proper configuration makes network traffic
unreachable except by the trusted network management
systems' IP address, effectively closing that "back door.

4.3. Attack Taxonomy

Six primary attack categories target SNMPv1/v2c
deployments in financial mainframe environments, which
is shown in Table 3.

5. Network Architecture: Before and After Migration

Figure 3 contrasts the pre-migration and post-
migration network management architectures.

In pre-migration architecture, UDP port 161 traffic
between the NMS and any managed device carries the
community string in the 7th field of the SNMPv2c message
header. Any device on the Layer 2 segment, including
other managed devices, can capture this traffic. In the
post-migration architecture, the scoped PDU is AES-128
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Table 2: Selected SNMP Vulnerability History (2002-2025)

CVE Year CVSS | Description Affected Exploited
DoS/privil lati ia SNMPv1 t
CVE2002-0013 | 2002 | 100 | DOS/Privilege escalation via v ap Multi-vendor CERT CA-2002-03
handling (PROTOS suite)
DoS/privil lati ia SNMPv1 t
CVE2002-0012 | 2002 | 100 | DOS/Privilege escalation via VETETUESE 1 Multi-vendor CERT CA-2002-03
handling
CVE-2012-3268 2012 8.5 SNMP credential disclosure via CWE-522 HP/H3C/Huawei | Public PoC
RCE via buff £l in SNMP MIB
CVE2017-6742 | 2017 | 88 - via bulter overfiow 1 son Cisco IOS/XE APT28; CISA KEV
Cisco IOS/I0S XE
Arbitrary command execution as root via . o
CVE-2020-15862 | 2020 8.8 . Net-SNMP <=5.8 | Active exploitation
EXTEND MIB in Net-SNMP
Stack-based buffer overflow in Cisco IOS/IOS . CISA KEV Oct
CVE-2025-20352 | 2025 7.7 Up to 2M devices
XE SNMP subsystem 2025
Buffer overflow in Net-SNMP snmptrapd; no Critical: no auth
CVE-2025-68615 | 2025 9.8 L . Net-SNMP < 5.9.5
authentication required needed

Table 3: Comparative analysis of SNMPv2c vulnerabilities and SNMPv3 mitigation strategies for network management security.

Attack Category SNMPv2c Exposure SNMPv3 Mitigation Residual Risk

Community string . . Community strings eliminated; USM keys | No Access Control List
. Critical: plaintext UDP . .

sniff never transmitted (ACLs) applied.

MIB enumeration Full MIB tree exposed

VACM view restricts OID access per user

Low-view design

exploitable

role
Configuration Write access via RW . . . . .
. . writeView empty unless explicitly granted | Low with least privilege
tampering community
Any captured PDU 150-second timeliness window + boots L
Replay attack Negligible [10]
replayable counter
Engine buff Exploitable b IP with
ngthe Duter xplottable by any 1wl ACL restricts access to NMS IPs only Medium: patch required
overflow port 161 access
. Public-facing UDP 161 ACL blocks external access and .
DDoS amplification Low with ACLs

information replace traps

encrypted. Even if the UDP traffic is captured, the attacker
obtains only ciphertext, and the absence of community
strings means there is no static secret to brute-force from
offline capture.

NMS
Network Mgmt Station

UDP/1(;1 v3 authPriv SHA-
96 + AES-128

UDP/161 v2c
community=PUBLIC

""'Mag_\aged devices (SNMP agents)
~a -

I1BM 2/0S
Mainframe locked

Cisco 105
Router locked

Network
Switch locked

encrypfed — no
community string

captures plaintext
community string

v v

Attacker
passive sniff

Attacker
blocked

Figure 3: The SNMP architecture before and after migration. The left
path shows SNMPv2c sending community strings in plain text, which
makes it easy for someone to passively intercept them. The right path
shows SNMPv3 authPriv with SHA-96 and AES-128, which gets rid of
community strings and stops the attacker.

6. Risk Reduction Analysis
6.1. Risk Model and Assumptions

The analysis uses the FAIR (Factor Analysis of
Information Risk) model [13], which decomposes risk into

Loss Event Frequency (LEF) and Loss Magnitude (LM).
LEF is the product of Threat Event Frequency (TEF) and
Vulnerability (V). LM
productivity loss, response costs, equipment replacement,
competitive advantage loss, fines and judgments, and
reputation damage. The numbers provided reflect the cost
of protecting a mid-sized financial institution (with 150 to
300 SNMP-enabled mainframe and network devices) that
holds cardholder data and is required to comply with the
Payment Card Industry Data Security Standards (PCI
DSS) and SOX Section 404, as outlined in Table 4.

spans six loss categories:

The parameters outlined above are based on a large
financial organization with 150-300 SNMP-enabled
devices and a $50M mainframe that is within PCI DSS
scope. The most sensitive parameter is the vulnerability
parameter. For SNMPv2c, this is 80% - 95%. This figure
was calculated, as it is very probable an attacker can gain
access to your network using default or easily guessed
community strings. For SNMPv3, authPriv has been
estimated at 2% - 5%. This represents the residual attack
threat created by parsers at the engine level that will still
need to be patched, regardless of whether you use
SNMPv1, v2c, or v3. Organizations that have a greater
number of assets and evidence of past breaches may also
experience increased threat event frequency and exposure
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factor, resulting in greater absolute dollars of loss but
identical percentages of relative loss reductions. On the
other hand, organizations that currently employ
compensating controls (such as strict ACLs and out-of-
band management networks) would likely experience
reduced starting vulnerability values for SNMPv2c,
reducing the relative loss reductions.

Table 4: FAIR Risk Model Assumptions and Parameters

SNMPv3
Parameter SNMPv2c Value authPriv
Value
Threat Event 12 to 52 12 to 52
Frequency events/year events/year
80 to 95%
Vulnerability (Prob. of 0727 2 to 5% (ACL
. (default/weak .
success given attempt) . + authPriv)
community)
Annual Rate of 0.15 t 0.30 0.02 to 0.05
Occurrence (ARO) oo et
Asset Valuation
(financial mainframe $50M $50M
estate)
Exposure Factor
(portion of asset value | 15to30% 4 to 10%
at risk per event)
Single Loss
$7.5M to $15M $2M to $5M
Expectancy (SLE)
Expected Annual Loss $40K to
$1.1M to $4.5M
(EAL = ARO x SLE) $250K
Implementation Cost $50K to
. N/A
(one-time) $200K
Return on Security N/A Payback in 1
Investment (ROSI) to 3 months

6.2. Risk Reduction Visualization

The figures in Figure 4 represent the estimated annual
loss for each of three different exposures. In the
conservative scenario, we have used the lower end of the
parameters provided in Table 4 to estimate the loss.
Therefore, ARO = .015 (SNMPv2c) and ARO = .02
(SNMPv3); SLE = $7.5 million and $2 million; and,
therefore, the EAL is $1.1 million and $40 thousand (a
decrease of 96 percent). The middle-range values were
used in the moderate scenario. Thus, ARO =.022 and .035;
SLE = $11 million and $3.5 million; and therefore, EAL =
$2.4 million and $123,000 (a 95% decrease). Upper bound
values were used for the high-exposure scenario. Thus,
ARO = .03 and .05, SLE = $15 million and $5 million, and
therefore EAL = $4.5 million and $250,000 (a 94%
decrease). Regardless of which of these three exposure
scenarios you use to calculate your estimated annual loss
(EAL) when comparing SNMPv2c to SNMPv3 authPriv,
there will be a reduction in EAL ranging from 90 to 96%.

Expected Annual Loss: SNMPv2c vs SNMPv3

Expected Annual Loss ($M)
Y
o

Low (v2c) Low (v3) Mid (v2c) Mid (v3) High (v2c) High (v3)

Figure 4: Expected Annual Loss before and after SNMPv3 migration
across three exposure scenarios. Reductions of 90 to 96 percent are
achieved through the combination of credential elimination, AES
encryption, and ACL-enforced access restriction.

6.3. Compliance Cost Avoidance

In addition to direct breach cost reduction, migration
eliminates material compliance liabilities. PCI-DSS v4.0
Requirement 2.2.7 [14] mandates that all non-console
administrative access use strong cryptography. Auditor
findings of plaintext SNMP in cardholder data
environment (CDE) adjacent segments can result in non-
compliance penalties of up to $100,000 per month per card
brand. SOX Section 404 requires that the internal control
environment over financial reporting systems be assessed
annually; insecure SNMP on mainframe infrastructure
contributes to material weakness findings. NIST SP 800-53
[15] Rev. 5 control SC-8 (Transmission Confidentiality and
Integrity) is directly violated by SNMPv2c and satisfied by
SNMPv3 authPriv.

In addition to direct breach cost reduction, migration
eliminates material compliance liabilities. PCI-DSS v4.0
Requirement 2.2.7 [14] mandates that all non-console
administrative access use strong cryptography. Auditor
SNMP in cardholder data
environment (CDE) adjacent segments can result in non-

findings of plaintext
compliance penalties of up to $100,000 per month per card
brand. SOX Section 404 requires that the internal control
environment over financial reporting systems be assessed
annually; insecure SNMP on mainframe infrastructure
contributes to material weakness findings. NIST SP 800-53
[15] Rev. 5 control SC-8 (Transmission Confidentiality and
Integrity) is directly violated by SNMPv2c and satisfied by
SNMPv3 authPriv.

7. Migration Methodology

This five-step plan allows SNMPv2c and SNMPv3 to
live side by side with no service disruptions, as shown in
Figure 5.

WwWw .jenrs.com

Journal of Engineering Research and Sciences, 5(6): 1-14, 2026 6


http://www.jenrs.com/

@3 JENRS

R. K. Shaw, SNMPv2-to-SNMPv3 Migration in Financial Mainframes

B Phase 1 Discowvery &
Invantary —Weeks 1-2

™ Phase 2 Design & Pllot —

Weaeks 3-4

@ Phase 3 Canligure &
Farallal Run - Wesaks 5-8

i Phase
Hardan =0

= Bhase & Cutover &
Validation - Weeks 9-10

Figure 5: Five-Phase SNMPv2-to-SNMPv3 Migration Workflow from asset discovery through ongoing hardening.

7.1. A. Phase 1: Discovery and Inventory (Weeks 1-2)

The discovery phase finds all SNMP-enabled systems
in your network. Device agents may be discovered using
a variety of automated tools, such as nmap, scanning them
at TCP/UDP port 161, and attempting community string
enumeration [16]. Possible outputs of the discovery phase
are device host name, host IP address, operating system
type and version, community strings in use, the Net
Manager System that is doing the polling (if any), trap
receivers, user-created MIBs, and SNMP version. Note
that some older z/OS releases and devices have no support
for SNMPv3. For instance, IBM z/OS releases prior to 2.3
will require an upgrade in order to enable SNMPv3. Cisco
IOS versions prior to 12.3(4)T have no native support for
SNMPv3 (with aes-128). This software will have to be
upgraded or removed prior to migrating your network to
the next evolution level. For z/OS: IBM z/OS 2.3 and
beyond can support SNMPv3 AES provided ICSF
(Integrated Cryptographic Service Facility) is online.

7.2. Phase 2: Design and Pilot (Weeks 3-4)

We came up with the credential naming scheme, the
VACM view structure, and the testing procedures during
the design phase. The VACM view architecture splits
access for monitoring (read-only) from access for
management (write-capable). Users who can only read can
only see the system, interfaces, IP, and TCP MIB subtrees.
The writeView is empty for everyone except for a "break-
glass" account that can only be used during scheduled
maintenance windows. Pilot deployments included five to
ten devices: one z/OS LPAR, one Cisco IOS router, and
three Cisco 10S switches. They all ran SNMPv3 alongside
SNMPv2c credentials that could be used as a backup.

VACM validation during the pilot utilized "snmpwalk
-v3" using each of the user credentials for USM to verify
that only specific OIDs within their respective subtree
views could be accessed. If a "snmpwalk" were performed
outside of the specified subtree view(s), it would have
returned either "noSuchObject" or "endOfMIBView,"
verifying that VACM was enforcing its policies on the
agent. The writeView restrictions were tested by
performing an SNMP SET operation utilizing the read-
only monitoring user. This operation resulted in a "no
access" error being generated. Each VACM denied event
was documented as a SERVAUTH violation in the z/OS
OSNMPD job log for routing into the SIEM for
documentation prior to going live.

7.3. Phase 3: Configuration and Parallel Run (Weeks 5-8)

The configuration steps are run tier by tier within the
network management platform. IBM z/OS adds user IDs
(the USM_USER [17] option) for all z/OS SNMP
management accounts. Includes the VACM group
memberships (VACM_GROUP) that define the VACM
subtrees (VACM VIEW) and links them with VACM
access entries (VACM_ACCESS), specifying security
requirements in terms of the authPriv security level.
COMMUNITY
mechanism being supported throughout the parallel run
of the implementation.

Conserves entries for the polling

z/OS

a financial

SNMPD.CONF [18]
mainframe SNMPv3

A representative
configuration for
deployment is as follows:

USM_USER nmsMon01 - HMAC-SHA
AESCFB128 <32-hex-priv-key> L nonVolatile
VACM_GROUP monGroup USM nmsMon01 -

VACM_VIEW monView system - included -
VACM_VIEW monView interfaces - included -

<40-hex-auth-key>

VACM_VIEW monView ip - included -
VACM_VIEW monView tcp - included -
VACM_ACCESS monGroup - - AuthPriv. USM monView -

monView -

COMMUNITY readOnly public noAuthNoPriv

Localized authentication and privacy keys are generated
using the pwtokey utility:

pwtokey -p  HMAC-SHA -u  auth  <authPassword>
<hostname_or_enginelD>
pwtokey -p  HMAC-SHA  -u  priv  <privPassword>

<hostname_or_enginelD>
The corresponding Cisco IOS configuration [19] is:
ip access-list standard SNMP-ALLOW
permit 10.0.100.50 ! NMS primary
permit 10.0.100.51 ! NMS secondary
deny any log
snmp-server view MonView iso included
snmp-server group MonGroup v3 priv read MonView access
SNMP-ALLOW
snmp-server user nmsMon01 MonGroup v3 auth sha AuthP4ss!
priv aes 128 Pr1vP4ss!
snmp-server host 10.0.100.50 traps version 3 priv nmsMon01
snmp-server community tempReadOnly RO SNMP-ALLOW

Cross-platform authentication for validating keys has
confirmed that the z/OS platform and the Cisco IOS-XE
platform are correctly authenticated with their respective
USM (User Security Model) credentials. On the z/OS side,
you must first use D ICSF,STATUS to validate that AES-
128 hardware acceleration is enabled and then perform a
test SNMP GET wusing the localized key and a
corresponding SNMP GET request from an external
network manager. The test should confirm a valid
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response from OSNMPD. On the Cisco IOS-XE side, you
must display the SNMP user information to confirm the
auth and priv protocol being used. Both platforms have
been validated to work together using the same USM
username and thus confirmed to provide symmetric
HMAC-SHA-96 validation at both ends of the
management path.

For the receipt of NMS traps, the default behavior of
z/OS SNMPD is to create its snmpEnginelD from its
hostname, while the default behavior of Cisco IOS-XE is to
create its enginelD based on the chassis's MAC address.
As such, the enginelDs created on each platform must be
registered in advance with the NMS prior to receiving
SNMPv3 traps. Inform PDUs are recommended when
migrating to SNMPv3, as they are acknowledged and thus
eliminate the silent failure condition resulting from a
mismatch of enginelDs between the NMS and the target
system.

RACEF provides two levels of integration with SNMPv3
access control functions on z/OS. First, RACF requires that
a SERVAUTH class profile of type
EZB.SNMPAGENT.sysname.tcpprocname be defined and
that the OSNMPD userid be granted permission before a
DPI connection can successfully occur. If no such profile
exists or if no such permissions exist,t, OSNMPD will
and subagent
registration will silently fail. Secondly, RACF may prevent
unauthorized operators from modifying SNMPD.CONF
and restarting OSNMPD by protecting the USS path
associated with SNMPD.CONF and the started task
profile of OSNMPD. In addition, all SNMPv3 USM user
entries and VACM group membership definitions in
SNMPD.CONF should be version controlled and
restricted from unauthorized modification so that a RACF
violation and a SIEM event will be generated before any
modification occurs to a running agent.

terminate with an RACF violation,

7.4. Phase 4: Cutover and Validation (Weeks 9-10)

Cutover removes all SNMPv2c community strings
from each device immediately after confirming that all
NMS polling and trap reception is operating correctly via
SNMPv3. On Cisco devices [20], each community string
removal also requires removing the auto-generated v1 and
v2c SNMP groups. On z/OS, all COMMUNITY entries are
removed from SNMPD.CONF and OSNMPD is recycled
with a warm restart. Validation confirms that the show
snmp community on Cisco returns an empty output, that
the z/OS OSNMPD job log shows no version 2c OID walk
activity, and that all NMS dashboards show data
continuity without gaps. Pre-defined rollback triggers
suspend cutover automatically: more than 5 percent of
devices unreachable after SNMPv2c removal, NMS data
gaps exceeding 15 minutes, or trap delivery failure from
any production device.

The first thing that happens when a rollback trigger
occurs is to "turn back" COMMUNITY entries on the
impacted device tier. For z/OS, this includes restoring the
COMMUNITY lines to SNMPD.CONF and doing a warm
restart of OSNMPD. All the SNMPv3 USM_USER entries
for each device will remain unchanged. On Cisco IOS-XE,
you simply add the SNMP-server community directive
again but with a restriction to the SNMP-ALLOW ACL.
During rollback, none of the SNMPv3 SNMP-server
user/group configurations are changed or deleted. Before
attempting another cutover, change management must
conduct a Root Cause Analysis (RCA) gate check,
documenting the trigger, impacted devices, and corrective
actions in the change management ticket. This should be
recorded as a specific runbook step within your change
management system.

7.5. Phase 5: Ongoing Monitoring and Hardening (Post-
Cutover)

After cutover, monthly credential rotation should be
scheduled for all USM users using the pwtokey and
SNMP-USER-BASED-SM-MIB  keyChange mechanism.
Quarterly SNMP scanning with nmap confirms that UDP
port 161 is not reachable from outside the management
VLAN. VACM view users should be reviewed every year
or when access profiles are modified. Each OSNMPD
session that issues RACF permission violations via SNMP
is sent to a centralized Security Information and Event
Management (SIEM) system for analysis and alerting.

7.6. Deployment Observations

The five phases of methodology mentioned
throughout the paper are being used in an actual
production finance mainframe environment running IBM
z/OS version 2.5 and utilizing both Cisco IOS-XE network
boundary devices and SolarWinds as our primary
Network Management System (NMS). As such, we have
identified several qualitative operational deployment
characteristics from that use case. In the first instance,
Phase Three (the Parallel Coexistence Phase), there were
no service disruptions generated; SNMPv3 and SNMPv2c
polling ran concurrently for 48 hours, with no metric
discontinuities reported in our NMS dashboard. This
validated the coexistence method prior to removing any
strings.  Secondly, the Engine ID
Synchronization issue illustrated in Table 5 occurred when
executing a pilot run of the z/OS LPAR environment: a test
LPAR clone invalidated the locally defined USM keys.
Thus, it is necessary to synchronize Engine IDs prior to

community

generating keys, as stated in Section 8. Lastly, RACF
SERVAUTH violations experienced upon initiating
OSNMPD startup on two LPARs were eliminated once the
EZB.SNMPAGENT profiles were created according to
Section 7C. Our baseline number of violations fell to zero
in 24 hours after the cutover date, which established a
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clean baseline for future anomaly detection. Finally, none
of the rollback triggers activated during production
cutover, and all of our NMS dashboards continued to
show continuous data flow without gaps through legacy
community string elimination. These findings support the
phasing approach and verify the checklist items listed in
Table 8 as valid gates for successful production
deployment.

8. Implementation Challenges and Mitigations

Engine ID management is the most
operationally critical prerequisites for a successful
implementation of SNMPv3. The engine ID is identified as
part of the first time the application is deployed by
running snmpget -v3 -u " -l noAuthNoPriv
1.3.6.1.6.3.10.2.1.1.0 For this reason, the engine ID must be

recorded along with the device in your Configuration

among

Management Database (CMDB) prior to generating
localized keys since the process used to derive these keys
is dependent upon the engine ID (see RFC 3414 section
2.6). In the event that an engine ID has been modified due
to LPAR cloning or SNMPD.BOOTS file corruption on
z/OS, then it will invalidate all previously generated User-
based Security Model (USM) keys. These must be
recreated by executing pwtokey against the new engine ID
value. The steps to recreate keys are as follows: (1) Identify
the new engine ID from either D ICSE,STATUS, or
SNMPD.BOOTS; (2) execute pwtokey -p HMAC-SHA -u
auth for each of the defined USM users; (3) modify
SNMPD.CONF to include the new hexadecimal string
representations of the localized keys; (4) perform a warm

restart of OSNMPD; and (5) update the credential records
within your NMS for both the authentication and privacy
keys. Track your engine IDs in your configuration
management database just as you would track IP
addresses.

The reality is SNMPv3 migrations almost never fail on
a technical level. What causes trouble are all the things that
have to be in place before they start or can happen after
they start. The seven problems in Table 5, as well as the
key to their successful execution in a financial mainframe
migration, lie in these environmental preconditions. [21],
[22].

SNMPv3 represents a structural defense against an
internal (insider) threat as it does not provide an insider
threat capability as does SNMPv2c. Anybody who knows
the SNMPv2c community string will have full SNMP
access to all devices they are allowed to view, without the
ability to be held accountable individually; e.g., every poll,
set, etc., can be attributed to the community string only
and NOT to a particular user. In SNMPv2c an attacker can
perform a full MIB tree query to gather ALL of the
network topology information from a managed device(s),
modify device configurations, and/or steal network
topology information without ANY type of audit trail
being generated to link these actions back to the actual
user performing them. The SNMPv3 user-based security
model provides per-user credentials with localized keys,
such that each SNMP operation performed by the user is
cryptographically bound to a specific username.

Table 5: Implementation Challenges and Recommended Mitigations

Challenge Root Cause

Recommended Mitigation

SNMPD.BOOTS file corruption or

enginelD mismatch on . .
LPAR cloning changes enginelD,

0s
zl invalidating localized keys

Store enginelD from SNMPD.BOOTS in configuration
management; regenerate keys after any enginelD
change

AES not available on

z/OS not configured

ICSF is not active or CEX hardware is

Activate ICSF SSDD; verify with D ICSF,STATUS; fall
back to DES only as temporary measure

SNMPv3 traps bind to the sending

NMS SNMPv3 t
Ve ap agent engine ID; NMS needs

reception failure
createUser entry per source

Pre-configure NMS with all source engine IDs; use
INFORM PDUs (acknowledged) instead of TRAPs

Legacy devices
without SNMPv3
support

life.

Firmware too old; hardware end-of-

Segment legacy devices in isolated management VLAN
with strict ACLs; schedule decommission

o o SNMPv3 configuration requires
Administrator training

understanding of USM, VACM, key

Produce internal runbooks with copy-paste
configuration templates; conduct lab exercises before

overhead
localization, and engine IDs production rollout
RACF SERVAUTH Subagent DPI connections require )
. . Define EZB.SNMPAGENT.sysname.tcpprocname
violations on SERVAUTH class profiles not present . ) .
. ] . profiles in SERVAUTH class; permit OSNMPD userid
OSNMPD in default RACF configuration

SolarWinds node re-

discovery performance baseline counters

Changing SNMP version resets some

Export baseline data before cutover; use Orion SDK to

update credentials without deleting the node
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The View-Based Access Control Model (VACM) then
limits the amount of the MIB subtree that a given user has
access to based upon their role within the organization;
i.e., a monitoring operator would not be able to issue any
set operations, and there could be a separate audit trail
generated when using a break-glass account. When
combined with the RACF SERVAUTH enforcement
capabilities provided by IBM's z/OS operating system,
each SNMP session would be attributable to a specific user
ID, thereby providing individual accountability, which
meets both requirements of NIST SP 800-53 Control IA-2
and PCI-DSS Requirement 8.2.1. Therefore, this per-user
least-privileged access model is the primary structural
defense mechanism against insider-initiated SNMP abuse

in financial mainframe environments.

9. Compliance Framework Alignment

Table 6: Compliance Control Mapping for SNMPv3 Migration

SNMPv3
Framework | Control | Requirement . v .
Satisfaction
authPriv with
All non-console
. AES-128
PCI-DSS admin access o
227 satisfies strong
v4.0 must use strong " h
cryptography
t h
CTYPograpiy requirements.
C it
No default to‘mmum y
strings
PCI-DSS passwords or . g
2.2 ] eliminated;
v4.0 community
ri USM has no
SHmngs defaults
. USM per-user
Unique user .
PCI-DSS credentials
8.2.1 IDs for all
v4.0 replace shared
access .
community
HMAC-SHA-96
Transmission provides
NIST 800- . o . .
53 Rev.5 SC-8 confidentiality integrity; AES-
ev.
and integrity 128 provides
confidentiality
Individual Per-user USM
NIST 800- A identification credentials with
53 Rev.5 and individual
authentication | accountability
VACM enforces
NIST 800- AC-3 Access least-privilege
53 Rev.5 enforcement MIB view access
per user
Least SNMPv1/v2c
NIST 800- CM.7 functionality; disabled;
53 Rev.5 disable insecure | SNMPv3 only
protocols enforced
U 1
s€ ony ) Full compliance:
. SNMPv3 with
NSA/CISA | Section thPriv: ACL SNMPv3
authPriv; .
TA17-156A | 3 ] authPriv + ACL
restrict to NMS .
P on all devices
S

CISIOS
Benchmark
[23]

Sec. 1.5

SNMP ACLs;
encrypted
passwords; no
default
communities

IP ACL on all
SNMP
groups/users;
SHA
passwords;
communities

removed [23]

10. Resource and Timeline Estimates

Table 7: Migration Task Resource Estimates

(150 to 300-Device

Environment)
Person | Calenda Key
Task . .
-Hours | rTime Dependencies
Network
Asset discovery and | 24 to 1to2 access; NMS
inventory 40 weeks query
permissions
RACF
VACM view design 16 to engineering;
and credential 24 1 week NMS admin;
schema security
architect
5-10
Pilot deployment 20 to 1to2 representative
and validation 32 weeks devices; change
window
Python/Ansible
Conflgull'atlon D to lto? ; dev1ce. .
automation reachability;
. 48 weeks
scripting lab
environment
Change
Phased rollout (150- | 80 to 3to4 management;
300 devices) 120 weeks maintenance
windows
NMS
reconfiguration 16 to Parallel with
. . 1 week ]
(SolarWinds/Zabbix | 24 device rollout
)
Rollback plan:
Cutover and legacy | 12 to 3to5 monitoring
removal 20 days continuity
confirmed
Compliance
Post-migration 16 to evidence
validation and 4 1 week package;
documentation runbook
finalization
TOTAL (excluding | 216 to 9to 11
ongoing hardening) | 332 weeks

11. Repeatable Playbook and Verification Checklist

The checklist in Table 8 encapsulates the complete
migration verification sequence. Each item maps to a
specific phase and can be independently audited as
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evidence for PCI-DSS and NIST compliance assessments.
Teams should use this checklist as a gate between phases:

no phase advances until all preceding items are checked.

Table 8: SNMPv2-to-SNMPv3 Migration Verification Checklist

# | Verification Item Phase Compliance

Ref.

1 | All SNMP-enabled assets
documented with version,

Discovery | PCI2.2

community strings, and
NMS associations

2 | Legacy devices without Discovery | CM-7
SNMPv3 support identified
and firmware upgrade
scheduled

3 | VACM views restrict Design AC-3, CISA
monitoring users to TA17-156A
required MIB subtrees only

4 | ACLs defined restricting Design CISA TA17-
SNMP access to authorized 156A
NMS IP addresses only

5 | z/OS ICSF active and AES- | Design RFC 3826
128 confirmed available via
D ICSF,STATUS

6 | NMS v2c and v3 polling Pilot All
values compared; no metric
discrepancies for 48 hours

7 | USM_USER entries with Config RFC 3414
localized SHA + AES keys
added to z/OS
SNMPD.CONF for all users

8 | RACF SERVAUTH profiles | Config IBM SC27-
created for subagent DPI 3650
connections

9 | Legacy community strings | Cutover |PCI2.2.7,
removed from all devices NSA

10 | All NMS dashboards
confirm data continuity

Cutover All

without gaps post-cutover

11 | nmap UDP 161 scan
confirms SNMPv1/v2c
responses no longer

Validation | PC12.2.7

returned

12 | Compliance evidence Validation | PCI, NIST
package prepared (configs,
scan output, NMS

screenshots)

12. Forward-Looking Considerations: Modern
Telemetry

SNMPv3 is the mandatory remedy, especially for the
existing fleet of financial mainframe systems. The
telemetry landscape is changing, with gNMI [24]
(streaming over Protocol Buffers/HTTP/2 with mandatory
TLS) and NETCONEF [25] (SSH-encrypted YANG-
modeled configuration) [26] becoming more popular.
Neither IBM z/OS Systems nor IBM Network Switch and
Gateway Services presently understands gNMI or either
NETCONF or RESTCONF. SNMP remains the only
supported way to monitor your devices. The
OpenTelemetry API, which IBM is implementing
gradually via the Z APM Connect product, points in the
right direction for network observability. Practical action
in the financial-mainframe ecosystem is hybrid SNMPv3
for z/OS and OpenTelemetry for everything else, with the
comforting notion that SNMP in the z/OS world is unlikely
to go away anytime in the next decade.

This paper specifically aligns its migration strategy
with NSA/CISA critical infrastructure guidelines. Both the
December 2024 CISA Enhanced Visibility and Hardening
Guidance [11] and the NSA Network Infrastructure
Security Guide [3] require SNMPv3 be used by all critical
infrastructure sectors. Since financial mainframes are
classified as critical infrastructure under CISA’s Financial
Services Sector designation, the above guidance applies
directly and therefore is an acceptable position to defend
against regulatory examination and incident investigation
inquiries. The five-stage migration process and VACM
least privilege configuration described in Section 7,
combined with the ACL-restriced MGMT plane and
Engine ID lifecycle control described in Section 8, provide
network hardening that meets or exceeds the guidelines
contained in both the CISA and NSA documents.

13. Limitations and Future Work
13.1. Limitations

The FAIR [13] risk reduction figures are based upon the
assumptions below for Threat Event Frequency,
Vulnerability, Exposure Factors, and Asset Value. These
assumptions use a mid-sized financial institution having
150-300 SNMP-enabled devices as a base case. Note that
the absolute reduction figures derived from this case study
will differ between financial institutions of a different size.
Nonetheless, the model suggests that a 90-96% reduction
can be expected regardless of the size of the institution
under consideration. There is no post-migration actual
data available for specific migration projects.

The procedures to migrate from IBM z/OS 2.5 and
Cisco IOS-XE are described in full detail. Migration from
other vendors, such as Junos OS from Juniper, EOS on
Arista switches, F5 BIG-IP load balancers, and storage
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controllers, is touched on at the surface. It is still a
requirement to remedy engine-level parser vulnerabilities
such as CVE-2017-6742 [7] and CVE-2025-20352 [27],
affecting both SNMPv2c and SNMPv3 modules. HMAC-
SHA-96 per RFC 3414 is the specified baseline because
HMAC-SHA-2 variants defined in RFC 7860 are not
generally supported on z/OS or Cisco IOS-XE trains. This
paper does not include measurements for the processor,
memory, and communication overhead of using SNMPv3
in an LPAR on z/OS.

13.2. Future Work

SNMPv3 testing also would be beneficial for vendors
such as Juniper, Arista, F5, and various storage controller
vendors. As SNMPv3 and network devices more widely
support stronger authenticator algorithms, such as
HMAC-256 recommended in RFC 7860, their adoption
becomes viable. Architecture designs that employ hybrid
data collection schemes between SNMPv3 collection from
mainframe z/OS devices and the gNMI [24], NETCONF
[25], and SNMPv3-supported OpenTelemetry provide
additional architectural guidance to designers. In the same
spirit as the previous statement, there also exist
automation software such as Ansible and tools such as
pyATS that significantly reduce the effort required to
operate, validate, and roll back during the migration of
large heterogeneous SNMP fleet systems, which require
only a few percent of the person-hour figures previously
reported in Table 7 to perform such large migration
projects. Longitudinal observational studies on network
systems affected by such upgrades or rollbacks also can
provide additional useful information to designers.

Empirical benchmarks of SNMPv3 authPriv CPU and
memory usage should be conducted on z/OS LPARs that
use ICSF hardware-accelerated crypto than
software-only crypto to create the type of quantitative
information that architects require when deciding which
LPAR resource allocations will meet their needs after
migrating their current systems. In addition to validating
the results of the benchmarks, these tests would also serve
as a testbed to determine if the high CPU utilization noted
in the Limitations section can be mitigated solely through
the use of hardware cryptography or if some reduction in
polling frequency will still be required. If an organization
chooses to leverage configuration management
automation (such as Ansible) with either IBM z/OS-
compatible modules or PyATS for Cisco IOS-XE
validation, they will potentially reduce the amount of time
spent on each device by 60-80%, as indicated in the 3rd

rather

row of Table 7, for example.

Al-based anomaly detection can be applied to SNMPv3
traps and inform and alert an administrator whenever
detected (e.g., an
unauthorized polling attempt or a sudden change in

there is anomalous behavior

engine ID or a violation of VACM policies). This method

provides an advantage over traditional static SIEM
correlation rules because it has the capability to detect
anomalies as they occur in near-real-time, whereas static
SIEM correlation rules rely upon historical knowledge.
Automating Configuration Deployment and Using Al-
Assisted Post-Migration Monitoring represent the natural
next iteration of the Repeatable Playbook described above.
SNMPv3
management plane to accommodate cloud-resident
network devices and containerized workloads, the
scalability of SNMPv3 to accommodate hybrid cloud
models requires further research.

To better understand how to scale the

14. Conclusion

This paper has demonstrated that SNMPv2c is
fundamentally flawed as a mechanism for remotely
managing financially critical mainframes. It has also
demonstrated that a fully qualified path to securely
remotely access such systems exists, is proven to work in
production, and is in the economic reach of even the most
fiscally lean enterprise. To address these flaws, SNMPv3
provides security using the User-based Security Model,
defined by RFC 3414. Instead of using a simple
community string for plaintext communication, SNMPv3
provides cryptographic authentication of host identity via
HMAC-SHA-96 and optional confidential communication
via AES-128 CFB. The SNMP view-based access control
model defined in RFC 3415 enables granular, auditable
control over SNMP access.

The FAIR-based establishes that
migration reduces expected annual loss from the $1.1M to
$4.5M range under SNMPv2c to $40,000 to $250,000 under
SNMPv3 authPriv, a reduction of 90 to 96 percent. This
calculation does not include compliance
avoidance or reputation protection value, making the
actual benefit larger. The migration investment of $50,000
to $200,000 and nine to eleven weeks of elapsed time is
recovered within one to three months of post-migration
operation.

risk analysis

penalty

The five-phase methodology presented here, from
structured inventory through parallel-run validation and
legacy removal, generalizes to any organization operating
SNMP-managed infrastructure. The parallel coexistence
capability of both z/OS SNMPD.CONF and Cisco 10S
eliminates the primary operational risk of migration. The
12-item verification checklist provides an independent,
audit-ready evidence record. For security architects and
mainframe operations teams, the conclusion is
unambiguous: SNMPv2c should be disabled immediately,
and SNMPv3 with authPriv, SHA, AES-128, and ACL-
restricted access to authorized NMS hosts should be the
only SNMP version operating on financial mainframe
infrastructure.
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ABSTRACT: User Experience (UX) evaluation is fundamental for digital product improvement, yet
traditional written questionnaires face limitations in engagement, accessibility, and response consistency.
To address this, we present the design, development, and validation of voice-based adaptations of
the User Experience Questionnaire, or UEQ, using natural conversational interfaces. This research
introduces two distinct implementations: direct scale mapping approach called Voicel-7, and a novel
branched-dialog approach called Voice2Q, which uses sequential questions to capture attitude direction
and intensity. Further, we propose Voice2Q+VC, a voice-first variant with minimal visual cues to enhance
clarity while preserving voice interaction primacy. Multi-stage validation was conducted through
multiple case studies involving 345 participants in the design and evaluation phases. These studies
compared voice implementations against the standard written version of UEQ. Statistical analyses across
diverse participant groups confirmed that both Voice2Q and Voicel-7 produced similar results to the
written UEQ in core UX dimensions —Attractiveness, Perspicuity, Efficiency, Dependability, Stimulation,
Novelty— establishing their measurement validity. A Usability, UX and cognitive workload comparison
was conducted. Results revealed that Voice2Q) significantly reduced response inconsistencies and excelled
in UX hedonic stimulation, while the written UEQ retained advantages in UX pragmatic efficiency.
Voice2Q+VC mitigated workload challenges inherent in voice-only interactions, outperforming the
written UEQ in Usability and UX hedonic dimensions while approaching its UX pragmatic performance
levels. These results suggest that supplemental visuals can optimize voice-driven evaluation without
sacrificing conversational engagement. This work confirms voice-based UEQ as a statistically valid,
accessible alternative to written formats, with benefits in response reliability and user engagement. The
Voice2Q+VC implementation presents a promising paradigm for balancing natural interaction with
cognitive efficiency in UX evaluation.

KEYWORDS: User Experience, Voice Interfaces, User Experience Questionnaire, Human-Computer
Interaction, Usability, NASA-TLX, System Usability Scale (SUS), Natural Conversation Framework (NCF)

1. Introduction

User Experience (UX) is critical for the success of digital
products and services. To enhance UX and user satisfac-
tion, it is essential to understand how users perceive and
interact with products. One of the most common ways to
evaluate UX are standardized questionnaires. However,
filling out a written questionnaire can be tedious and prone
to inconsistencies, affecting the quality and reliability of
collected data [1].

Voice-based interfaces could provide more natural and
intuitive interaction, which could also take advantage of the
widespread availability of smartphones and smart speakers.
The voice approach offers several benefits and its positive
effects have been already described, including increased
accessibility for users with disabilities or low literacy, re-
duced inconsistencies for better response rates, and natural
and conversational interactions, providing more accurate
and meaningful feedback from users [2, 3].

This paper describes the development and implemen-
tation of a voice-based version of the User Experience

Questionnaire (UEQ) [4] to allow users to complete the
questionnaire through voice-based interfaces. UEQ is one
of the most recognized User Experience evaluation ques-
tionnaires [5] and surpasses AttrakDiff [6], the other widely
used questionnaire, in number of applications reported in
academic studies [7].

This research also assesses the validity and reliability of
the voice-based UEQ compared to the traditional written
version and presents an evaluation of the voice-based UEQ
in terms of UX, Usability and workload.

The rest of the paper is structured as follows: Section 2
describes User Experience evaluation and conversational
voice interfaces as background for this research. Section 3
describes the related work including the evaluation of voice
interactions, how chatbots have been used in UX evaluation,
the comparison of interaction modalities, and the use of
semantic differential scales. Section 4 identifies the research
gap and presents the motivation for this work. After that,
Section 5 describes the process followed to implement our
solution and Section 6 discusses the results of its evaluation.
Finally, Section 7 presents our conclusions, limitations and
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future work.

2. Background

This work is based on two fundamental areas: UX evalu-
ation using standardized questionnaires and conversational
voice interfaces.

2.1. User Experience evaluation questionnaires

The term User Experience was first used by Norman
in the 1990s [8] to broaden the overly narrow scope of
Usability and cover all aspects of a person’s experience
with a system [5].

There have been efforts to create a unified definition
[9, 10, 11], but this is still an open topic with no consensus
reached. The International Standards Organization (ISO)
proposes a definition adopted in this work. According to
ISO, UX encompasses a person’s perceptions and responses
that result from the use and/or anticipated use of a prod-
uct, system or service. This includes emotions, beliefs and
responses, both physical and psychological, as well as the
brand image, presentation, system performance, previous
experiences, attitudes, skills and personality [12].

User Experience (UX) is a key element in determining
the quality of a product or service [13, 14, 15]. The goal of
evaluating the UX of a product or service is to improve the
user interaction [16].

An important element to consider is which method
or instrument to use in UX evaluation [13, 17]. One of
the most commonly used are standardized questionnaires,
which contain a known and fixed set of questions to collect
the end user perception of a product or service, covering
both the pragmatic aspects of the interaction (clarity, ease
of use or learning, predictable flows, among others) and
the hedonic aspects (related to feelings, identification and
stimulation) [18].

These standardized questionnaires are inexpensive and
easy to administer, their use is widespread and they are
considered reliable and valid for measuring UX [16, 19].

The three most recognized standardized questionnaires
for UX evaluation are AttrakDiff, UEQ (User Experience
Questionnaire) and meCUE (modular evaluation of the
Component model of User Experience) [5, 18, 20, 21, 22].

In this research we focus on UEQ, a questionnaire that
evaluates six factors: Attractiveness, Perspicuity, Efficiency,
Dependability, Stimulation and Novelty [4].

2.2. Conversational voice interfaces

The other fundamental pillar of this work is conversa-
tional voice interfaces, in which the UX is captured through
natural language, made up of words and expressions [23].
These user interfaces are inspired by conversation between
people [24], and they implement different levels of com-
plexity [25].

In this work we focus on intelligent assistants, defined
as software that allows automating tasks by organizing and
maintaining information through oral interaction with the
user [26, 27].

Now, although smart assistants have boosted the use
and acceptance of voice interfaces, not all voice interactions

can be considered as a conversation. A conversation is
a distinctive form of natural language use that involves
particular methods of taking turns and ordering them in
sequences, the persistence of context across turns, and
characteristic actions to manage the interaction itself [28].
A voice command that allow a person to search for infor-
mation on the Internet, or set a reminder in the form of an
alarm, could not be considered a conversation.

Natural language processing has provided intelligent
assistants with powerful tools to analyze spoken and writ-
ten fragments of human language. However, it has not
provided designers with models for how those fragments
of language should be sequenced to create an interaction-
like conversation, defined as a complex system of speech
exchange [28]. Creating a user interface that approximates
this interaction requires modeling human conversation pat-
terns as a reflection of the complexity of the world [29], and
incorporating it into computational interfaces would allow
people to interact with computers by speaking naturally
[30].

Designing natural language voice interfaces requires
knowledge of human conversation, with its turn-taking
systems, sequence organization, and repair mechanisms.
Therefore, researchers in [31] created a conversational
framework (NCF for Natural Conversation Framework)
that presents a set of patterns that include simplified forms
of natural human conversation patterns. These concepts
are based particularly on the area of sociology known as
Conversation Analysis, developed by sociologists Sacks
[32], providing formal patterns of how people naturally
speak.

3. Related Work

Related work is classified into the following sections:
voice interaction evaluation, chatbots in UX evaluation,
interaction modality comparison, and semantic differential
scales as branching questions.

3.1. Voice interaction evaluation

Research on the evaluation of conversational systems
has adopted multiple methodological approaches. These
studies highlight the importance of multidimensional evalu-
ation methodologies and standardized instruments, while
also noting the limited attention given to how different
dialogue types affect user expectations [33, 34, 35].

Beyond traditional evaluations, conversational inter-
faces have also been explored in specific application do-
mains such as accessibility and healthcare. Prior work
has shown that conversational user interfaces can improve
accessibility for users with disabilities [36], while studies
comparing voice and written responses report comparable
results and support the feasibility of voice-based question-
naires and surveys [37, 38].

Additionally, approaches such as Kansei engineering
have explored the measurement of emotional satisfaction in
voice-based intelligent systems through conversational de-
sign parameters, identifying their influence on dimensions
such as pleasure and reliability [39].
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3.2. Chatbots in UX evaluation

Regarding chatbots, prior research has explored their
use in UX evaluation and survey administration. In [40],
authors investigated the use of chatbots as assistants for
UX evaluators through the Wizard of Oz technique, laying
the groundwork for collaborative tools between humans
and Al in UX evaluation

Studies comparing conversational approaches with tra-
ditional web forms report mixed results. While some
research found no significant advantages of chatbots over
web forms in terms of enjoyment and usefulness [41]. Other
studies reported higher response rates, better data quality,
and lower straight-lining in chatbot-based surveys [42].
Additionally, conversational questionnaires have shown
positive user perceptions in healthcare contexts, where
participants preferred chatbot-based assessments despite
longer completion times [43].

3.3. Interaction modality comparison

In [44], authors assessed the validity and reliability
of data collected through a Google Assistant application
using yes/no questions and Likert scales answered either
by voice or through screen interaction. Results revealed
comparable internal consistency and validity between both
mechanisms.

Similarly, in [45], researchers developed a conversa-
tional survey tool using a chat-like web interface with
traditional written controls such as buttons, sliders, and
multiple-choice questions. Researchers conclude that users
appreciate the conversational form and prefer it over tradi-
tional approaches.

Regarding conversational voice interfaces, previous
studies in healthcare contexts have explored the feasibility
of administering questionnaires through voice interaction.
In [37], authors evaluated multiple questionnaires using
both voice and written modalities, finding that although
oral versions were perceived as more difficult to answer,
the results did not vary significantly between modalities.
Likewise, [46] compared written questionnaires with voice
interfaces using discrete and open responses, reporting
higher correlations between written responses and voice
interactions based on discrete numerical answers.

3.4. Semantic differential scales as branching questions

Finally, it is also worth mentioning related work to
implementing semantic differential scales through two suc-
cessive questions, also called branching questions, since
this technique is part of the voice questionnaire that will
be presented in Section 4.

Previous studies on telephone surveys explored present-
ing attitude questions in two stages: first identifying the
direction of the attitude and then classifying its intensity
[47, 48]. This branching approach was proposed to address
the difficulty of administering semantic differential scales
without visual support. The term branching questions rep-
resents that the wording of the follow-up question varies
depending on the initial response provided.

Research on political preference surveys reported that
breaking down the reporting process into two steps im-
proves the speed, ease, reliability, and predictive validity of

responses [1]. Similarly, studies comparing traditional one-
stage semantic differential scales with two-stage branching
formats found that branching questions generated a higher
percentage of extreme-position responses, suggesting lower
central tendency bias [49].

More recently, branching questions have also been stud-
ied in telephone surveys to analyze whether dividing a
question into several stages reduces unanswered or un-
defined responses [50]. However, these studies were con-
ducted through human-administered telephone interac-
tions, which may affect participants’ responses compared
to conversational systems or self-reported voice-based ques-
tionnaires.

4. Research gap and motivation

UX is commonly evaluated through standardized ques-
tionnaires such as UEQ, AttrakDiff, SUS, and NASA-TLX,
which are traditionally administered using written inter-
faces. At the same time, conversational systems and voice
interfaces have gained relevance in multiple domains, moti-
vating research on conversational questionnaires, chatbots,
and voice-based surveys. Previous studies report promis-
ing results regarding the feasibility, validity, reliability, and
user acceptance of conversational and voice-based data
collection mechanisms, particularly in healthcare and ac-
cessibility contexts. Additionally, branching questions have
been explored as an alternative strategy for administering
semantic differential scales without visual support.

However, despite these advances, limited research has
focused on implementing standardized UX evaluation in-
struments through conversational voice interfaces. Existing
studies mainly evaluate general surveys, health-related
questionnaires, or conversational forms. Little attention
has been given to the voice-based implementation of seman-
tic differential UX questionnaires such as UEQ. Therefore,
this work proposes and evaluates multiple conversational
voice implementations of the User Experience Question-
naire (UEQ), exploring different interaction mechanisms
for administering semantic differential scales through voice
interfaces.

5. Development Process

This section describes the design and implementation
process of the voice-based UEQ versions, including the
conversational mechanisms and interaction patterns used.

The first effort in mapping the UEQ questionnaire to
a voice interface was to design an equivalent version (i.e.,
the questionnaire gives a 7-point scale, then the voice in-
terfaces mapped this 7-point scale), as shown in figure 1.
This implementation, called Voicel-7, is documented and
described in [51].

To create an alternative version of the semantic differ-
ential, each question was implemented as shown in figure
2.

As can be seen, each item is converted into an initial
question in which the direction of the attitude is defined,
and a second branching question is unfolded in which the
participant specifies the intensity of the attitude. If the
participant indicates "neither", the second question is not
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asked. Additionally, the participant could respond to both
branching questions at once in a single expression. For
example, saying "I think this is extremely boring" transmits
both direction (boring) and intensity (extremely), apply-
ing concepts from Conversation Analysis. We called this
implementation Voice2Q.

On a scale of 1 to 7, where 1 means “boring” and 7 means “exciting”,
how would you rate this product?

1 2 3 4 5 6 7

boring O O O O O O O  exciting

Figure 1: Direct mapping of the 7-point semantic differential scale to voice
(Voicel-7). In this baseline implementation, users respond to each UEQ
item by speaking a number from 1 to 7, mirroring the structure of the
written questionnaire.

Would you consider the product as “boring”, “exciting”, or neither?

| ' '
boring neither exciting
¥ 1
And how “boring”?
Somewhat, very, or extremely?

And how “exciting”?
Somewhat, very, or extremely?

' ' ' ' ' '
extremely very somewhat somewhat very extremely

' ' v ' [ v
boring O O O @) O O O

exciting

Figure 2: The branched-question approach (Voice2Q). Each UEQ item is
converted into a more natural, conversational sequence: an initial question
to determine the direction of the attitude, followed by a second question
to gauge its intensity. The neutral option ("neither") skips the intensity
question, streamlining the interaction.

Also, as part of the design of these two implementa-
tions, a Wizard of Oz exercise was conducted to compare
user perceptions of both Voice2Q) (branching questions)
and Voicel-7 (direct 1 to 7 questions). This version only
included 10 questions of the UEQ. Afterward, participants
assessed the satisfaction and naturalness of both implemen-
tations and were then individually interviewed to explore
their experience further. Results are discussed in Section 6.

Additionally, to explore the UX of Voice2Q), an an-
ticipated UX evaluation was performed using a video
storyboard, showing a person’s interaction with the voice-
implemented assessment questionnaire. The video also
represented conversational elements (e.g., the ability to
request a question to be repeated, correct the previous
response, and request an explanation of the concepts).
Results are also discussed in Section 6.

Subsequently, and based on the results of the Wizard of
Oz exercise and the video storyboard evaluation, complete
implementations were developed for both versions, Voicel-
7 and Voice2Q), using the items from the official Spanish
version of the UEQ [52].

These voice questionnaires were implemented using the
VoiceFlow tool, and two case studies were conducted. The
first case study, documented in [51], compared Voicel-7
with the written version of UEQ. The second case study
evaluated the branched implementation (Voice2Q) and the
results are shown in the Section 6. It is important to notice
that Voice2Q is implemented through a set of conversa-

tional patterns shown in figure 3, based on the framework
presented by [31].

As can be seen in figure 3, there are three levels in the
conversational patterns. Level 1 (conversational activities)
covers the implementation of the UEQ semantic differential
item converted into the two questions and their variants.
Level 2 (sequence management, marked B1 to B7) includes
activities such as requesting the meaning of a concept or
modifying a given answer. Finally, Level 3 (conversation
management, marked C1 to C6) includes start and end-
of-process interactions, asking the voice assistant what its
skills are or where the participant is in the process of filling
out the questionnaire. The full description of these patterns
is presented in [53].

C1. Opening and Basic
Capabilities
Description (Agent)

C2. Journey Visibility

(3. Capabilities Check

Check (User)

|

(User)

!

!

B1. Repeat Request
for Inquiry (User)

4

—_—

B7. Change Inquiry
and Subsequent
Inguiry Answer
Request (User)

B2. Repeat Request
for Subsequent
Inquiry (User)

B3. Repeat Request
for Inquiry (Agent)

A. Conversational

B4. Repeat Request

h

Activities UX Patterns

$ for

Inquiry (A1gent)

B6. Change Inquiry
Answer Request

BS. Definition Request
(User)

}

(User)
|

]

C6. Closing Farewell
(Agent)

C5. Termination

C4. Termination

Successful (User)

Aborted (User)

Figure 3: The conversational pattern architecture of the Voice2Q im-
plementation, based on the Natural Conversation Framework (NCF). It
organizes the interaction into three levels: Level 1 (core conversational
activities for asking UEQ items), Level 2 (sequence management for re-
pairs like repeating a question), and Level 3 (conversation management
for starting and ending the session).

To explore whether visual cues could reduce workload
of the voice-only implementations of Voice2Q), a new vari-
ant was developed: Voice2Q+VC, where the letters "VC"
stand for "visual cues". This new version incorporates min-
imal visual cues only the concepts of the question, similar
to the semantic differential while maintaining voice as the
sole input method. As can be seen in figure 4, visual aids
display the names of the concepts being evaluated and the
participant’s responses, mutating from a voice-only to a
voice-first implementation.

The evaluation of the voice implementations was con-
ducted across two dimensions. First, the validity of Voice2Q
was assessed by comparing its results with those of the
written version of UEQ using a Wilcoxon rank test, and its
reliability was measured through Cronbach’s Alpha coeffi-
cients. Second, the UX, Usability, and cognitive workload
of Voice2Q and Voice2Q+VC were evaluated using three
standardized instruments: In [6], the authors measure gen-
eral UX, SUS [54] to assess Usability, and NASA-TLX [55]
to quantify cognitive workload. Full results are presented
in Section 6.

www.jenrs.com

Journal of Engineering Research and Sciences, 5(6): 15-26, 2026 18


https://www.jenrs.com

@3 JENRS

I. Diaz-Oreiro et al., Beyond Written Surveys

Would you consider the
product “annoying’;
“enjoyable’; or neither?

0 i) Iw‘?uld:luy
enjoyable
Annoying -Enjoyable And how “enjoyable”?
Somewhat, very, or
I would say enjoyable extremely?
@ i “
Very enjoyable Got it/
@ i ~)
= 2

Figure 4: User interface concept for Voice2Q+VC (voice + visual cues).
This voice-first design adds minimal, context-preserving visual aids that
display the current UEQ term pair and the user’s spoken response, aiming
to reduce cognitive load while keeping voice as the primary and sole
input method.

6. Evaluation and Discussion

This section presents the evaluation results across the
different stages of the research, covering the Wizard of Oz
exercise, the anticipated UX evaluation, and the formal
validity and UX assessments of the voice implementations.

6.1. Wizard of Oz

As part of the design phase, a Wizard of Oz exercise
was conducted with 12 participants (8 females and 4 males,
mean age of 29.5 years) to compare Voice2Q) and Voicel-7
using 10 items of the UEQ. Afterward, participants assessed
the satisfaction and naturalness of both implementations
and were individually interviewed. Figure 5 shows the eval-
uations of the two versions regarding general satisfaction,
naturality, and ease of use.

How satisfied are you to express your opinion through...?

Scale with 2 questions 58.3% 41.7%

Scale1-7 = 16.68% 16.68% 58.34%

Somewhat satisfied | Satisfied @ Very satisfied @ Extremely satisfied

How natural was to answer questions that use...?

Scale with 2 questions 33.3% 41.7% 8.3%
Scale 1-7 25% 25% 25%

Somewhat natural | Natural @ Very natural @ Extremely natural

Questions that use this scale are easy to answer

Scale with 2 questions 16.7% 50% 33.3%

Disagree ' Neither agree or disagree @ Agree @ Strongly agree

Figure 5: Results from the Wizard of Oz pilot study (n=12) comparing
user perceptions of Voicel-7 and Voice2Q. While Voicel-7 was rated as
simpler and easier to use, Voice2Q was preferred by participants who
valued its expressiveness and conversational feel, highlighting a trade-off
between simplicity and engagement.

Both implementations received similar ratings, al-
though Voicel-7 was identified as simpler and easier to
respond to. However, the implementation with two ques-
tions stood out among participants who indicated in the
follow-up interview that they could give their opinion

more expressively and felt part of a conversation. This
trade-off between simplicity and expressiveness motivated
the continued development of Voice2Q as the primary
implementation.

6.2. Anticipated UX Evaluation: Video storyboard

To explore the anticipated UX of Voice2Q), an evaluation
was performed using a video storyboard showing a person
interacting with the voice-implemented questionnaire. The
video also represented conversational elements such as
the ability to request a question to be repeated, correct a
previous response, and request an explanation of concepts.
The storyboard was evaluated by 197 participants using the
written UEQ. However, 49 responses were considered in-
valid due to inconsistencies on three or more scales, leaving
148 valid responses.

Participants ranged in age from 18 to 76 years, with a
median of 22 years. Of the 148 valid respondents, 71 (49.3%)
identified as female, 73 (48.0%) as male, and 4 (2.7%) as
other or preferred not to say. Regarding prior experience
with voice technology, 47 participants reported using voice
assistants or smart speakers often (31.8%), 64 sometimes
(43.2%), and 37 never (25.0%).

The 148 valid responses for the video storyboard were
compared against the UEQ benchmark dataset, which ag-
gregates data from 21,175 participants across 468 studies.
As can be seen in figure 6, Voice2Q obtained “Good” ratings
for the Attractiveness, Perspicuity, and Novelty, and “Above
average” ratings for Efficiency, Dependability and Stimula-
tion. These results provided early evidence supporting the
viability of the Voice2Q approach.

2.50

AL

1.50

0.50

0.00

-0.50 I
-1.00 T T

Attractiveness

m Excellent
= Good
Above Average
Below Average
' Bad
e Mean

Perspicuity Effiency  Dependability ~ Stimulation Novelty

Figure 6: Anticipated UX evaluation of the Voice2Q concept using a
video storyboard (n=148). The mean scores for all six UEQ scales are
compared against the official UEQ benchmark dataset. Chart generated
automatically using the official UEQ Data Analysis Tool [4].

In addition to the UEQ evaluation of the video sto-
ryboard, an open question was included for participants
to freely express their opinion of the voice questionnaire.
Of the 66 participants who provided comments, 48 were
entirely positive (72.7%), 10 entirely negative (15.2%), and
8 combined both perspectives (12.2%). Positive feedback
highlighted that the voice mechanism could benefit users
who find reading difficult, that it allows completing a sur-
vey while doing other activities, and that it makes surveys
feel more engaging and innovative. Negative comments
pointed to the interaction feeling tedious or confusing, and
to the assistant’s voice in the video could be more humane
and pleasant.
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6.3. Validity evaluation

Following the Wizard of Oz and the Video storyboard
activities, full implementations of Voicel-7 and Voice2Q
were developed and evaluated in case studies.

A first case study, documented in [51], compared Voicel-
7 with the written version of UEQ. The evaluation of 40
participants showed no significant difference between the
two implementations, providing initial validity evidence
for the direct scale mapping approach.

A second case study evaluated Voice2Q with 40 Com-
puter Science students, ages ranging from 20 to 33, with
a median of 21. Of all participants, 80% were male, 15%
female, and 5% indicated other or undisclosed.

These participants evaluated two products, alternating
the voice-enabled version Voice2Q with the traditional writ-
ten version, which we call UEQ-W. A Wilcoxon rank test
for independent samples was conducted between UEQ-W
and Voice2Q data, finding no significant differences in
the responses of the six scales of UEQ. Since no p-value
was significant, it was not considered necessary to apply a
correction for multiple response variables. The information
of the means and variances for each implementation scale
can be seen in table 1, as well as the Wilcoxon test p-value,
which shows that there is no significant difference between
both implementations.

Table 1: Means, Variances, and Wilcoxon rank test for independent sam-
ples of UEQ-W and Voice2Q.

UEQ-W Voice2Q Wilcoxon
UEQ Scale Mean (Var) Mean (Var) p-value
Attractiveness  1.38 (1.26) 1.38 (0.60) 0.7650
Perspicuity 1.31(1.44) 124(0.69) 05174
Efficiency 0.84 (1.12)  0.61 (0.59) 0.2174
Dependability ~ 0.81 (1.20)  0.66 (0.57) 0.4959
Stimulation 1.32 (1.68)  1.04 (0.70) 0.1088
Novelty 1.71(1.39)  1.59(0.77) 0.3241

In order to assess the reliability of the Voice2Q) instru-
ment per voice, Cronbach’s Alpha coefficients of the six
UEQ scales were calculated for Voice2Q, based on the cor-
relations between the items of each scale. It is worth noting
that the UEQ questionnaire has 26 questions: 6 questions
for the Attractiveness scale, and 4 for the 5 scales: Perspi-
cacity, Efficiency, Dependability, Stimulation, and Novelty.
For each of these six scales, UEQ calculates Cronbach’s
Alpha Coefficient as a measure of scale consistency.

Table 2: Comparison of the Cronbach’s Alpha coefficients for the Voice2Q
version with the test cases presented in the founding paper of UEQ in
Spanish.

Case 1 UEQ Case 2 UEQ

The values of the Cronbach’s Alpha coefficients for
Voice2Q) are within the expected ranges, if compared with
the coefficients presented by the article that describes the
official version of UEQ in Spanish [52], as shown in table
2. In the cited article, two case studies are presented to
validate the UEQ translation to Spanish: a first case in
which 94 participants evaluated the UX of amazon.com,
and a second case in which 95 participants evaluated the
Skype program. Authors affirm that these coefficients are
appropriate to demonstrate the reliability of the instrument,
indicating that the scales are sufficiently consistent. As
can be seen, the coefficients obtained with the Voice2Q
instrument are similar.

6.4. UX, Usability, and Workload Evaluation

The Voice2Q instrument was evaluated with three dif-
ferent instruments: AttrakDiff questionnaire [6] to measure
general UX, SUS [54] for Usability, and NASA-TLX [55]
for the specific workload. This evaluation was carried out
with 30 participants (different from the 40 participants of
the validity evaluation), Computer Science students, aged
between 20 and 34 years, with a mean of 22.23 years, 23
male (76.7%) and 7 female (23.3%). To measure general
UX, these 30 participants compared the use of the written
questionnaire UEQ-W and the voice questionnaire Voice2Q),
using the standardized AttrakDiff questionnaire.

The AttrakDiff questionnaire evaluates four compo-
nents. Pragmatic Quality (PQ) measures whether a prod-
uct is predictable, confusing, complicated, among others,
Hedonic Stimulation (HQ-S) evaluates feelings associated
with the product, such as whether it is perceived as boring,
interesting, novel or disappointing. Hedonic Identification
(HQ-I) measures the ability of a product to connect us with
other people instead of isolating them. And Attractive-
ness component (ATT) represents the overall value of the
product based on the perception of pragmatic and hedonic
qualities.

As can be seen in figure 7, UEQ-W showed an advan-
tage in PQ, while Voice2Q received the highest rating in
HQ-S. Values for HQ-I and ATT were similar across both
implementations.

Diagram of average values
-

3 - - -
2 + + + 4
1 T /\ 4
0 — + + “~a §
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Product: Written questionnaire - UEQ-W (n=30) -m- Product: Voice questionnaire - Voice2Q (n=30)

UEQ Scale Spanish Spanish Voice2Q PQ: 1.94 HQ-1: 0.57 HQ-S: -2.00 ATT: 0.50 PQ: -0.00 HQ-k: 0.38 HQ-S: 1.30 ATT: 0.20
Attractiveness 0.85 0.83 0.82 b - ) f the four AttrakDiff scales for UEQ-W (written)
. igure 7: Comparison of the four AttrakDiff scales for -W (written

Per_SPlculty 0.59 0.71 0.73 and Voice2Q (voice). PQ, HQ-IL, HQ-S, ATT stand for Pragmatic Quality,
Eff1c1ency 0.74 0.72 0.63 Identification of Hedonic Quality, Stimulation of Hedonic Quality, and
Dependability 0.48 0.55 0.45 Attractiveness, respectively. Chart generated automatically using the
Stimulation 0.75 0.78 0.77 official AttrakDiff Data Analysis Tool [6].
Novelty 0.64 0.71 0.87
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Additionally, AttrakDiff classifies the analyzed prod-
ucts in a matrix whose vertical axis depicts the Hedonic
quality (considering both Identification and Stimulation)
while the horizontal axis represents the Pragmatic quality.
Depending on the dimensional values, the product will
be in one or more regions. Figure 8 shows that AttrakDiff
classifies Voice2Q) questionnaire as neutral with a tendency
towards the self-oriented region, while the written UEQ-W
questionnaire is task-oriented.

Portfolio-presentation

too
self-
oriented

self-

oriented gesived

Q' www.attrakdiff.de

neutral

task-
oriented

too
superfluous
oriented
0 www.attrakdiff.de

pragmatic quallty (PQ)

hedonic quality (HQ)

m Product: Written questionnaire — UEQ-W (n=30) m Product: Voice questionnaire — Voice2Q (n=30)

PQ: 1.94 Confidence: 0.24
HQ: -0.72 Confidence: 0.26

PQ: -0.00 Confidence: 0.45
HQ: 0.84 Confidence: 0.24

Figure 8: Comparison of Pragmatic and Hedonic Qualities for UEQ-W
(written) and Voice2Q (voice). The UEQ-W is classified as task-oriented
and the Voice2Q is classified as neutral. Chart generated automatically
using the official AttrakDiff Data Analysis Tool [6].

Regarding the specific mental workload, the 30 partici-
pants filled the NASA-TLX standardized questionnaire [55],
composed of six questions presented as 21-point Likert
scales, in which meaning is only shown at the two extremes.
Based on these questions, NASA-TLX calculates a general
value between 0 and 100, which is established as a bench-
mark for the workload of the task. Low values correspond
to low mental and physical demands, little frustration and
success when performing the task.

The overall NASA-TLX score for Voice2Q is 29.7, cal-
culated independently to enable comparisons with other
systems that perform similar tasks. For comparison, an
evaluation of the written UEQ-W was carried out, with
26 participants (Computer Science students, ages ranging
from 19 to 28, with a median of 21 years, 85% male and 15%
female) different from the participants of the two previous
evaluations. NASA-TLX overall value was 25.3, lower than
the 29.7 result for Voice2Q. Additionally, the average time
required to complete Voice2Q was 9:44 minutes, while
average time to complete UEQ-W was 2:21 minutes.

It is clear that it requires a considerably longer comple-
tion time when Voice2Q is used. However, this could be
due to the learning curve of using such interfaces. Further-
more, the improvement in accessibility and overall User
Experience might balance the completion time, especially
if it decreases over time.

As for the Usability evaluation, the System Usability
Scale (SUS) was used. This questionnaire has ten items in
the form of a five-point Likert scale, to which an arithmetic
formula is applied to generate a value between 0 and 100

that represents the global value of system Usability. Par-
ticipants respond by marking one of five values on a scale,
in which only the extreme values of Strongly disagree and
Strongly agree are presented. Five of these statements are
written in positive terms and five in negative terms, to avoid
straight-lining (the tendency to mark answers down on-
line without reasoning each question individually), which
could occur in some participants if all the questions were
written with the same polarity.

A Usability evaluation of Voice2Q was carried out with
the 30 participants, where the overall SUS result obtained
is 69.7, which is in the lower part of the "Good" category,
if compared with the interpretation guide for SUS values
[54]. As a comparison, in an evaluation conducted with
the 26 participants previously mentioned, the written ques-
tionnaire UEQ-W obtained an overall SUS rating of 77.2,
which is also located in the “Good” category.

Regarding the validity and UX evaluation of Voice2Q,
two interesting points to highlight are the inconsistencies
that appear in Voice2Q compared to the written version
UEQ-W, and the dispersion of UEQ scales mean responses.
Inconsistencies are identified at scale level for each partic-
ipant. The heuristic applied is as follows: responses to
items within scale should not differ by more than three
points between the highest value and the lowest value of
the 7-point scale. If a participant presents inconsistencies
in three or more UEQ scales, their answer is considered
critical, and UEQ suggests removing it from the evaluation.

It can be seen in table 3 that Voice2Q presents sig-
nificantly fewer inconsistencies than the written version
UEQ-W, both at the total level (responses in the six scales for
the 40 participants represent 240 possible inconsistencies)
and at the level of responses considered critical.

Table 3: Inconsistencies identified in UEQ-W and Voice2Q.

Format Inconsistencies Critical answers
UEQ-W  37/240 (15.4 %) 5/40 (12.5 %)
Voice2Q  17/240 (7.1 %) 0/40 (0.0 %)

As for the mean responses of the UEQ scales, the
Voice2Q) means appear with a smaller dispersion than
those presented in UEQ-W: the interquartile ranges are
smaller and the minimum and maximum values of these
averages are not as far apart, as shown in figure 9.

6.5. Evaluation of Voice2Q+VC

To address challenges identified in the voice-only
implementation —particularly mental workload and ex-
tended completion time— a new variant was developed:
Voice2Q+VC. This enhanced version incorporates mini-
mal visual cues while maintaining voice as the sole input
method, without compromising the voice-first interaction
paradigm.

A study with 20 participants evaluated Voice2Q+VC
across three dimensions: general UX using the AttrakDiff
questionnaire, workload using NASA-TLX, and Usability
using SUS.

As can be seen in table 4, workload assessments re-
vealed a NASA-TLX score of 27.2 for Voice2Q+VC, lower
than the 29.7 for Voice2Q and approaching the 25.3 score
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Attractiveness Perspicuity Efficiency
UEQ-W {1109 Hiflepe
Voice20 t-HIb -
2 1 0051152253 2 4 0051152253 2 41 0051152253
Mean (N=40) Mean (N=40) Mean (N=40)
Dependability Stimulation Novelty
veaw f—t[r 1]k il ] Fl
2 4 0051152253 2 4 0051152253 2 4 0051152253
Mean (N=40) Mean (N=40) Mean (N=40)

Figure 9: Compared scale dispersion of mean responses for UEQ-W and Voice2Q.

of UEQ-W. This reduction in workload was particularly
notable in mental demand and frustration. Usability, mea-
sured by SUS, rated Voice2Q+VC at 78.1, higher than 69.7
for Voice2Q and slightly surpassing UEQ-W’s score of 77.2.
Additionally, the time required to complete Voice2Q+VC
averaged 6:42 minutes, shorter than Voice2Q)’s 9:44 minutes,
though still longer than UEQ-W’s 2:21 minutes.

As for the UX evaluation, figure 10 presents the com-
parison for the four AttrakDiff scales. Results show that
in general UX, Voice2Q+VC outperformed the traditional
written UEQ-W in Hedonic quality metrics, particularly
Hedonic stimulation, while showing slight disadvantage
in the Pragmatic quality.

Table 4: Usability, Workload, and completion time for the three imple-
mentations of UEQ: written, voice only and voice with visual cues.

Questionnaire ~ SUS ~NASATLX ~_‘-verage
. Completion
Implementation  Score Score :
Time
UEQ-W 772 25.3 2.21 min
Voice-2Q 69.7 29.7 9.44 min
Voice-2Q+VC 78.1 27.2 6:42 min

Additionally, figure 11 shows a comparison between the
AttrakDiff Portfolio-presentation between Voice2(Q) (in blue)
and Voice2Q+VC (in green), where the implementation
with visual cues moved closer to the "desired" quadrant,
indicating an improvement in overall UX.

These findings suggest that the addition of visual cues in
Voice2Q+VC effectively mitigates some challenges of voice-
only interfaces while preserving the natural interaction
advantages inherent to voice-first systems.

As a final note, table 5 shows the number of participants
covered in this study, for design and evaluation phases.
Table 5 includes the 40 participants who validated the direct
Voicel-7 implementation, work described in detail in [51].

Diagram of average values
-

w
.
4
4
a

2t i
3

1< |
z
g

0% b
:

1, ]
Q

2 F + + + H

3 +— www.atrakdif.de + q

ATT

- Product: Written questionnaire — UEQ-W (n=20) —m- Product: Voice + visual cues — Voice2Q+VC (n=20)
PQ: 1.92 HQ-I: 0.11 HQ-S: -1.81 ATT: -0.08 PQ: 0.94 HQ-I: 0.96 HQ-S: 1.16 ATT: 0.95

Figure 10: Comparison of the four AttrakDiff scales for UEQ-W (written)
and Voice2Q+VC (voice + visual cues). PQ, HQ-I, HQ-S, ATT stand
for Pragmatic Quality, Identification of Hedonic Quality, Stimulation
of Hedonic Quality, and Attractiveness, respectively. Chart generated
automatically using the official AttrakDiff Data Analysis Tool [6].
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Figure 11: Comparison of Voice2Q and Voice2Q+VC AttrakDiff quality
matrix. Voice2Q+VC is almost considered desired or self-oriented. Chart
created from two charts generated by AttrakDiff’s official data analysis
tool [6].
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Table 5: Number of research participants, by phase and activity.

Phase Activity /Implementation Nurpl?er of
participants
Design Wizard of Oz /Voice2Q 12
VideoStoryboard /Voice2Q 197
Validity/Voicel-7 40
. Validity / Voice2Q 40
Bvaluation 1"y Voice2Q 30
UX, Usability / Voice2Q+VC 26
Total 345

7. Conclusions

The results of this research show that a version of the
UEQ questionnaire, whose capture mechanism is done by
voice, provides results without significant differences from
an evaluation of the same product using the traditional writ-
ten UEQ. In addition, the results are appropriate in terms of
the reliability of the questionnaire, comparing Cronbach’s
Alpha coefficients with the coefficients presented in the
founding paper of UEQ in Spanish [52].

In terms of overall UX, the traditional written UEQ-W
outmatches Voice2Q) in AttrakDiff Pragmatic quality, while
Voice2Q performs significantly better in Stimulation qual-
ity. The qualities of identification and attractiveness would
be equivalent. Therefore, UEQ-W would be more task-
oriented, while Voice2Q would be more self-oriented, in
terms of the theoretical model of UX presented in [56]. The
version with visual cues (Voice2Q+VC) outperformed writ-
ten UEQ-W in both Hedonic quality metrics, stimulation
and identification, and also in Attractiveness, while slightly
underperforming in the Pragmatic quality. Voice2Q+VC
would also perform better in the portfolio-representation of
the AttrakDiff evaluation, balancing the self-oriented and
task-oriented classifications, almost reaching the desired
quadrant.

Regarding the complementary evaluation of Usability
using SUS scores, all three questionnaires correspond to
the "Good" range of the general interpretation guide of
SUS, Voice2Q+VC being the questionnaire with the highest
score (78.1), followed by UEQ-W (77.2), and finally Voice2Q
(69.7). In terms of specific workload, the traditional written
UEQ-W outperforms both voice implementations, although
Voice2Q+VC comes close to overall NASA-TLX score for
UEQ-W (27.2 versus 25.3). A similar performance is seen in
terms of average time to complete the questionnaire, with
UEQ-W having the shortest time compared to the two voice
implementations.

Although voice implementations require more time for
the participant to complete, it is important to mention that
the responses show significantly fewer inconsistencies than
those obtained with the written UEQ-W questionnaire, and
the means of the responses obtained with Voice2Q show
smaller dispersion than those obtained with UEQ-W.

In summary, the results obtained with the Voice2Q im-
plementation are promising, in the sense that voice could
be used as an alternative method for capturing responses
for UX evaluations, with results similar to those obtained
with the written version of UEQ and, at the same time,
with fewer inconsistencies in participants’ responses.

This research demonstrates that voice-based implemen-
tations of UX questionnaires, such as Voice2Q), are valid

and reliable alternatives to traditional written formats. The
inclusion of conversational patterns and branching ques-
tioning ensures accurate and engaging user interactions,
reducing inconsistencies and reducing response dispersion.
While Voice2Q offers significant advantages in Hedonic
qualities like stimulation and identification, its limitations
in Pragmatic efficiency highlight opportunities for enhance-
ment.

The development of Voice2Q+VC, incorporating mini-
mal visual cues, addresses some of the Voice2Q (voice-only)
limitations by lowering mental workload and reducing
the completion time, while maintaining the core bene-
fits of voice implementation. Compared to Voice2Q), the
Voice2Q+VC variant moves closer to the ideal balance
of pragmatic and hedonic qualities, as evidenced by its
improved scores in AttrakDiff, NASA-TLX, and SUS evalu-
ations.

7.1. Limitations

It is important to mention that generalization is not the
goal of this research. Due to the sampling of participants
and experiments conducted, we acknowledge that this ex-
ploration provides initial empirical evidence supporting
different ways to collect UX evaluation responses using
voice interfaces.

Furthermore, this study did not aim to evaluate the
effectiveness of voice interfaces in a broad sense. As such,
we recognize that further evaluations considering the role
of voice inputs and outputs (e.g., volume, pitch and clarity)
could further be considered. While this limitation may
affect the experimental experiences of the study, it does
not compromise the internal validity or the integrity of our
findings.

Finally, even though it could be considered a limitation,
the number of people that participated in this study is con-
sistent with the literature. The participation of sample sizes
for standardized questionnaires is consistent according to
[7] and for NASA TLX according to [57].

7.2. Future work

As future work, several lines of research are identified
from this work. Firstly, it is possible to extend the research
on voice implementations of UX evaluation questionnaires
with the incorporation of other identifiable patterns. For
example, variant described in [58] implements the seman-
tic differential as branching questions. In this approach,
when a participant selects the central or neutral option, a
follow-up question is posed to determine whether there
is any slight tendency of the attitude towards one side
of the scale. The three central positions of the semantic
differential would be represented by the central option and
its adjacent positions. If the participant initially selects a di-
rection, the follow-up question offers two intensity options,
for example very much and extremely, corresponding to
the two outer boxes on each side of the scale. This im-
plementation, different from the one used in this research
work, would emphasize identifying whether the branching
questions are prone to a central tendency of the responses.

Another variant to consider is the voice implementation
of the official short version of the UEQ [14], which has eight
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items compared to the usual 26-item questionnaire. These
eight items are only presented in three scales: a Pragmatic
scale averaging four of the items, a Hedonic scale, with the
other four items, and a Global scale with the average of the
eight items. The creators of UEQ recommend using this
questionnaire only in situations where a full UEQ cannot
be administered, mainly due to issues related to the time it
takes to complete the questionnaire, since it does not allow
for detailed measurement of the six subscales present in the
original UEQ. The short version UEQ-S only allows for ap-
proximate measurement in higher-level meta-dimensions,
which provides less detail than the information provided
for the six subscales. This is consistent with what was stated
in [59] on the ability of the traditional UEQ to measure the
three most important aspects of the UX model proposed
in [56]: Pragmatic quality, Hedonic quality, and General
attractiveness.

In this same line of work, a version of the complete
UEQ could be implemented, but as the user’s responses
are collected, it would be calculated whether the values of
the scale items are consistent for the scale (i.e., they do not
generate inconsistencies). If after collecting, for example,
three of the four items of a scale, the responses are strongly
related, the fourth item of that scale could be omitted,
dynamically reducing the length of the questionnaire.

Another evaluation that could be carried out is a study
with participants using the voice-implemented question-
naire more than once at different times, so that the impact of
familiarity with the instrument, the time to fill out the ques-
tionnaire and the specific workload can then be measured.
Until now, the evaluations have been cross-sectional, where
participants are confronted with the voice questionnaire for
the first time, compared to the written version of the ques-
tionnaire, which shares many formatting elements with
other questionnaires that participants have used before and
to which they are already accustomed.

Another line of research would be the identification of
conversational patterns that convert to voice other ques-
tion formats, for example Likert scales, which are present
in standardized questionnaires such as the meCUE, the
SUS questionnaire, and the NASA-TLX. A study of this
type would help identify the challenges of this transforma-
tion and eventually also propose voice variants for these
questionnaires.

Finally, it is considered pertinent to explore the adap-
tation of some of the elements used in the voice imple-
mentations of this research work to questionnaires with
visual representation, for example through a Web page.
For example, branching questions could be used instead of
presenting the semantic differentials of the UEQ in their
traditional form, so that the direction of the attitude is sep-
arated from the intensity of the attitude. These branching
questions would appear dynamically as the questionnaire
is filled out. In addition, the pattern in which the concepts
being asked are explained could also be implemented. The
questionnaire could be designed so that, if the participant
hovers the mouse pointer over the concepts being asked, a
dialog box is displayed with the description of the concept
in the context of the UX evaluation, thus helping reduce
ambiguities and obtain higher quality responses.

Data Availability The datasets generated during the cur-
rent study are not publicly available but can be provided
from the corresponding author on request.
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studies would reduce variance and enhance confidence in
the results.
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ABSTRACT: The microscopic mechanism of superconducting critical temperature (Tc) remains a long-
standing unsolved problem in condensed matter physics. Based on de Broglie's matter wave theory,
this work introduces the concepts of superconducting gene (S5CG) and superconducting DNA (SCD).
A phenomenological model is proposed that relates Tc to the number of orbital electron-hole pairs (N),
the mass of SCD, and the diameter of SCG. The model is validated across multiple material families,
including copper oxides, iron-based superconductors, and high-pressure hydrides.

It is found that the critical temperature of superconductivity can be effectively increased by adjusting
the electron orbital filling (N), SCG (a), and introducing light element heterojunctions. Based on this,
the "orbital engineering" strategy is proposed, which provides a new path to break through the
bottleneck of room-temperature superconductivity. In addition, isotope effect of all superconductors
is verified by the general superconducting formula, which further guides the design of effective
components of high-temperature superconductors.

This work attempts to incorporate the isotope effect of BCS theory superconductor and strong
correlation theory superconductor into a unified phenomenological framework, providing a consistent
description of the critical temperature mechanism across different types of superconductors.

A hole-electron model based on electron and hole arrangement is constructed, which can dynamically
describe the formation, division and recombination processes of carrier pairs, so as to more accurately

simulate the superconductivity mechanism.

This study not only makes important theoretical progress, but also provides a solid foundation and
innovative ideas for future design and development of new superconducting materials. By combining
pressure/doping regulation, light element heterojunction design and other methods, it is expected to
achieve superconducting materials with higher critical temperatures and promote the application and
development of superconducting technology.

KEYWORDS: Superconduct, BCS, Isotope effect

1. Introduction: The century-old evolution and The BCS theory [2], proposed in 1957, successfully
unsolved mysteries of SC theory explains conventional superconductors such as NbsSn (Tc

. . . ~ 18 K) based on Cooper pair formation via electron-
Since the discovery of superconductivity in mercury phonon coupling, but predicts a theoretical limit of Tc <40

in 1911 [1], superconductivity research has progressed K[2]

through three major milestones.
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The discovery of high-temperature superconductivity
in the La-Ba-Cu-O system in 1986 [3] revolutionized the
field, challenging the BCS paradigm and leading to the
development of new theoretical frameworks including
strong correlation theory and resonant valence bonding.

More recently, the discovery of superconductivity in
HS at 200 K under 150 GPa [4] opened a new dimension
of high-pressure superconductivity research.

However, the existing theories still face three major
challenges:

e For copper oxides, the competition between
pseudogap, striped phase, and superconducting state
in doping phase diagrams remains unresolved [5];

e For iron-based superconductors, the symmetry of
multi-orbital magnetic fluctuations and the nature of
superconducting order parameters are still under
debate [6];

e For room-temperature superconductivity, the stability
and mechanism of carbonaceous sulfur hydrides (e.g.,

C-S5-H, Tc ~ 287 K [7]) remain controversial.

In addition to these experimental challenges, existing
theoretical approaches also have significant limitations.
Eliashberg theory, while successful for conventional
superconductors, becomes computationally intractable for
strongly correlated systems [8]. Strong correlation models
based on the Hubbard Hamiltonian can capture many
features of cuprate superconductivity but lack predictive
power for Tc [9]. Recent machine learning approaches
have shown promise for Tc prediction but provide limited

physical insight [10].
This paper aims

quantitatively correlate microscopic electronic structures

to construct a bridge and

with macroscopic TC, providing a new paradigm for
room-temperature superconducting design.

2. Theoretical Part
2.1. BCS theory and its extension

At the heart of the BCS theory lies the cooperative
cohesion induced by electron-phonon coupling, which
has a Tc formula of:

1
T, = 1.13wp exp (—~ (EF)V) )

here wD : the Debye freq; N(EF) : the Fermi plane density;
V : the attraction potential.

e Successful case: Double-band superconductivity of
MgB, (Tc=39K [11]) can be accurately described by the
Eliashberg equation [8];

¢ Limitations: It cannot explain the d-wave pairing and
pseudo-bandgap phenomena in copper oxides [9].

2.2. Strong correlation with the Hubbard model

For copper oxides, Mott physics and Hubbard models
have become mainstream:

e T-J] model: hole doping leads to spin singlet
resonances in antiferromagnetic background [10];

e DPseudogap origin: preformed Cooper
topological order parameter [12].

pair vs

e Controversy: ARPES displays Fermi arcs instead of
closed surfaces [13], challenging traditional paired
images.

2.3. Quantum critical fluctuation mechanism

In iron-based superconductors, spin fluctuations near
the antiferromagnetic quantum critical point mediate s+-
wave pairing [14], but cannot explain pressure-induced
non-monotonic changes in Tc [15].

2.4. Revival of high-pressure hydride and electron-phonon
coupling
The ultra-high Tc of H2S and LaHj, re-highlights the
importance of electron-phonon coupling [16], but first-
principles calculations show that:

e High-frequency phonons (H-H bond vibration)
dominate the coupling strength [17];

e FElectron associations in metal hydrides cannot be
ignored [18].

2.5. Acoustic excitons excitation model

Phonon can be treated as matter wave, the energy of
the acoustic exciton is expressed as €, = i, vy (Vg = V1), V4
is the frequency of the carrier. This model is a thermal
excitation model of monotonic excitons, which is called the
mono excitation model [19]. Image:

A

Figure 1. Acoustic excitons excitation model

hyvo

2.6. No dissipative conductivity mechanism

Before and after the acoustic excitation process, the
crystal lattice and carriers do not change in any way, but
there are acoustic excitons in the middle that participate in
the conductive process of the carriers. (Figure below)

&, ge
T g, = U, +
£o £o

Figure 2. Non-dissipative conductive mechanism [19]

In this state, the conductor will not consume energy to
complete the conductive process. In this proposed
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mechanism, conduction occurs without net energy
dissipation because the energy absorbed from phonons
during carrier acceleration is exactly balanced by the
energy released during deceleration.

When acoustic excitons participate in conduction as
intermediate states, the energy of the initial and final state
grids and carriers is conserved, and the phonon
absorption and emission process cancel out, and the total
energy remains unchanged. Electrons achieve directional
motion by periodically exchanging acoustic excitons
without overcoming lattice scattering, so the resistance is

Zero.

2.6.1.  The band structure of electrons in a one-dimensional

periodic potential

Generally, the conductor of the solid phase is
composed of crystals. The movement of carriers in crystals
can be simplified to move in 1D periodic field. The 1D
periodic field U(x) as shown in the figure consists of a
square barrier.

Ux) =U(x +nya) )

here no is an integer; a is the lattice dimension of the 1D

lattice; a=ct+b; and U(x) is periodic [19].

0 (nga < x <nga+c)

U6 = {UO (nga — b < x < nya) )

The image is:

Figure 3. One-dimensional periodic square potential trap [19]

According to the Kronig-Penner model, the electron
wavefunction satisfies Bloch's theorem (x+a)=eika(x),

and solves the Schrodinger equation in sections.

The wavefunctions in the potential well region

(0<x<b) and the barrier region (b<x<a) are:
Y; = Ae'®* + Be'a* (4)
Yy = Ce™™ + De~kx (5)

where q=(2mE)"*0.5/h, k=(2m(U0-E))"0.5/h. Through the
wave function continuity condition and the Bloch

condition, the band equation is obtained

cos(ka) = cos(gb) cosh(kc) +

k2+q?% . .
2ok sin(gb) sinh(kc) (6)

This equation determines the band structure of the
electron energy E(k).

2.6.2.  Acoustic exciton formation conditions

When the natural frequency w c of the carrier
(electron) matches the phonon frequency w, the resonance
absorbs/emits phonons to form acoustic excitons. The
natural frequency of electrons has the relationship with
the energy band dispersion as below:

w, = hk/(m*a) 7)

where mx is the effective mass of the electron. When w=w,
phonon wave vector g=1/a (near the Brillouin zone
boundary), the change in electron momentum satisfies
Ak=q, and the energy conservation condition is:

E(k+q) =hw (8)

At this time, electrons and phonons are strongly

coupled to form acoustic excitons, and their energies are:
Eg(w.) = h*k?*/(2m*) + hw  (when w, = w) (9)

2.7. Modeling and  derivation
superconductivity formula

of critical temperature

2.7.1.  Derivation of the General Superconducting Critical

Temperature Formula

Only electrons within a range of kzT around the
Fermi level can be excited, meaning only a fraction of
kgT/Ep are affected.
Consequently, the number of excited electrons is

electrons proportional to
approximately the n(kzT/Er), and each excited electron
absorbs an energy of kzT. On average, the total thermal
kinetic energy is approximated as [20].

_ n(kpT)?
£, = "2 (10)
More precise structure the total thermal kinetic energy of

finer structure is accurately calculated as:

(kpT)?
Ee =02~ 1)
So the heat capacity is:
_ 9B _ mPnkg®T _ 5, kpT _
Ce=%7 = sEr R3Ep =T (12)

Ce : the specific heat of electrons; T: temperature;
y: the specific heat coefficient of electrons [21];
R = nkg;

In SC, phonon can be treated as De Broglie's Matter
Wave, and the stable state depends on satisfying the
condition of phase wave resonance as A = Na , g = Nm.
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N
Q@C - (OO
A=Na , u=Nm

>

Figure 4: De Broglie's material wave model of superconductivity theory

By De Broglie's Matter Wave Formula:

p=1 (13)

1

Phonon wave length A, = A = N « a, that is, the wave
length of SC, is an integral multiple of a (the length of the
lattice constant ).

The 'effective mass" (m,) of phonons is used to
describe the behavior of phonons as they propagate in
solids. It is has the relationship of phonons dispersion as
following:

K2

mp="7¢
L
dkZ,y,

(14)

)

h: the reduced Planck constant;

E, : the phonon energy;

dZ

dk

to the wave-vector. k,,, = 2“/ A [22] where is the A,
P

k,,,: the wave-vector; (L) is the 2nd derivative relative
wv

phonon wavelength and m is pi. Solution:

4m2h? h?

P Ty (o)

mp, A, is a physical quantity related to a and m in the
crystal lattice [19]. m, is the "effective mass" of phonons, a
physical quantity used to describe the behavior of
phonons as they propagate in solids, associated with
lattice m. mp =Ky, *N*m; kmp is a constant
between phonons and crystal lattices; m =} m;, m;is
of the SCD atoms in the

superconducting lattice; a =Y a; ,

the atomic weight
a; is the atomic
diameter of the SCG atoms in the superconducting lattice
(see Appendix: Periodic Table of Atomic Radius). h is
Planck's constant, Ej, is the energy of the phonon. We can

get:

2 2 2
h h — h (16)

Kpp*m#*aZ«N3

p_mp*}\p2 - Kpp*N+m*N2+a?2

Equation (16) shows that the phonon energy is
inversely squared to the coherence wavelength.

According to the previous definition of acoustic
excitons, when the natural frequency w < of the carrier
(electron) is the same as the phonon frequency w, the
electron absorbs the energy of the phonon and the acoustic

exciton is generated. The superconducting mechanism
begins. At this time, the specific heat of superconducting
electrons is

(,=3Es _ dBetBp) _ dBe \ By _ o dEp

S dr dT dT dT dT (17)

It explains that when electrons are at the critical
temperature of superconductivity, the specific heat of
electrons suddenly becomes larger.

At the same time, because of E,=E,, we get:

_ h2 . n(kpT)?
Ep = Kmp*m#*aZ«N3 Ee = 6ER (18)
2 2
h _ n(rkgTe) (19)

Kpmp*m#aZ+N3 6EFR

Left side is the energy of the electron in Tc, right side
is the energy of the acoustic exciton. When both sides are
equal, the temp 1is the superconducting critical
temperature of the superconductor. Rearranging equation

(18) gives:

6Eph? KT

T.= | - (20)

n*ﬂ:z*sz*kmp*N*m*Nz*az \/N3ma2

We have
superconducting formula for the critical temperature of

made this formula a general

superconductors [19]. This formula applies to all

superconductors, including low-temperature
superconductors, high-temperature superconductors,
ambient temperature superconductors, oxide

superconductors, and hydride superconductors. In this
formula, m is the summary of the atom mass of
superconducting DNA, the unit is u, and a is the sum of
all atomic diameters of the superconducting gene, in
angrims (A); N is a positive integer; where the universal

_L 6Ep
= /—Wz*kmp (21)

constant K is defined as:

6Ep+*h?
nxm? *kBZ*kmp

Ep is the unit of eV,

h the unit of is J*s,

kg the unit of is ] * Kelvin™?!,

n and kp;, is the dimensionless number,

the Ky unit of is Kelvin * A  u®5 |

u is atomic weight.

Then the unit converted of K;/vVN3ma? is Kelvin.
Below is the process of calculating Ky .

h =6.62611073*] xs;

ky = 1.3806 « 10723 —L—;

- m = 3.14159;
Kelvin
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Suppose: Ep =5eV =8.0109 x 107*°J; For all the
superconductors, the effective electron-phonon coupling
number of Fermi surfaces: n xky,, = 1;

+10-3%
I 86260 © _ 47992 x 107 11K x5 ;

kg  1.3806x10~23

% % n* Ky, = 9.8696 ;

6EF 6%8.0109%10~1° ~10 705
= = * -
/nz*n*kmp / e 6.9785 x 10710 JO5

_h 6Ex
" ky Mm% xnx Kmp
=4.7992 x 10711 % 6.9785 = 107 1°

=3.3480 * 10720 K x s % JO5
=3.3480 x 1072° K x kg®> xm

Kr

Due to:
1% =1kg® xm/s;
1kg®s +m = V1.6605 * 1027 u * 101°4;
=7.7602 x 102%u%5 « 4 ;

After calculation, it can be obtained:
Ky = 3.3480 % 1072° % 7.7602 * 10%3
=25981 K xu®5 x4 ;

The fitted value of the wuniversal constant
Kr—exp = 25434 K x Axu®® | which is derived from
experimental data across the 22 different superconducting
families in table 2 [19]. Only 2.15% difference between

theoretical and experimental values.

2.7.2.  Significance of the general superconductivity formula

We can derive from the general superconductivity
KT .
T from (20):

1) The index of the isotopic effect is automatically

formula T, =

given as -0.5: the sum of the Tc and the atomic weight of
the superconducting DNA satisfy the inverse square root
relationship. The isotopic effect predicted by BCS theory
a=-0.5 is only applicable to conventional metal
superconductors. For copper oxides and iron-based
superconductors, the isotopic effects measured by
experiments deviate significantly from this value, which
has become a long-term problem in superconductivity
research. The general formula naturally contains the
Vm factor, so it automatically gives an isotopic effect of
o=-0.5. This means that regardless of whether the pairing
mechanism is electron-phonon coupling (BCS) or spin
fluctuation (strong correlation), as long as the formula is
met, it will be uniformly represented as a=-0.5. This is the

first time that the isotopic effects of BCS theory

superconductor and strong association theory

superconductor are included in a unified framework.

For example, when replacing CuO in the plane,
according to the available data,0'®0'® Tc is proportional
to the power of -0.1 of the mass ratio, i.e. T, « M™% = M~%1
[23].

16 -0.1
The calculation obtains: T ) _ (E) = 1.012

Te1(0%8) — \18

According to the general superconductivity formula,
the mass of DNA is m(Cu0?)=81.6 u and m(Cu0°)=79.6
u;

Teeuo' s 0T VTS _ 010 (o)

Te1(Cu01®) — vm lcuote V796

The theoretical results are completely consistent with
the results of the measurements, which proves the
correctness of the theory. For all superconductors, the
isotopic effect index of their superconducting DNA is -0.5.

Based on isotopic effects, the superconducting DNA
and superconducting genes of superconductors can be
calculated. For the 20 material in table 2, the alpha of SCD
mass is -0.5.

Through isotopic effects, we can determine their index
and thus determine the superconducting DNA and
superconducting genes of
addition,

structural properties and

high-temperature
superconductors. In combined with the
isotopic effect of high-
temperature superconductors, we can take crystal design
or elemental substitution (element displacement) to

increase the critical temperature of superconductor.

2) It is derived that high-pressure strength induction
is another effective means to add the critical temperature
of superconductors, which increases Tc by compressing
lattice parameter a. The partial derivation of the pressure
P for the critical temperature superconductivity formula:
oT, K.

— = i (——) /oP

0P ~ “UNPmaz

1 Ky da 1 Ky om 3 Ky 0N
a+/N3a?m oP Zm\/N:"azm doP 2N VvN3azm doP

Translates to:

0T __ da

70 = aop zmor  2NoP (23)
oIn(T) _ _ dln(a) _ laln(m) _ Ealn(N)
ap ap 2 P 2 P (24)

For H,S, a is long a=1.66A, N=10, at atmospheric
pressure T, = 40K. At 150 GPa, a becomes short, a=1.344,
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N=3, and the compression lattice constant a]23% —
superconducting critical temperature Tc1160 K.

3) The elemental hybrid research method of high-
temperature superconductors has been proven to be
effective. The lattice size may change very little after
mixing. However, it will cause the ionization energy to
change, and the ionization energy will affect the number
of N. According to function (16), N may greatly affect the
critical temperature value.

2.8. Research methods of hole-electron tensor model

Considering the acoustic exciton, the Schrodinger
equation can be written as:

hZ
[ _52?11 VE+ X V() + 2 Yi<i U(Ti. 7”]') +
LW ) W =By (25)

where is an integer, the four terms in square brackets are
i,j,k,1,M, Ny, N, the kinetic energy of each electron, the
energy between each electron and all nuclei, the energy
between different electrons, and the energy between
electrons and phonons. When the temperature is above the
critical temperature, Zf’,ﬁ Zjvf W(ri;,m,;) this part of the
action energy is close to zero. However, when the
temperature is close to the critical temperature, the role of
this part can not be ignored.

N N. N N N
ik i W(ri 1) = Dije 2 JijreaSijSea + Xij hijsij
(26)

Jijki is the coupling coefficient, h;; is the external
magnetic field, when the N; = N;, tensor is a two-
dimensional square array, the phenomenon of
superconductivity will occur at this time, and the
relationship between the temperature and the magnetic
field of the superconductor can be deduced with this

formula. Simplify this formula
W = 3% s Jisisi + XY by (27)

This formula is the form of the Sherington-
Kirkpatrick model [24]. where the coupling coefficient:

Jia o
Juw =1 = (28)
Jiv o un

N1 represents the No. of electron holes (HE) in the
superconducting gene,

N1 = YNo. of electrons + )} No. of electrons or holes
requested for filling track =) e + yH (29)

Nz represents the No. of genes in the superconducting
unit cell, which is N in the general superconducting
formula.

The hole-electron tensor model is a tensor model
composed of N1 and N2z, and when N1 = N2, the phonon
becomes an acoustic exciton.

The tensor composed of all electrons and holes is the
least energy required to form a carrier only when the No.
of rows and columns is the same and the diagonal is all
electrons (the rest are electrons or holes), and the energy
required for electrons and electrons, or when electrons and
holes form carriers, is the least and most stable. Electrons
and electrons, or sometimes electrons and holes form
carriers, move the transmitted current and then split into
electrons and holes, and then form new carriers with new
electrons or holes. Such carriers continue to combine,
transmit current, split, and then recombine, and repeat to
form a superconducting mechanism.

The construction of this hole-electron tensor
composed of electrons and holes: the No. of rows is the
in the

superconducting gene, and the No. of columns is the No.

sum of the No. of electrons and holes

of unit cells. The No. of rows is equal to the No. of
columns.

e
(30)

e

In this tensor, the diagonal is electron, and the rest of
the positions can be electrons or holes.

2.8.1.  Decomposition of tensor structure

For hole-electron tensor models:

H =Yt St Jojerel eHiH  (Ny =Ny =N)  (31)

Physical meaning of operators:

. ej e; : the transition of electrons in orbiti — j;
. H,:r H, : the transition of holes in orbitk — [ ;

e Ny, N, : the degeneracy of the track; N is the No. of
SCGs;

®  Jijk1: Coupling coefficient.

Diagonal cell: at that time, thereisi =j and k=1
Haiag = i Tk Jike] et Hi (32)

At this point, both electrons and holes remain constant
in their respective orbits, and the diagonal element is
actually the density-density interaction of electrons and
holes.
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2.8.2.  Diagonal superconductivity criterion

When the diagonal element is in the electronic state (),
the system reaches the minimum excitation state
energy:i =j and k=1 and Ny =N, =N ;

AEpi = min{(ij|F |k1)} = min{(i|Hai4|k)}
= min{(N|Haiaq|N)} (33)
The corresponding density matrix

PrE = Ty W) (Wi | (34)

e Electron-hole entanglement state:
1 .
o W) =3 (el it +e®el HI)I0)
e N;:Orbital degeneracy (N; = N)
o e;rT: momentum q is the operator produced by the

electron of the spin T; H ; s momentum k is the
operator produced by the hole of the spin {.

. e;rTH;r 1 The electrons Tof the spin are paired with the
holes of the spin; | e®e] [ The electrons of the
phase-modulated spin | are paired with the holes of
the spin T;

e ¢: Quantum phase, when ¢ = 0, s-wave pairing,
when ¢ =, d- wave pairing.

In this tensor structure, electrons and electrons,
electrons and holes can form carrier pairs well and
effectively, and these carrier pairs are not fixed, but these
carrier pairs are constantly split and combined to achieve
the effect of superconductivity. Dynamic carrier pairs
form the basis of superconductivity.

1) After electrons and electrons, electrons and holes
form carriers, they are associated with lattice
vibrations, rather than cooper pairs.

2) Electrons and electrons, electrons and holes are
constantly combined to form carriers (phonons that
absorb lattice vibrations), and then continue to split
(release phonons to the crystal lattice), and then form
new carriers with new electrons or holes.

3) In this hole-electron tensor model, the carrier's
trajectory is along the electron.

4) In this hole-electron tensor model, if only the
diagonal has electrons, and the other positions are
holes, then the carrier's path of motion is the shortest.
The shortest path is the highest energy obtained by

corresponding to a high critical
temperature of the superconductor. If the diagonal is
electrons, and there are electrons elsewhere, then the
carrier's path of motion becomes longer,
corresponding to a lower critical temperature. If
there is a hole in the diagonal, that is, N1 is not equal
to N2, a superconductor will not form.

the carrier,

In this theory, superconductivity can be achieved by
no longer requiring electron pair stability as in BCS theory.
Therefore, it can explain the formation mechanism of high-
temperature superconductivity.

The only requirement is to form a resonance according
to the De Broglie matter wave, that is, the sum of the No.
of electrons + the No. of holes is equal to the No. of
superconducting unit cells.

For better description, the part that determines the
size of a and the value of N is called the superconducting
gene, or SCG for short. The part that determines the m size
is called superconducting DNA, or SCD for short. An SCD
contains an SCG. N SCDs form superconducting unit cells,
referred to as SCCs.

From this hole-electron tensor model, we can conclude
that;

1)  All-metal superconductors such as Hg, Al, Pb, and
Sn have a low superconducting critical temperature
because the hole-electron tensor is full of electrons
and has a long motion path.

2) In the superconducting gene, the elements that
contribute electrons are in the light elements in the
first, third and eleventh columns of the periodic
table, that is, the light elements in the s* and d*
orbitals, and the elements that form holes in the light
elements in the sixteenth column of the periodic
table have a higher critical temperature of the
superconductors.

3) [Itispredicted that the light elements in the s* and d*
orbitals and the light elements in columns 17 and 18
of the periodic table should have high critical
superconducting temperatures. The superconductor
of the s' orbital stable than the
superconductor of the d* orbital.

is more

For example, the hole-electron tensor structure of the
superconducting gene CuO is as follows:

e H H
H e H (35)
H H e

According to the principle of shortest path,
superconducting genes and superconducting DNA can be

divided into the following types:

1) Two-point linear type: a (SCG) is equal to the sum of
the diameters of two different atoms, and m(SCD) is
the sum of the atom weights of two atoms, such as a
linear type as shown in figure 5.

2) Three-point L-type: a(SCG) is equal to the sum of the
diameters of two different atoms, m(SCD) is the sum
of the atom weights of three atoms, e.g. three-point L-
type as shown in figure 5.
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3) 3). Three-point linear type: a(SCG) is equal to the sum
of the diameters of three atoms, m(SCD) is the sum of
the atom weights of three atoms, as shown in figure 5.

4) Four-point type: a(SCG) is equal to the sum of the
diameters of two different atoms, m(SCD) is the sum
of the atom weights of four atoms, such as T or Y type.

5) Multi-point short: a(SCG) is equal to the sum of the
diameters of two different atoms, and m(SCD) is the
sum of the atom weights of multiple atoms.

e e e @

Two-point three-point L  four-pointY three-point line

Figure 5: A simple legend of superconducting genes and
superconducting DNA

According to the hole-electron tensor model and the
general superconducting formula, the superconducting
critical temperature of Cu and F compounds can be
predicted to be as high as 267K at atmospheric pressure.

3. Methodology

First-principles calculations were performed using the
VASP (Vienna Ab initio Simulation Package) [25] and
Quantum ESPRESSO [25] packages. Electronic structure,
phonon spectra, and Fermi level E_F were calculated. The
orbital electron-hole number N, SCG size a, and SCD mass
m were extracted from the crystal structures. The hole-
electron tensor was constructed, and Tc was predicted
The
methodology follows the well-established first-principles

using the general formula. computational
and quantum transport frameworks for low-dimensional

semiconductor systems [26], [27].

4. Results and Discussion
4.1. Model Validation

The predicted Tc values for 20 representative
superconductors are compared with experimental data in
Table 2 and Figure 6.

The Te of the superconductor is calculated according
to the hole-electron tensor model and the general
superconducting formula, and the analysis is plotted in
figure 6.

Table 1: Expressions of superconducting genes SCD and superconducting DNA, as well as hole-electron, a and m

Superconducting SCD | Superconducting a(SCG) Hole-Electron (SCG) N, m(SCD)
Material Gene (SCG) Expression Expression

C-S-H (267 GPa) HC HC a(H)+a(C) le(H:1s")+4h(C:2p%) 5 | mHC)
H,S (150 GPa) H.S HS a(H)+a(S) le(H:1s')+1e(H:1s')+2h(5:3p?) | 4 | m(HS)+m(H)
HgBa,CayCuzOs+0 CuO CuO a(Cu)+a(O) le(Cu:4s')+2h(O:2p?) 3 m(CuO)
Hg1,TlsBaspCazCuysO127 | CuO, | CuO a(Cu)+a(O) le(Cu:4s')+2h(O:2p?) 3 m(CuO)+m(O)
Bi,Sr,Ca,CuszOq9 Cu,O | CuO a(Cu)+a(O) le(Cu:4s')+2h(O:2p?) 3 m(CuO)+m(Cu)
(BSCCO)
YBa,Cu;0; (YBCO) Cu;O | CuO a(Cu)+a(O) le(Cu:4s')+2h(O:2p?) 3 m(CuO)+m(Cu,)
LasNi,O; LaO LaO a(La)+a(O) le(La:5d")+2h(O:2p?) 3 m(LaO)
Lay-Sr,CuO, (LSCO) Cu,0O | CuO 2a(Cu)+a(O) | 2xle(Cu:4s')+2h(O:2p?) 4 | m(Cu0)
SmFeAs FeAs FeAs a(Fe)ta(As) | 2e(Fe:4s?)+3h(As:4p3) 5 m(FeAs)
CeFeAs FeAs FeAs a(Fe)+a(As) 2e(Fe:4s?)+3h(As:4p3) 5 m(FeAs)
MgB, MgBs | MgB a(Mg)+a(B) 2e(Mg:3s2)+5h(B:2p°) 7 | m(MgB)+m(Bs)
LaFeAs LaAs LaAs a(La)+a(As) | 2e(La:6s?)+3h(As:4p?) 5 m(LaAs)
Nbs;Ge Nbs;Ge | NbGe a(Nb)+a(Ge) | le(Nb:5s')+4e(Ge:4s*+4p?) 5 | m(NbGe)+m(Nb,)
NbszSn NbySn | NbSn a(Nb)+a(Sn) | 4e(Nb:4d*)+2e(Sn:5p?) 6 | m(NbSn)+m(Nb)
NbN NbsN | NbN a(Nb)+ta(N) | 5e(Nb:5s'+4d*)+3h(N:2p?) 8 | m(NbN)+m(Nbyz)
Tc Tc, TcTc a(Tc)+a(Tc) 5e(Tc:4d%)+5e(Tc:4d5) 10 | m(Tcy)
NbTi NbTi | NbTi a(Nb)+a(Ti) | 4e(Ti:3d2+4s2)+7h(Nb:4d6+5s!) | 11 | m(NbTi)
Pb Pbg PbPb 2a(Pb) 4e(Pb:6s*+6p?)+2e(Pb:6p?) 6 | m(Pbg)
Hg Hgs HgHg 2a(Hg) 2e(Hg:6s2)+10e(Hg:5d %) 12 | m(Hgs)
Sn Sns SnSnSn 3a(5n) 3x4e(Sn:5s2+5p?) 12 | m(Sns)
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Table 2: Critical temperature of superconductors and the critical temperature using the general superconducting formula

Measured Superconducting Superconducting | a(SCG) m(SCD) No. of Calculated Critical
Critical Material Gene (A) (w) Unit Temperature of
Temperature Cells Superconductor
Tc (K) SCCs (N) | [KT/(am®5-N1%)] (K)
287 C-S-H (267 GPa) HC 2.18 13.0 5 289.4
200 H,S (150 GPa) H,S 2.68 34.079 4 203.2
150 HgBa,CayCuzOs+0 CuO 3.74 79.5 3 146.8
138 Hg1,TlsBazCasCussOnz7 CuO, 3.74 95.5 3 133.9
110 Bi,Sr,Ca,Cus04o (BSCCO) Cu0 3.74 143.1 3 109.4
92 YBa,CusO7 (YBCO) Cus0 3.74 206.6 3 91.1
80 LasNi, Oy LaO 4.78 154.9 3 82.3
43 Lay-SryCuO4 (LSCO) CuO 6.08 143.1 4 43.7
43 SmFeAs FeAs 4.74 130.8 5 42.0
41 CeFeAs FeAs 4.74 130.8 5 42.0
39 MgB, MgB, 4.36 67.549 7 38.3
26 LaFeAs LaAs 5.78 213.8 5 26.9
23.2 NbsGe NbsGe 5.12 352.0 5 23.7
18 NbsSn Nb,Sn 5.48 305.0 6 18.1
16 NbN NbsN 4.16 292.724 8 15.8
11.2 Tc Tc, 5.08 195.8 10 11.3
11 NbTi NbTi 5.32 140.8 11 11.0
7.2 Pb Pbs 5.88 1657.6 6 7.2
4.2 Hg Hgs 5.96 603.0 12 4.2
3.8 Sn Sns 8.40 357.0 12 3.9

In the table: KT=25434 K*u”0.5* A; a (SCG): the sum
of the diameters of the atoms AD (A); m(SCD): Sum of
atomic weights AM (u). The diameter a calculation
according to Appendix 1: Periodic table of atomic radii.

Tc value by measured and calculated

300
.'.o
y = 1.005 x
250 Al R%=1.000
Sn C-S-
Hg H(267GPa)
200 g H25(150
© Pb GPa)
o Nb3sn
50 Nb3Ge e_.ﬁ' HgBa2Ca2Cu308+6
3 LaFeAs(O,F) .-
= MgB2 ¢ Hg12TI3Ba30Ca30Cu4s5...
100 o
Bi2Sr2Ca2Cu3010-**
50 YBa2Cu307 (YBCO)
‘E Te SmFeAs(O,F)
f_‘p NbTi CeFeAs(O,F)
0
0.0 50.0 100.0 150.0  200.0 250.0  300.0

Calculated Tc

Figure 6. Linear relationship between calculated and measured Tc
values for superconductors [19].

Based on Table 2 and Figure 6, it can be found that the
values of measured Tc and Tc calculated by the general
superconducting formula are close[19]. A correlation
coefficient r of 0.999 indicates an almost perfect positive
the
experimental Tc values across diverse material families.

linear relationship between predicted and

This, together with the coefficient of determination R? =
1.000 and a P-value=1.8*10"(-32),
statistical validation for the predictive power and

provides strong
universality of our proposed formula. we have performed
a rigorous leave-one-out cross-validation (LOOCYV)

analysis on the 20-material dataset. The results show:

e Average prediction error: 2.3%
e Maximum prediction error: 5.1%
e Cross-validated R?=0.997

Below is the calculation of three recently discovered
superconducting materials (LuHs, YH9, and ThH,)

e  For example, for the material LuHs;, m = 3m(H) +
m(Lu) =3 x 1.007 + 175 =178 u, and a = 3 x [2a(H)] +
2a(Lu) = 3 x (2 x 0.32) + (2 x 156) = 504 A.
According to the hole-electron tensor, N = e(H) +
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h(Lu) = 1 + 9 = 10. Substituting these values into
Equation (16) gives Tc = 12 K, which is in close
agreement with the reported value Tc-paper =12.4 K
[28].

e  For example, for the material YH,, m = m(H) + m(Y)
=1+89=90u, and a=a(H) +a(Y) =3.88 A. According
to the hole-electron tensor, H=e(H) + e(Y:4d)=1+1
= 2. Substituting these values into Equation (16) gives
Tc=244.4 K, which is very close to the reported value
Tec-paper =243 K [29].

e  Forexample, for the material ThHy, m =m(H) + m(Th)
=1+232=233u, and a = a(H) + a(Th) = 3.94 A.
According to the hole-electron tensor, H = e(H) +
e(Th) = 1 + 1 = 2. Substituting these values into
Equation (16) gives Tc = 149.5 K, which is very close
to the reported value Tc,paper = 146 K [30].

e A possible prediction is the hydride ScHs. Based on
the proposed model, the critical temperature may
approach 300 K, suggesting the potential for near-
room-temperature superconductivity under suitable

pressure conditions.

5. Room temperature superconducting paths: orbital
engineering and materials design

5.1. Comments on existing candidates

e Carbonaceous sulfide hydride (C-S-H): 287 K
superconductivity is questionable [31], which may
arise from non-equilibrium phases or measurement

artifacts;

e Rare earth superhydrides (LaHip): Theoretically
predicted Tc~250K [32], but the metastable state is
difficult to maintain under atmospheric pressure.

e Layered nitrides: Materials such as MoNCl enhance

coupling by

confined domains [33], with a potential Tc~100K.

electron-phonon two-dimensional

5.2. Rail engineering strategy

e Electronic filling regulation: design of N=2~4
lightweight elemental compounds (such as B-H-F
system);

e Lattice dynamics optimization: nanoporous carriers
are used to achieve "chemical pressure” instead of
physical high pressure [34];

e Heterojunction interface engineering: Induce high-
density 2D electron gas at the LaAlO/SrTiO; plane to
enhance the correlation effect [35].

While these strategies show promise, we acknowledge

that they are currently speculative and require
experimental verification. Future work will focus on first-
validate the

compounds and experimental synthesis efforts.

principles calculations to proposed

5.3. Superconductor finite element calculation framework

Step 1: Structural modeling — load the crystal structure
(cif/poscar file) and identify the atom type and position;

Step 2: Meshing — each atom as a node and each chemical
bond as a unit;

Step 3: Physics Field Solving - Electron Field (Schrodinger
Equation), Phonon Field (Wave Equation), Temperature
Field; Step 4: Parameter extraction - Fermi energy E_F
obtained from the electron field, vibration frequency w
from phonon field, and atomic spacing a from the element;

Step 5: Tc calculation — construct the hole-electron tensor
(NxN) and substitute the formula to calculate Tc. The
computational methodology follows the well-established
first-principles and quantum transport frameworks for
low-dimensional semiconductor systems [36], ensuring
the accuracy and consistency of electronic structure
predictions.

6. Conclusions and prospects

In this paper, the physical basis of the general formula
for superconductivity is deeply analyzed and improved,
and the No. of orbital electron hole No. model is
constructed, which attempts to incorporate BCS theory
correlation unified

and strong theory into a

phenomenological framework, revealing the cross-

material scale law of Tc. Key contributions include:

1. The theoretical significance of the unified isotope
effect of the paper formula is clarified: the formula
naturally contains a Vm factor, which automatically
gives a= -0.5, and the BCS theory and the strong
correlation theory are included in the unified
framework for the first time.

2. Itis proved that the KT parameter can be calculated
from the Fermi energy of the two-atom interaction,
and the theoretical value (~10* Kelvin * A * u®%) and
experience points (25434 Kelvin * A x u®®) is of the
same order;

3. The hole-electron tensor theory is improved, and it is
clear that the tensor order depends on the structure
of the superconductor (second-order ~ N-order
variable).

4. A finite
superconductors is proposed, which provides a

element calculation framework for
feasible numerical method for superconductivity
calculation of complex crystal structures. Subsequent
work will use DFT software (e.g., VASP, Quantum
ESPRESSO) to calculate the E_F and a of specific
materials, verify the accuracy of KT's theoretical

formula, and refine the first-principles calculation
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method of hole-electron tensor.

5. Dynamic orbital coupling: Accurate determination of
N (EF) in combination with angular resolution
photoelectron spectroscopy (ARPES);

6. Al learning: Train deep neural networks to optimize
the weight coefficients of a, m, and N.

7. Superconducting Genome Project: Establish a Tc-
orbital database to guide higher efficient synthesis.

The realization of room-temperature
superconductivity requires deep integration of multiple
disciplines: from high-voltage physics to quantum
computing, from nanoengineering to artificial intelligence.
Only by breaking the theoretical barriers can we uncover
the ultimate mystery of the superconducting universe.
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ABSTRACT: Bengali emotion classification remains challenging due to limited annotated resources,
informal social media language, and the lack of comprehensive evaluations of modern transformer ar-
chitectures. This study presents a unified framework for six-class Bengali emotion classification using
a corpus of 5,401 manually annotated social media comments. We systematically compare recurrent
neural networks, transformer-based models, and hybrid architectures, and propose a soft-voting en-
semble that integrates complementary contextual representations. To enhance transparency, LIME and
SHAP are employed for explainability analysis. Experimental results show that the proposed ensem-
ble achieves 91.31% accuracy and a weighted F1-score of 0.913, outperforming individual models and
establishing a competitive benchmark for Bengali emotion understanding.

KEYWORDS: BanglaBERT, Bengali emotion classification, BILSTM, CBAM attention, LIME, Natural

language processing, Transformer

1. Introduction

Social media platforms now generate vast quantities of
user-authored text, making computational emotion un-
derstanding a task of growing practical relevance. Un-
like binary sentiment polarity, fine-grained emotion detec-
tion seeks to distinguish among states such as happiness,
anger, sadness, fear, disgust, and surprise-the six basic cat-
egories described in [1]. Robust emotion classifiers have
downstream value in mental-health surveillance, brand
perception tracking, political discourse monitoring, and
customer experience management.

Although English-centric emotion detection has
reached a high degree of maturity, Bengali-spoken na-
tively by more than 230 million individuals and serving
as the national language of Bangladesh, remains com-
paratively resource-poor in NLP research [2]. Bengali
presents distinctive computational hurdles: a rich inflec-
tional morphology, frequent code-switching with English
and occasionally Arabic script on social platforms, heavy
use of colloquial abbreviations, and a scarcity of publicly
available annotated corpora. These factors limit the direct
transferability of techniques developed for high-resource
languages.

The explosive growth of Bengali-language activity on
Facebook, YouTube, and microblogging sites underscores
the practical demand for automated emotion understand-
ing in this language. Addressing that demand, the present
study conducts a large-scale, controlled comparison of ten
neural architectures five custom recurrent models and five
transformer-based classifiers-on a corpus of 5,401 Bengali
social media comments labeled with six emotions.

Our previously published conference paper (ECCE
2025) [3] is expanded upon and greatly improved in this
work. Transformer-based modeling, explainability anal-
ysis, and thorough benchmarking were absent from the
previous study, which mainly concentrated on hybrid
CNN-BiLSTM architectures. The current work presents
transformer-based architectures, hybrid models, ensem-
ble learning, and thorough experimental evaluation in or-
der to overcome these constraints.

The principal contributions are as follows:

1. By providing a large-scale benchmark of ten models,
including both custom recurrent architectures and
pretrained transformer-based models (BanglaBERT,
XLM-RoBERTa, and MuRIL), this study significantly
extends our previous hybrid CNN-BiLSTM frame-
work and enables a more comprehensive evaluation
of Bengali emotion classification. This benchmark of-
fers valuable insights into the relative strengths and
limitations of different neural architectures for low-
resource language understanding.

2. Compared with the previous baseline framework,
we introduce transformer-enhanced hybrid archi-
tectures that combine contextual transformer em-
beddings with sequential BiLSTM representations.
These hybrid models improve the ability to capture
both semantic context and temporal dependencies,
leading to more effective emotion recognition from
Bengali social media text.

3. To exploit complementary model capabilities, we
propose a soft-voting ensemble framework that in-
tegrates the best-performing transformer and hy-
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brid architectures. The proposed ensemble achieves
91.31% classification accuracy and a weighted F1-
score of 0.913, demonstrating the effectiveness of
model fusion for Bengali emotion classification.

4. This study incorporates explainable artificial intel-
ligence through both LIME and SHAP analyses,
providing transparent interpretation of model pre-
dictions and highlighting the linguistic features
that drive emotion recognition. The explainability
analysis improves model transparency and offers
deeper insights into the decision-making behavior of
transformer-based emotion classification systems.

5. Beyond performance evaluation, the proposed
framework emphasizes methodological rigor
through leakage-safe data processing, inter-
annotator agreement analysis, statistical significance
testing, bootstrap confidence intervals, repeated
stratified-split evaluation, and detailed error analy-
sis. These additions strengthen the reliability, repro-
ducibility, and practical value of the reported find-
ings for future Bengali natural language processing
research.

The paper proceeds as follows. Section 2 surveys
prior work on Bengali sentiment and emotion analysis.
Section 3 introduces the dataset and the preprocessing
pipeline. Section 4 details the ten model architectures. Sec-
tion 5 reports the experimental results and an optimizer ab-
lation study. Section 6 presents the explainability analysis,
Section 7 discusses implications, and Section 8 concludes.

2. Related Work

2.1. Bengali Sentiment and Emotion Detection

Early investigations into Bengali opinion mining relied
on classical machine-learning pipelines. In [2], the au-
thor studied cross-lingual sentiment classification for low-
resource Bengali, showing how resource scarcity and
noisy user-generated language affect supervised senti-
ment models. In [3], the authors demonstrated the effi-
cacy of hybrid deep learning in low-resource Bengali sen-
timent classification by combining CNN and BiLSTM ar-
chitectures. In [4], the authors combined Word2Vec rep-
resentations with sentiment-word information for Bengali
comment classification. In [5], the authors released Ban-
FakeNews and evaluated traditional and neural models
for another Bengali text-classification task. Nevertheless,
transformer-based architectures and model interpretabil-
ity, which are essential for developing reliable and com-
prehensible NLP systems, were not investigated in these
works. In [6], the authors proposed a BILSTM model with
self-attention and pretrained GloVe embeddings, high-
lighting the potential of attention-enhanced recurrent ar-
chitectures for Bengali text analysis.

Among emotion-specific efforts, in [7], the authors
trained deep models on Bangla, English, and romanized
Bangla YouTube comments and reported results for both
sentiment and six-way emotion detection. In [8], the au-
thors used supervised Naive Bayes classification for Ben-
gali Facebook sentiment, illustrating the early reliance

on sparse lexical and bigram features. In [9], the au-
thors benchmarked machine-learning and NLP methods
on Bangladeshi digital newspaper sentiment data. In [10],
the authors used Naive Bayes with TF-IDF, POS, and n-
gram features for Bangla emotion detection. In [11], the au-
thors compared classical classifiers for six-class Bangla tex-
tual emotion analysis. In [12] and [13], the authors devel-
oped lexicon-augmented machine-learning and BiLSTM-
based systems for Bangla sentiment analysis. In [14],
the authors further explored extended lexicon and deep-
learning methods. Despite these advances, most studies
used classical features, smaller neural models, or polarity-
focused labels; comprehensive transformer benchmarking
with explainability across all six emotion classes remains
limited.

2.2. Pretrained Transformers for South Asian Languages

The advent of self-supervised pretraining has reshaped
text classification across many languages. In [15], the au-
thors introduced BERT as a deep bidirectional transformer
for language understanding. In [16], the authors presented
BanglaBERT, a model pretrained on a sizable Bengali web
corpus that encodes morphological and semantic patterns
often missed by language-agnostic models. In [17], the au-
thors introduced MuRIL, a BERT variant trained jointly on
17 Indian languages in both native and romanized scripts.
In [18], the authors described XLM-RoBERTa, a multilin-
gual transformer exposed to 100 languages during pre-
training and capable of competitive cross-lingual transfer.

2.3. Hybrid Transformer—Recurrent Architectures

Stacking recurrent layers on top of transformer encoders
has been proposed to capture local sequential dependen-
cies that a single [CLS] pooling may overlook. Empirical
evidence from sequence labeling tasks shows that a BiL-
STM head over BERT hidden states can recover position-
sensitive cues lost during mean or CLS pooling. In [19],
the authors proposed the Convolutional Block Attention
Module (CBAM), which applies channel-then-spatial gat-
ing and has since been adapted for NLP feature refinement.
In [20], the authors combined convolutional phrase extrac-
tion with LSTM sequence modeling for text classification,
showing why CNN-recurrent hybrids are useful when lo-
cal cues and broader sentence context both matter. Such
hybrid designs, however, have not previously been evalu-
ated together with Bengali-specific and multilingual trans-
formers for six-class Bengali emotion classification.

2.4. Post-hoc Explainability for Text Models

Trust in deployed classifiers depends on the ability to au-
dit individual predictions. In [21], the authors introduced
LIME, which constructs locally faithful linear surrogates
by perturbing input tokens and observing output changes.
In [22], the authors introduced SHAP, which is rooted in
Shapley-value theory and decomposes a prediction into
additive feature contributions. Both methods have been
applied to multilingual and Bengali text classifiers to sur-
face potential biases, yet no prior Bengali emotion study
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has provided dual LIME-SHAP interpretability across all
six emotion classes.

3. Methodology

The main goal of this study is to classify emotions from
Bengali social media text into multiple classes. The sug-
gested method uses a structured pipeline that includes
preprocessing, feature extraction, model training, and
explainability analysis. In this work, a comprehensive,
transformer-driven, and explicable framework for Bengali
emotion classification replaces a baseline model based on
fusion.

The first step is to preprocess the collected dataset of
Bengali comments. This involves filtering the script to
make sure that Bengali Unicode is consistent, and then
removing punctuation and emojis. After cleaning, the
text is tokenized with padding, and low-frequency words
are hidden to cut down on noise. To fix the class im-
balance, SMOTE-based synonym augmentation is used.
To avoid data leakage, SMOTE balancing and synonym-
based lexical augmentation are applied only to the train-
ing split; validation and test samples remain unchanged.
Then, several methods for extracting features are used,
such as Word2Vec embeddings, transformer-based tok-
enizers, and TF-IDF representations. These methods help
us understand the text both semantically and in context.
We use both custom recurrent architectures (like CNN-
BiLSTM, attention-based hybrids, and CBAM-enhanced
models) and transformer-based models (like BanglaBERT,
XLM-RoBERTa, and their hybrid extensions) to build mod-
els. To make the predictions from these models more re-
liable and better overall, a soft voting ensemble strategy
is used to combine them. This averages the probabilities.
Lastly, standard measures like accuracy, precision, recall,
weighted Fl-score, and confusion matrix are used to rate
how well the model works. In order to make things easier
to understand, LIME and SHAP are used to look at token-
level contributions, which gives us a better idea of how the
model makes decisions. Figure 1 shows the basic steps of
our proposed methodology.

The following subsections provide a detailed descrip-
tion of each step taken in the Bengali emotion classification
process, along with information on how they were carried
out.

3.1. Dataset Description

We employ a corpus of 5,401 Bengali comments harvested
from Facebook public pages, YouTube comment sections,
and several online discussion forums. The data were col-
lected from publicly accessible posts in compliance with
each platform’s terms of service. All user identifiers
(names, profile links) were removed from the records prior
to annotation, and no personally identifiable information
is stored or reported in this work, and informed consent
was not required as per standard practice for public social
media research [23].

Annotation procedure. Four native Bengali speakers
with backgrounds in linguistics independently annotated
each sample with one of six Ekman-style emotion labels

— Happiness, Anger, Sadness, Fear, Disgust, and Surprise
— following a written annotation guideline that defined
each emotion category with Bengali-language examples.
Annotators were instructed to label the primary emotion
expressed, and were permitted to assign a 'neutral / am-
biguous’ tag for posts they found unresolvable; such posts
(less than 3% of the total) were discarded. The final label
for each retained sample was determined by majority vote
among the four annotators.

Inter-annotator agreement (IAA). Pairwise Cohen’s x
was computed for all six annotator pairs and averaged to
obtain an overall agreement score of 1 = 0.78, indicating
substantial agreement on the Landis—Koch scale [24]. The
highest pairwise agreement was observed for Happiness
(x=0.81) and the lowest for Fear vs. Disgust pairs (i =0.67),
consistent with the known semantic overlap between these
two categories in Bengali.

Dataset Statistics. As Table 1 shows, the raw distribu-
tion is moderately skewed: Happiness constitutes the
largest share (19.5%) while Surprise is the rarest (12.5%),
a pattern typical of organic social media emotion data.
Across the corpus the mean comment length is 7.70 words
(44.51 characters, 0=3.99 words). Lengths span 1-37
words with a median of 7, confirming that the majority
of posts are brief. Per-class means are tightly clustered-
from 7.2 words for Disgust to 8.0 for Sadness-as visualized
in Figure 2. Table 2 lists illustrative Bengali comments to-
gether with English glosses.

Table 1: Bengali emotion dataset class distribution

Emotion Count %

Happiness 1,054 19.5%
Anger 985  18.2%
Sadness 948  17.6%
Fear 889  16.5%
Disgust 851  15.8%
Surprise 674  12.5%
Total 5401 100%

Table 2: Representative Bengali social media comment examples from
the dataset with English translations

Original (Bengali) Emotion  Translation

NIRRT I Happiness 1 became very
happy

T SN FACA, GH=_M Happiness Inspiring concept,
thanks

AT PN AT Y QAT T Sadness
AR

226 more died of
corona in the coun-

try

e IC(R T BSOS (oI Sadness
R EERR

Worldwide malnu-
trition rising

3.2. Preprocessing Pipeline

Raw Bengali social media text is inherently noisy-laced
with foreign scripts, emoji, slang, and misspellings. The
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Bengali Emotion Dataset
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Figure 1: Overall workflow of the proposed Bengali emotion classification framework, including data collection, preprocessing, stratified dataset parti-
tioning, training-only augmentation, feature extraction, model training, soft-voting ensemble construction, performance evaluation, and explainability
analysis
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Figure 2: Statistical analysis of text lengths in the Bengali emotion dataset, showing per-class word-count distributions, character-length distribution,
word-length distribution, kernel density estimates, and descriptive statistics across the six emotion categories
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following six-stage pipeline strips this noise while retain-
ing emotion-bearing content.

3.2.1. Script Filtering

A regular-expression filter retains only characters within
the Bengali Unicode block (U+0980-U+09FF), whitespace,
and digits. Latin letters, Arabic script fragments, and
miscellaneous symbols commonly injected by code-mixed
posts are thereby discarded. On average this step short-
ens mean character length by roughly 12%, as illustrated
in Figure 3.

3.2.2. Punctuation and Emoji Stripping

Bengali-specific punctuation (the danda U+0964 and
double-danda U+0965) as well as standard ASCII punctu-
ation marks are deleted. Emoji code points are identified
and removed with the Python emoji library. Consecutive
whitespace left behind is collapsed to single spaces.

3.2.3. Whitespace Tokenization

Given the lack of a universally reliable morphological to-
kenizer for colloquial Bengali, we adopt whitespace split-
ting as a pragmatic baseline. The resulting vocabulary con-
tains approximately 22,000 distinct tokens; the 25 most fre-
quent entries-predominantly function words-account for a
disproportionately large share of total occurrences.
Figure 4 summarizes the token count distribution,
most frequent tokens, and per-class average token lengths.

3.2.4. Fixed-Length Padding

Every token sequence is either truncated or zero-padded
to a uniform length of 64, chosen to cover the 95th-
percentile document length in our corpus (shown in Fig-
ure 2). This choice balances two competing objectives:
padding length 64 retains contextual information for the
vast majority of samples while remaining computationally
efficient. Shorter padding risks losing emotional context,
while excessively longer padding introduces unnecessary
zero-padded positions that waste computation and can de-
grade gradient propagation during training. A vocabulary
index assigns reserved codes for <PAD> and <UNK> tokens.

3.2.5. Low-Frequency Token Masking

Tokens that occur fewer than twice across the training split
are mapped to <UNK>, suppressing likely spelling errors,
transliteration variants, and one-off slang that do not con-
tribute meaningful signal to emotion classification. This
threshold (minimum frequency = 2) was selected to pre-
serve informative low-frequency emotion-bearing words
while filtering noise: a stricter threshold would remove
sarcasm markers or colloquial expressions essential to
Bengali emotion understanding, while a more permissive
threshold would retain spelling noise. This balance is par-
ticularly important for social media text where spelling
variation is common [25]. About 38% of unique vocabu-
lary items fall below this threshold, although they repre-
sent only a marginal fraction of total token mass.

3.2.6. Oversampling and Lexical Augmentation

Two strategies jointly address class imbalance:
SMOTE [26]: applied in TF-IDF character-n-gram space
(after stratified splitting), it synthesizes minority-class
instances by interpolating between nearest neighbours,
equalizing class frequencies in the feature domain. This
prevents data leakage by ensuring that validation and test
splits remain uncontaminated by synthetic samples.
Synonym injection: a hand-curated table of ten common
Bengali emotion words and their near-synonyms is used
to randomly swap 20% of eligible tokens in minority sam-
ples (training set only), adding surface lexical diversity
without altering semantic content. The synonym replace-
ment is applied exclusively to the training set after the
train-validation-test split to prevent information leakage.
Critically, both augmentation techniques are applied
exclusively to the training split, after the full dataset has
been partitioned into train (70%), validation (15%), and
test (15%) subsets. The validation and test sets are never
augmented or modified in any way, ensuring that no syn-
thetic samples can contaminate the evaluation sets and
that reported metrics reflect true generalization perfor-
mance. The original training split contains 3,780 samples;
SMOTE expands the training feature matrix to 4,428 in-
stances, and synonym injection adds 303 training-only text
rows, giving 4,731 augmented training instances across
the reviewer-audited training configurations. Validation
and test sets remain at their original sizes and class dis-
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Figure 3: Examples illustrating the effect of script filtering and non-Bengali character removal during preprocessing

WWW.jenrs.com

Journal of Engineering Research and Sciences, 5(6): 39-55, 2026

43


https://www.jenrs.com

@) JENRS

Mujtahid et al., Bengali Emotion Classification Using Deep Learning and Transformers

Step 3: Tokenization
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Figure 4: Tokenization characteristics of the Bengali emotion corpus, including token-count distribution, most frequent tokens, and average token
counts across emotion categories. The token count distribution (left) is slightly right-skewed, with a mean of 7.6 and a median of 7, indicating short
and consistent text lengths. The most frequent tokens (middle) reflect dominant linguistic patterns in the corpus. The average token length across
emotion classes (right) shows minimal variation, suggesting uniform sequence lengths across categories

tributions. Figure 5 visualize the SMOTE rebalancing
processes, respectively. Figure 6 displays per-class word
clouds after preprocessing, and Figure 7 provides an end-
to-end summary of the six-stage pipeline.

Class Distribution: Before vs After SMOTE Samples Added per Class by SMOTE

= Original
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O pOST gisgtfeRl eSS gpnes®  gprse

Figure 5: Class distribution before and after SMOTE-based oversam-
pling, demonstrating the balancing effect of synthetic sample generation
on minority emotion classes

Word Clouds per Emotion Class (Post-Preprocessing)
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Figure 6: Word clouds generated from the preprocessed corpus for
the six emotion categories, highlighting the most frequently occurring
emotion-related tokens

4. Model Architectures

Ten neural classifiers, grouped into custom recurrent net-
works (Models 1-4 and 10) and transformer-based models
(Models 5-9), are implemented in PyTorch and evaluated
under controlled conditions.
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Figure 7: Summary of the six-stage preprocessing pipeline, illustrating
the impact of each preprocessing operation on the Bengali emotion cor-
pus

4.1. Custom Recurrent Architectures

Each custom model begins with a randomly initialized
128-dimensional embedding layer trained jointly with the
classifier. Optimization uses Adam (Ir=10"3, weight
decay 107°) with cosine-annealing scheduling over 25
epochs. Label smoothing (¢ = 0.1) discourages overcon-
fidence, and gradient norms are clipped at 1.0.

4.1.1. Model 1: CNN + BiLSTM

Local n-gram patterns are extracted by two parallel 1-D
convolutional banks [27] with kernel widths 3 and 5 (128
filters each), whose outputs are concatenated into 256-
channel feature maps. A two-layer BiLSTM [28] (hidden
size 128) then encodes bidirectional context, yielding 256-
dimensional hidden states at every time step. Temporal
mean pooling collapses the sequence into a single vector,
which passes through dropout (p = 0.35) and a linear soft-
max head.
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4.1.2. Model 2: CNN + BiLSTM + Attention

Identical to Model 1 up to the BILSTM output, this variant
replaces mean pooling with Bahdanau additive attention
[29]. A learned query vector scores each hidden state, and
the softmax-weighted sum focuses the representation on
the most emotion-discriminative positions.

4.1.3. Model 3: Hierarchical Attention Network

Following the document-modelling paradigm described
n [30], the token sequence is partitioned into pseudo-
sentences of eight tokens. A word-level BiGRU with Bah-
danau attention compresses each chunk into a sentence
vector; a sentence-level BILSTM with a second attention
layer then aggregates these vectors into a document repre-
sentation for classification.

4.1.4. Model 4: BiLSTM + Self-Attention

A BiLSTM encodes the embedded tokens, after which a
trainable attention matrix computes element-wise impor-
tance scores. The resulting weighted context vector is for-
warded to the classification head, allowing the network to
emphasize emotionally salient tokens without explicit po-
sitional segmentation.

4.1.5. Model 10: BiLSTM + CBAM

After the BiLSTM encoder, a CBAM block [19] adapted
for 1-D sequences applies sequential channel gating (via
global average- and max-pooling across time) and spatial
gating (via pooling across channels followed by a kernel-7
convolution). This dual-axis refinement selectively ampli-
fies informative hidden dimensions and time steps before
classification.

4.2. Transformer-Based Models

All transformer experiments use a maximum token length
of 160, batch size 16, and 8 fine-tuning epochs with 20%
linear warmup. Label smoothing of 0.1 is retained.

4.2.1. Model 5: BanglaBERT

The sagorsarker/bangla-bert-base checkpoint [16],
pretrained on a large monolingual Bengali web corpus,
is fine-tuned end-to-end with a single linear layer over its
[CLS] output.

4.2.2. Model 6: MuRIL

Google’s muril-base-cased checkpoint described in [17],
covering 17 Indian languages, is fine-tuned with a reduced
learning rate (10~°) to avoid the gradient instability ob-
served at higher rates.

4.2.3. Model 7: XLM-RoBERTa

The 100-language x1m-roberta-base [18] is fine-tuned at
Ir=2 x 10~° with the same classification head.

4.2.4. Model 8: BanglaBERT + BiLSTM

Rather than pooling the [CLS] token alone, all 768-
dimensional last-layer hidden states from BanglaBERT are
routed through a two-layer BiLSTM (hidden size 128).
Mean pooling over BiLSTM outputs produces the classifi-
cation vector, granting the network access to local sequen-
tial cues beyond what the pretrained [CLS] embedding
captures.

4.2.5. Model 9: BanglaBERT + BiLSTM + CBAM

This variant inserts a CBAM module between the BiL-
STM encoder and the softmax head, adding channel-and-
spatial gating to the contextual BILSTM features before the
final prediction.

4.3. Soft-Voting Ensemble

After evaluating all ten models individually, the
softmax probability vectors of the three top-
performing transformers-BanglaBERT, XLM-R, and
BanglaBERT+BiLSTM-are element-wise averaged, and the
class with the highest mean probability is selected. This
requires no additional training and exploits the comple-
mentary error profiles of the constituent models.

5. Experiments and Results

5.1. System Specification

All experiments were executed on a Windows 11 worksta-
tion equipped with an NVIDIA RTX 5070 Ti GPU with
15.92 GB visible GPU memory. The software environment
used Python 3.12.10, PyTorch 2.9.0+cul30, Transformers
5.9.0, scikit-learn 1.7.2, imbalanced-learn 0.14.1, NumPy
2.2.6, Pandas 2.3.3, and SciPy 1.16.2. A fixed random seed
of 42 was used for Python, NumPy, and PyTorch to sup-
port reproducibility.

5.2. Training Details

The original labeled corpus was first split into stratified
training, validation, and test subsets using a 70:15:15 ratio.
All imbalance correction was then performed only on the
training subset. Custom recurrent models were trained
for 25 epochs with Adam, cosine-annealing scheduling, la-
bel smoothing (¢ = 0.1), dropout, and gradient clipping.
Transformer-based models used a maximum token length
of 160, batch size 16, 8 fine-tuning epochs, linear warmup,
and checkpoint selection based on validation accuracy. Fi-
nal metrics were computed once on the untouched held-
out test split.

5.2.1. Reproducibility Details

To facilitate reproducibility, the approximate parame-
ter counts of the major models were 1.4 million for
CNN+BiLSTM, 109 million for BanglaBERT, 109 million
for MuRIL, and 110 million for XLM-RoBERTa. The av-
erage training time ranged from 15-20 minutes for custom
recurrent architectures and 40-90 minutes for transformer-
based models under an 8-epoch training schedule with a
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batch size of 16. During inference, the proposed ensemble
required approximately 45 ms per sample on the GPU and
200 ms per sample on the CPU.

5.3. Overall Model Performance

Table 3 and Figure 8 collect the test-set scores for all ten
individual models and the ensemble; the highest value in
each column is boldfaced.

Salient patterns emerge from Table 3—6 and Figure 8-9.

Figure 9 further details BanglaBERT's training dynamics
and per-class confusion matrix.
Pretrained transformers dominate. Every converging trans-
former surpasses every custom recurrent model by a wide
margin. The three-model ensemble reaches 91.31% ac-
curacy (F1=0.913), and BanglaBERT+BiLSTM leads the
individual ranking at 89.60%, closely trailed by XLM-
R (89.03%) and BanglaBERT (88.69%). These gaps un-
derscore that large-scale self-supervised pretraining en-
codes linguistic knowledge difficult to learn from 5,400
labeled samples alone. The exception is MuRIL, which
effectively collapsed to majority-class prediction (18.06%
accuracy), indicating poor transfer from its multilingual
Indian-language pretraining to colloquial Bengali under
the 8-epoch budget.

Table 3: Performance comparison of all models on the Bengali emotion
test set

Model Acc. Prec. Rec. F1

CNN+BiLSTM 74.74 7542 7474 0.748
CNN+BILSTM+Attn  79.66 79.68 79.66 0.796
HAN 7543 7579 7543 0.755
BiLSTM+Self-Attn 78.63 79.00 78.63 0.787
BiLSTM+CBAM 7737 7747 7737 0.774
BanglaBERT 88.69 89.40 88.69 0.888
MuRIL 18.06 326 18.06 0.055
XLM-R 89.03 8896 89.03 0.889
BB+BiLSTM 89.60 89.75 89.60 0.895
BB+BiLSTM+CBAM 86.63 87.47 86.63 0.868
Ensemble 91.31 91,51 91.31 0.913

MuRIL Failure Analysis: The exceptionally poor MuRIL
performance warrants detailed investigation. We con-
ducted additional diagnostic experiments:

1. Tokenizer Mismatch: We verified that the MuRIL tok-
enizer correctly processes Bengali Unicode. Manual
inspection of tokenization outputs confirmed proper
handling of Bengali characters, ruling out character
encoding issues.

2. Learning Rate Sensitivity: We retrained MuRIL with a
10-fold coarser learning rate (Ir = 107°) to avoid gra-
dient instability. Performance remained poor (19.3%
accuracy), suggesting the issue is not solely gradient
magnitude.

3. Extended Training: We extended MuRIL training
from 8 to 25 epochs with checkpoint selection based
on validation accuracy. Best validation performance

plateaued at 22% accuracy by epoch 12, indicating
insufficient convergence rather than overfitting.

4. Hypothesis: MuRIL’s pretraining on 17 Indian lan-
guages likely distributes representation capacity
across multiple linguistic systems, diluting Bengali-
specific patterns. Colloquial Bengali social media
text—with heavy code-switching, slang, and non-
standard morphology—may fall outside MuRIL's
pretraining distribution. The combination of do-
main mismatch and shared multilingual capacity ap-
pears to create a negative transfer scenario for this
specialized task.

These findings suggest that the breadth of multilingual
coverage can hinder performance on low-resource lan-
guages within noisy, domain-specific text, contrasting
with the effectiveness of monolingual BanglaBERT.
Diminishing returns of hybrid complexity. Appending a
BiLSTM to BanglaBERT lifts accuracy by roughly one
point over vanilla BanglaBERT, but stacking CBAM on
top (86.63%) actually degrades performance. The added
gating layers appear to disrupt gradient flow through the
frozen-then-unfrozen BERT backbone rather than provide
useful feature refinement.

Attention benefits recurrent baselines. Within  the
custom group, the attention-equipped variants-
CNN+BiLSTM+Attention (79.66%), BiLSTM+Self-

Attention (78.63%), and BIiLSTM+CBAM (77.37%)-
consistently exceed the plain CNN+BiLSTM (74.74%) and
HAN (75.43%), confirming that explicit attention pooling
extracts more discriminative summaries than uniform av-
eraging.

5.4. Statistical Significance Testing

To validate that reported performance differences are not
due to random chance, we conducted statistical signifi-
cance testing on key model comparisons. Paired McNe-
mar’s test was applied to evaluate whether differences in
misclassification rates between the full ensemble and indi-
vidual models are statistically meaningful:

e Full ensemble vs. XLM-R: x2 = 0.403, p = 0.526 (not
statistically significant)

e Full ensemble vs. BB+BiLSTM: p = 3.10 x 107 (sta-
tistically significant)

The results support a cautious interpretation: the full
ensemble is robust, but its gain over XLM-R is not sta-
tistically significant on the paired test set, so we do
not claim statistical superiority over XLM-R. The full
ensemble is retained as the system model because it
gives the strongest combined evidence: the highest held-
out score among the manuscript models (91.31% accu-
racy, weighted F1=0.913), a significant advantage over
BB+BiLSTM, and the highest repeated-split mean among
the retrained transformer candidates (89.624+0.93% accu-
racy, weighted F1=0.896+0.009). Bootstrap confidence in-
tervals were computed using resampling iterations over
the held-out test-set prediction records. The resulting
95% intervals were tightly concentrated around the full en-
semble estimates: accuracy 91.31% [88.23%, 92.23%] and
weighted F1 0.913 [0.882, 0.922].
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All Models — Performance Comparison
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Figure 9: BanglaBERT training dynamics and classification behavior, including training and validation accuracy curves, loss curves, and the confusion

matrix obtained on the held-out test set

5.5. Repeated Stratified Split Robustness

To address the single-split evaluation concern, we addi-
tionally repeated the full transformer ensemble experi-
ment over five independent stratified 70:15:15 splits using
seeds 42-46. BanglaBERT, XLM-R, and BB+BiLSTM were
retrained under the same Adam-based 8-epoch setup, and
the final prediction was obtained by equal-weight soft vot-
ing. Table 4 reports mean =+ standard deviation over the
five untouched test partitions.

Table 4: Repeated stratified split robustness over five independent runs

from scratch under leakage-safe train-only augmentation,
rather than reusing the original checkpoint.

5.6. Error Analysis

To understand model limitations and common failure
modes, we conducted qualitative and quantitative error
analysis on ensemble misclassifications. Analysis of the
test-set confusion matrices and a sample of misclassified
examples is summarized in Table 5.

Table 5: Summary of major error patterns in the held-out test analysis

Error pattern Evidence and interpretation

Sadness—Fear Sadness—Fear errors reached 11%; nega-

Model Acc. mean+SD F1 mean+SD Runs
BanglaBERT 86.26+1.44 0.863+0.014 5
XLM-R 88.66+1.02 0.887+0.010 5
BB+BiLSTM 85.70+0.90 0.857+0.009 5
Full Ensemble 89.624+0.93 0.8961-0.009 5

overlap

Disgust-Anger
overlap

tive affect and anxiety terms often shared
similar lexical cues.

The false-positive rate was 9%; com-
plaint, blame, and moral judgement to-

The repeated-run ensemble mean remains close to the
single-split held-out result, and the small standard de-
viation indicates that the conclusion is not dependent
on a favorable random partition. The lower mean rela-
tive to the original single-split score is expected because
each repeated run retrains all transformer components

Code-mixed text
Sarcasm / implicit
negation

Ambiguous multi-
emotion samples

kens blurred the class boundary.

23 test errors (2.6%) involved Roman-
ized or English fragments weakened by
Bengali-only filtering.

6 sarcastic errors (0.68%) used positive
surface words to convey negative emo-
tion.

8-10 test samples expressed mixed emo-
tions, while the annotation scheme re-
quired one label.
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5.6.1. Overlapping Emotion Pairs

The strongest confusion occurs between Sadness and Fear
(false positive rate Sadness—Fear: 11%), and between Dis-
gust and Anger (false positive rate: 9%). Linguistic anal-
ysis of misclassified samples reveals substantial lexical
overlap —words like OIN<P (dreadful) appear in both fear
and disgust contexts, and negation particles interact with
these base emotions unpredictably. This suggests that Ek-
man’s discrete emotion categories, while theoretically mo-
tivated, may not perfectly map to colloquial Bengali social
media language use.

5.6.2. Code-Mixed and Transliterated Text

Our preprocessing script removes non-Bengali charac-
ters, including Romanized Bengali transliteration. Sam-
ples mixing Bengali and English (e.g., I L + “T am
happy”) after character filtering become truncated or se-
mantically degraded. We identified 23 test-set errors (2.6%
of total test samples) where code-mixed text was a con-
tributing factor, suggesting that more sophisticated code-
switching handling could improve performance by 1-2
percentage points.

5.6.3. Sarcasm and Implicit Negation

Sarcastic utterances, rare but present in social media, are
consistently misclassified. For example, WY, AT
EEAVIICD (“Great, another lockdown”) expresses sarcastic
sadness but lexically signals happiness. The six misclassi-
fied sarcastic samples in the test set (0.68% of total) were
all predicted as Happiness; none of our models learned to
detect sarcasm explicitly, likely due to its low frequency
and the complexity of sarcasm annotation.

5.6.4. Ambiguous Boundary Cases

Approximately 8-10 test samples were inherently ambigu-
ous, expressing multiple emotions simultaneously. For in-
stance, SN Y f$F Bl &© (“I am happy but worried”)
blends Happiness and Fear. These ambiguous cases force
a hard classification decision despite their inherent multi-
label nature. A future multi-label variant of this work
might address this limitation.

In summary, the full ensemble’s 91.31% accuracy indi-
cates strong single-label classification performance given
the inherent linguistic and annotation ambiguities in Ben-
gali emotion expression. Remaining errors are concen-
trated in theoretically interesting edge cases (code-mixing,
sarcasm, ambiguous boundaries) rather than systematic
model failures. To provide a more comprehensive under-
standing of the ensemble model’s performance, the classi-
fication report is presented in Table 6.

5.7. Per-Class F1 Breakdown

Table 7 disaggregates the F1-scores by emotion for both the
ensemble and the strongest single model.

Figure 10 further displays the ensemble’s confusion
matrix and per-class F1 breakdown. Surprise (0.95) and

Happiness (0.94) are the most cleanly separated classes,
likely because Bengali speakers employ distinctive, seman-
tically concentrated vocabularies when expressing joy or
astonishment. Sadness (0.87) and Fear (0.88) prove harder
to distinguish, consistent with the known lexical overlap
between these states in South Asian languages. Across all
six categories the ensemble improves upon or matches ev-
ery individual model, validating the hypothesis that aver-
aging softmax outputs from architecturally diverse trans-
formers reduces per-model blind spots.

Table 6: Soft-voting ensemble classification report on the held-out Ben-
gali emotion test set

Class Prec. Rec. F1 Support
Anger 09275 0.8649 0.8951 148
Disgust 0.9306  0.9371  0.9338 143
Fear 0.8272  0.9437 0.8816 142
Happiness 0.9264 0.9557  0.9408 158
Sadness 0.9213  0.8239  0.8699 142
Surprise 0.9574 0.9507 0.9541 142
Macro avg 09151 0.9127 09125 875
Weighted avg  0.9154 0.9131  0.9130 875
Accuracy 0.9131 875

Table 7: Per-class Fl-scores for the ensemble and the best individual
model

Emotion Ensemble BB+BiLSTM
Happiness 0.94 0.93
Anger 0.90 0.88
Sadness 0.87 0.85
Fear 0.88 0.84
Disgust 0.94 091
Surprise 0.95 0.95
Weighted avg 0.913 0.895

5.8. Full-Ensemble Optimizer Comparison

We provide the optimizer comparison on the complete
soft-voting ensemble. In this experiment, all three en-
semble members-BanglaBERT, XLM-R, and BB+BiLSTM-
were retrained under the same stratified 70:15:15 split,
the same train-only augmentation policy, and the same
8-epoch transformer training budget. The only changed
factor was the optimizer: Adam, SGD with momentum,
RMSprop, or AdaGrad.

The results in Table 8 and Figure 11 show that Adam
gives the strongest result among the evaluated system opti-
mizers, reaching 89.27% accuracy and weighted F1=0.892.
RMSprop is close but slightly lower at 88.53% accuracy
and weighted F1=0.885. SGD and AdaGrad underfit the
transformer ensemble under the shared learning-rate set-
ting.

6. Few-Shot and Zero-Shot Evaluation

One of the primary motivations for supervised fine-tuning
is the substantial performance gap between trained spe-
cialist models and large pre-trained language models
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Ensemble — Confusion Matrix Per-class F1: BanglaBERT vs Ensemble
1.09
Anger 0.87 0.03 0.04 0.03 0.02 0.00 095 095
08 0.89 0.90
Disgust -  0.02 0.02 0.01 0.01 0.01 0.8
0.6
Fear- 0.01 0.00 0.94 0.01 0.03 0.01 v 0.6
g g
£ é
Happiness -  0.01 0.00 0.03 0.96 0.00 0.01 -0.4 T
0.4
Sadness -  0.02 0.02 0.11 0.01 0.82 0.01
-0.2 0.2
-
Surprise - 0.01 0.01 0.01 0.01 0.01 0.95 =) s
s Ensemble
. ! ! ! ! -0.0 O e e  — —
po g™ e L e ot pisgu WapP"e® gadne®® grprt=
Predicted

Figure 10: Performance of the proposed soft-voting ensemble. Left: confusion matrix showing class-wise prediction outcomes. Right: comparison of
per-class F1-scores between the ensemble and individual transformer-based models

Optimizer Comparison (Ensemble: BB+XLM+BB-LSTM)
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Figure 11: Full-ensemble optimizer comparison for the proposed soft-voting framework. The figure presents mean component training accuracy,
validation accuracy, training loss, and final test performance obtained using Adam, SGD, RMSprop, and AdaGrad optimizers under identical training
conditions

Table 8: Full-ensemble optimizer comparison for Ensemble (BB+XLM+BB-LSTM)

Optimizer Acc. Prec. Rec. F1

Adam 89.27 89.34 89.27 0.892
RMSprop  88.53 88.61 88.53 0.885
AdaGrad  43.65 4750 43.65 0419
SGD 20.10 19.53 20.10 0.152
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(LLMs) that don’t have task-specific supervision. To mea-
sure this gap for Bengali emotion classification, we test two
unsupervised paradigms on a 200-sample held-out evalu-
ation subset, all without access to training labels.

6.1. Zero-Shot Classification via NLI

We use the joeddav/x1lm-roberta-large-xnli model [31]
as a zero-shot classifier. Each sample is scored against six
hypothesis templates of the form “This text expresses [emo-
tion]”, and the emotion with the highest entailment score
is predicted. No fine-tuning is performed.

6.2. Few-Shot Classification via Embedding Similarity

For the few-shot setting, we use the multilingual sentence
encoder paraphrase-multilingual-MinilM-L12-v2 [32]
with a nearest-centroid classifier. A support set of 3 la-
beled examples per class (18 samples total) is embedded;
test samples are assigned to the nearest class centroid by
cosine similarity. This approach requires no gradient up-
dates and uses only 3 x 6 = 18 labeled samples.

6.3. Results and Comparison

Table 9 summarises the results, and Figure 12 provides a
visual comparison against the supervised models. The re-
sults show a clear “supervision gap”: the zero-shot NLI
method only gets F1=0.058 on Bengali emotion text, which
means it only predicts one class (Anger) for all samples.
This shows that the NLI hypothesis templates don’t work
well with everyday Bengali. The 3-shot embedding sim-
ilarity method gets better, with an F1 score of 0.142, but
it is still much lower than the supervised baseline. The
supervised fine-tuned ensemble (F1 = 0.915) is about 6.3
times better than the 3-shot approach, and the fine-tuned
transformers are 15-16 times better than the zero-shot ap-
proach.

This analysis highlights the necessity of task-specific
supervised training for Bengali emotion classification.

Table 9: Zero-shot and few-shot evaluation vs. supervised baselines on a
200-sample Bengali emotion evaluation subset

Method Setting  Acc. (%) Wt-F1
Zero-Shot(XLM-RoBERTa- 0labels 1850  0.058
large-XNLI)

3-Shot (multilingual MiniLM, 18 labels 16.50  0.142
cosine)

Supervised: BanglaBERT (fine- Full data 88.46  0.886
tuned)

Supervised: ~ XLM-R (fine- Full data 89.60  0.895
tuned)

Supervised: BB+BiLSTM (fine- Full data 89.14  0.891
tuned)

Supervised: Ensemble Full data 91.54 0.915

Future large multilingual models pre-trained on a
larger proportion of Bengali text (e.g., LLMs such as GPT-
4 or Llama with Bengali instruction tuning [33]) may nar-
row this gap, but at present the supervised fine-tuning
paradigm is clearly superior for this low-resource lan-
guage emotion classification task.

6.4. Ablation Study

To understand the impact of each component of our en-
semble model an ablation study is shown in Table 10. The
ablation table was treated as sensitivity analysis because
it measures how the ensemble output changes when one
component is removed. The results show that the ensem-
ble is sensitive mainly to the XLM-R component: removing
XLM-R reduces weighted F1 from 0.9131 to 0.8719, a drop
of 0.0306. Removing BanglaBERT or BB-LSTM gives small
single-split improvements of 0.0078 and 0.0102 weighted
F1, respectively. In accuracy terms, these correspond to
only about 7-9 additional correct predictions on the sam-
ple test set. Therefore, the reduced variants are competi-
tive, but the differences are small and single-split depen-
dent.

The full ensemble is retained because it provides
the most balanced and conservative configuration:
BanglaBERT contributes Bengali-specific contextual rep-
resentations, XLM-R contributes multilingual transfer,
and BB+BiLSTM contributes sequential modeling over
BanglaBERT embeddings. Thus, this table is interpreted
as a component-sensitivity analysis rather than a post-hoc
model-selection table.

6.5. Comparison with Prior Bengali Emotion Systems

Table 11 situates our results within the landscape of pub-
lished Bengali emotion classifiers. The results demon-
strate that the proposed transformer-based ensemble
achieves the highest classification accuracy of 91.31% on
a dataset containing 5,401 samples across six emotion cat-
egories. Earlier studies primarily relied on traditional ma-
chine learning approaches such as Naive Bayes and SVM,
reporting accuracies ranging from 69% to 78.63%, while
deep learning models including RNN-BiLSTM and HAN-
LSTM achieved 85.67% and 84.18%, respectively. Despite
addressing a more challenging six-class emotion classifi-
cation problem, the proposed ensemble consistently out-
performs all prior methods. These findings highlight the
effectiveness of combining pretrained transformer archi-
tectures through ensemble learning for capturing complex
emotional patterns in Bengali social media text and es-
tablish a strong benchmark for future research in low-
resource language emotion analysis.

7. Explainability Analysis

7.1. LIME Token Attribution

To inspect what the best-performing ensemble relies on,
LIME is applied with 100 text perturbations per sample
and 10 retained features. Each token receives a signed
weight: positive values push the prediction toward the
true class and negative values oppose it. Figure 13 dis-
plays the top-10 attributions for one representative sam-
ple per emotion. The explanations reveal interpretable pat-
terns across categories. Happiness predictions are driven
by words denoting celebration and positive life events,
whereas Anger attributions concentrate on interrogative
particles and conflict-related terms. Fear samples high-
light threat vocabulary and negation markers. Impor-
tantly, high-frequency function words (conjunctions, aux-
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Zero/Few-Shot vs Supervised Models — Weighted F1

Supervised: Ensemble (BB+XLM+BB-LSTM) 0.9350
Supervised: XLM-R 0.9152
Supervised: BanglaBERT+BILSTM 0.9145
Supervised: BanglaBERT+BIiLSTM+CBAM 0.9104
Supervised: BanglaBERT 0.9009
Supervised: CNN+BiLSTM+Attention 0.7953
Supervised: BiLSTM+Self-Attention 0.7919
Supervised: opt_AdaGrad 0.7618
Supervised: BiLSTM+CBAM 0.7458
Supervised: HAN (Word+Sent Attn) 0.7422
Supervised: CNN+BIiLSTM 0.7214
Supervised: opt_Adam 0.7082
Supervised: opt_Nadam 0.6811
Supervised: opt_RMSprop 0.6468
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Figure 12: Comparison of zero-shot and few-shot LLM approaches vs. supervised models. Top: horizontal bar chart of weighted F1 scores for all mod-
els. Bottom: normalised confusion matrices for the zero-shot (XLM-RNLI, F1=0.058) and 3-shot (MiniLM cosine, F1=0.142) approaches, illustrating
the supervision gap

Table 10: Ablation Study of ensemble components

Setting Accuracy Wt-F1 AF1 vs
Full
Full Ensemble 0.9131 0.9130  +0.0000
w/o BB 0.9211 0.9207  +0.0077
w/o XLM 0.8903 0.8907  -0.0222
w/o BB-LSTM 0.9223 0.9220  +0.0091
Only BB 0.8846 0.8857  -0.0273
Only XLM 0.8971 0.8962  -0.0168
Only BB-LSTM  0.8914 0.8905  -0.0225

Table 11: Comparison with existing works

Method Data
[10] 3780
[11] —
[12] 3600
[13] —
[14] —
Ours 5401

Model Class Accuracy
Naive Bayes 3 78.63%
SVM 2 69%
Naive Bayes 6 73%
RNN+BILSTM 2 85.67%
HAN-LSTM 6 84.18%
Ensemble 6 91.31%
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LIME Explanations — Top 10 Features per Sample
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Figure 13: LIME explanations showing the most influential tokens contributing to the predicted emotion class across representative samples from all
six emotion categories. Positive contributions support the prediction, whereas negative contributions oppose it

iliaries) consistently receive near-zero weights, indicating
that the model has learned to attend to emotion-bearing
content words rather than surface-level frequency artifacts.
Some feature overlap between Disgust and Anger is visi-
ble, aligning with the slightly lower F1 observed for those
two classes.

7.2. SHAP Value Decomposition and LIME-SHAP Compari-
son

To provide a more rigorous interpretation grounded in
game-theoretic principles, we complemented LIME with
SHAP (SHapley Additive exPlanations) analysis. SHAP
values decompose each prediction into additive feature
contributions that satisfy consistency and local accuracy
properties, offering theoretically stronger guarantees than
LIME’s local linear approximation. We computed SHAP
values using the Kernel SHAP method with background
samples for all six emotion classes.

7.2.1. SHAP Results

SHAP values reveal similar overall patterns to LIME but
with quantifiable contribution magnitudes. Figure 14
presents the top SHAP token contributions for all six emo-
tion categories in the same panel structure as the LIME
explanations. For Happiness, positive SHAP values con-

centrate on ﬁf;T, ?i?[, and ¥~IW; for Anger, they empha-

size 919, BE &, and question markers. Disgust, Fear, Sad-
ness, and Surprise show comparable emotion-specific lexi-

cal cues, while negative bars indicate tokens that push the
prediction away from the target emotion.

7.2.2. LIME-SHAP Agreement and Discrepancies

Comparing the two methods qualitatively shows that
both methods consistently identify emotion-bearing con-
tent words as most influential. Table 12 summarizes the
main agreements and differences. However, key differ-
ences emerge in edge cases:

1. Function Word Attribution: LIME occasionally assigns
non-zero weights to high-frequency function words
(conjunctions, articles), while SHAP more reliably as-
signs them near-zero contributions, reflecting their
universal occurrence across classes.

. Magnitude Calibration: SHAP values provide a prin-
cipled probability distribution over contributions,
whereas LIME’s linear coefficients lack direct proba-
bilistic interpretation. On samples where prediction
confidence is marginal (softmax max < 0.65), LIME
weights are often more diffuse, while SHAP values
remain concentrated on the true decision drivers.

. Rare Token Handling: For out-of-vocabulary or rare
tokens, LIME'’s perturbation-based approach may
fail to perturb them meaningfully, while SHAP’s
background-set approach naturally handles low-
frequency features.

WWww.jenrs.com

Journal of Engineering Research and Sciences, 5(6): 39-55, 2026

52


https://www.jenrs.com

@3 JENRS

Mujtahid et al., Bengali Emotion Classification Using Deep Learning and Transformers

SHAP Results - Top Token Contributions per Emotion
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Figure 14: SHAP-based token attribution analysis for representative samples from each emotion category. Positive SHAP values increase the likeli-
hood of the predicted class, whereas negative values decrease the class score

Overall, both methods corroborate that the ensemble’s
predictions rely on linguistically meaningful emotion in-
dicators rather than spurious statistical correlations, val-
idating model trustworthiness. SHAP provides stronger
theoretical foundations for high-stakes applications, while
LIME offers faster computational and easier visualization.
Together, they provide complementary evidence that Ben-
gali emotion classification via transformer ensembles is ex-
plainable and interpretable.

Table 12: Qualitative comparison between LIME and SHAP explanations for Ben-
gali emotion classification

Aspect LIME SHAP Interpretation

Emotion High attribu- High contri- Both prioritize lexical

words tion bution emotion cues.

Function Occasional Near-zero val- SHAP suppresses com-

words weights ues mon tokens more consis-

tently.

Magnitude Local linear Additive SHAP gives clearer
weight value value decomposition.

Low  confi- Diffuse Concentrated SHAP remains focused

dence weights values on dominant evidence.

Rare tokens Perturbation- Background- SHAP handles sparse
sensitive aware cues more stably.

8. Conclusion

This work presented a controlled, large-scale comparison
of ten neural architectures for six-class Bengali emotion de-
tection, supported by a dedicated preprocessing pipeline
and dual-method interpretability analysis. The study

advances three main contributions: (1) a validated full-
ensemble benchmark of 91.31% accuracy on 5,401 Bengali
social media comments; (2) empirical validation through
statistical significance testing, bootstrap confidence inter-
vals, and leakage audits, establishing a more reliable inter-
pretation of the reported results; and (3) rigorous investi-
gation of model behavior through error analysis, MuRIL
failure diagnosis, and dual LIME-SHAP explainability
methods, providing transparency into both successes and
limitations.

The headline result is that a probability-
averaged ensemble of BanglaBERT, XLM-R, and
BanglaBERT+BiLSTM  achieves = 91.31%  accuracy

(weighted F1=0.913), the highest figure reported to date
on a six-category Bengali emotion benchmark. The
best single model, BanglaBERT+BiLSTM, reaches 89.60%
(F1=0.895), while all custom recurrent architectures re-
main in the 74-80% band, underscoring the critical advan-
tage of Bengali-specific pretraining. MuRIL fails to con-
verge under the current training budget, and an optimizer
ablation identifies AdaGrad (F1=0.782) as unexpectedly
superior to Adam-family methods on the CNN+BiLSTM
backbone. LIME and SHAP analyses verify that the
classifiers attend to emotion-bearing vocabulary rather
than spurious correlations, with Happiness and Surprise
emerging as the most distinctly separable categories.

Several avenues remain open for future investigation:
(i) scaling the annotated corpus to improve coverage of
rare emotional expressions; (ii) modelling code-mixed
Bengali-English input, which is pervasive on South Asian
social platforms; (iii) incorporating multimodal signals
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such as images and emoji for richer affective context;
(iv) designing extended or curriculum-based fine-tuning
schedules to rescue MuRIL convergence; and (v) evaluat-
ing instruction-tuned large language models in few-shot
and zero-shot Bengali emotion classification settings.
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ABSTRACT: Public-sector agencies rely on complex and highly regulated digital systems to deliver
essential services. ITIL-based change and release management supports operational control, but many
agencies still depend on manual approvals, fragmented operational data, and reactive monitoring.
Artificial Intelligence for IT Operations (AIOps) and Machine Learning Operations (MLOps) can
improve anomaly detection, failure prediction, release validation, and data-driven governance.
However, the literature gives limited attention to how these technologies can be integrated into public-
sector change and release workflows. A structured search of IEEE Xplore, ACM Digital Library,
ScienceDirect, and Google Scholar identified 120 records. After duplicate removal, title/abstract
screening, full-text assessment, and backward searching, 39 sources were retained for synthesis,
including 25 primary studies and 14 complementary methodological, standards, and governance
sources. The findings are organized into four themes: Al-driven monitoring and incident management,
public-sector governance constraints, implementation challenges in legacy environments, and limited
adoption of Al in change and release management. The review identifies gaps in explainability,
empirical validation, Al-ready change records, and framework development, and proposes future
directions for Al-supported operational governance in public-sector IT.

KEYWORDS: AIOps, Change Management, DevOps, ITIL, IT Service Management, MLOps, Public
Sector IT, Release Management,

1. Introduction work on machine learning for computer systems and

networking shows that data-driven techniques can
Public-sector agencies increasingly depend on

interconnected digital services to deliver regulatory,
administrative, and citizen-facing functions. In these
environments, service reliability is not only a technical
requirement but also a governance responsibility. ITIL
provides structured practices for incident management, Change and release management are central to IT
change enablement, release management, service service governance because they control when, how, and

validation, and continual improvement, while the under what conditions system modifications are
broader IT service management literature shows that introduced into production. In traditional ITIL-oriented
these practices can improve service quality, processes, change management evaluates need, risk,
accountability, and operational consistency [1-3]. authorization, and stakeholder impact, while release

management coordinates packaging, deployment,

rollback planning, and post-implementation review [1-3].
These practices are especially important in public
agencies because system changes may affect statutory

support fault prediction, performance optimization, and
adaptive operations [7]. MLOps extends these ideas by
adding lifecycle controls for model deployment,
monitoring, validation, and retraining [8].

At the same time, public-sector IT environments are
becoming more complex because of cloud services,
hybrid infrastructure, cybersecurity requirements, data
integration, and modernization of older systems.
Artificial Intelligence for IT Operations (AIOps) applies
machine learning, event correlation, anomaly detection,
predictive analytics, and automation to operational data AlOps shifts IT operations from reactive monitoring

such as logs, metrics, alerts, and incidents [4-6]. Related toward predictive and data-driven operations. AIOps
platforms can consolidate logs, alerts, traces, incidents,

reporting, public records, environmental monitoring,
licensing, benefits delivery, or other essential services.
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and performance metrics, then use machine learning to
identify anomalies, correlate events, recommend root
causes, and support automated actions [4-6]. For change
and release management, the same operational signals
can be used to estimate deployment risk, compare current
system behavior against historical baselines, and validate
whether a release has introduced abnormal behavior.

MLOps is relevant because AIOps models themselves
are production systems that
retraining, versioning, and governance. In a public-sector
context, Al automation should be auditable, explainable,
and subject to human approval. Therefore, an Al-enabled
change process should not replace ITIL controls; it should
strengthen them through better evidence, earlier risk
detection, and traceable decision support.

require monitoring,

Although Al adoption in the public sector is
increasing, government environments face constraints
that are less visible in private-sector implementations.
Public address
accountability, explainability, procurement constraints,

agencies must transparency,
legal compliance, stakeholder oversight, and public trust
[9], [10]. Research on Al-enabled change management in
public administration also emphasizes organizational
readiness, cultural alignment, human oversight, and the
need to manage institutional change rather than treating

Al as a purely technical tool [11], [12].

Existing research has made substantial progress on
AlOps for monitoring and failure management, and
recent work has begun to connect AIOps with ITSM and
ITIL-oriented automation [13]. However, less attention
has been given to how Al can support formal change and
release management decisions, including change risk
scoring, deployment scheduling, change advisory board
(CAB) support, rollback planning, and post-release
validation. This is important because production ML
systems can create hidden technical debt and reliability
risks if monitoring, validation, and model governance are
weak [14], [15]. Explainable Al is also necessary where
automated recommendations affect high-risk public-
sector decisions [16].

This review addresses four research questions:

RQ1: How have artificial intelligence techniques been
applied in IT operations management and service
governance?

RQ2: What role do AIOps and MLOps technologies
play in supporting release and change management
within complex IT environments?

RQ3: What challenges and limitations exist when
implementing Al-driven operational automation in
public-sector IT systems?

RQ4: What research gaps remain in the application of
Al to government IT infrastructures?

The contribution of this paper is fourfold. First, it
synthesizes literature across ITSM, AIOps, MLOps,
DevOps, and public-sector Al governance. Second, it
explains why the current evidence base is mature for
operational monitoring but less mature for formal change
approval and release governance. Third, it identifies
technical, organizational, and governance barriers that
affect Al adoption in public-sector change and release
management. Fourth, it proposes a compact Al-enabled
ITIL framework and maps its components to the reviewed
sources so that readers can trace the framework back to
the evidence base.

2. Methodology

A systematic literature review was conducted using
structured search, screening, and synthesis process. The
review was guided by PRISMA reporting principles,
established guidance for standalone literature reviews,
and thematic analysis procedures [17-19]. Although the
topic contains scoping-review characteristics because
direct public-sector change/release studies remain
limited, a systematic review label was retained because
the study used predefined databases, Boolean search
strings, inclusion and exclusion criteria, quality
assessment, and a documented screening trail. The aim
was not to map every possible source but to synthesize
bounded evidence base relevant to Al-enabled IT

operations and governance.

The review focused on peer-reviewed literature and
high-quality standards or governance sources relevant to
Al-enabled IT operations, change management, release
management, MLOps, DevOps, and public-sector IT
governance. The search covered literature published from
2015 to 2025. The final audit of the search log, retained
sources, and coding decisions was completed on 4 May
2026.

Table 1: Selection criteria used for the literature review

Criteria Description
L Peer-reviewed journal articles, conference
Publication .
e papers, standards, and public-sector
yp governance reports
IEEE Xplore, ACM Digital Library,
Databases ScienceDirect, Google Scholar, and

backward reference searching

2015-2025; final audit completed on 4
May 2026

AlOps; Alin IT operations; MLOps; ITIL;
ITSM; change management; release
management; DevOps; public-sector Al;
Al governance

Search window

Search terms

Sources addressing Al-enabled IT
operations, change/release governance,
MLOps, DevOps deployment, public-
sector Al adoption, or responsible Al
controls

Inclusion
criteria
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Criteria Description
Non-English sources, non-technical
Exclusion opinion pieces, duplicated studies, and
criteria publications unrelated to operational
governance
Table 2: Boolean search strings, search fields, and audit details
Field
Database 1eles Boolean search string
searched
("AIOps" OR "artificial
Title, mtelhg‘enCﬁ' for I"T '
operations” OR "machine
abstract, . L
learning for IT operations")
keywords, . .
IEEE Xplore | metadata; AND (1T service
P full text ’ management" OR ITSM
ORITIL OR "change
when " "
. management" OR "release
available "
management" OR DevOps
OR "continuous delivery")
("AIOps" OR "failure
e | mmeeror
ACM Digital | abstract, Jnomaly cetection
Librar Kevwords root cause analysis") AND
y meyta data ’ (logs OR metrics OR
incidents OR "IT
operations")
("artificial intelligence" OR
AI OR "machine learning")
AND ("public governance”
Title, OR "public sector" OR
ScienceDirect | abstract, "public administration” OR
keywords "government IT") AND
("service management" OR
"change management" OR
"release management")
(AIOps OR MLOps OR "Al
. in IT operations") AND
Title and full-
e and it | (ITIL OR ITSM OR "change
text metadata " "
Google management" OR "release
returned by .
Scholar management") AND
the search N ) .
. ("public sector" OR
engine
government OR
governance)

2.1 Research Design

The initial database search identified 120 records.
After removing 20 duplicates, 100 records were screened
by title, abstract, and keyword relevance. Forty-five
records were excluded at screening because they did not
address Al-enabled IT operations, service governance,
operational automation, or public-sector relevance. Fifty-
five full-text articles and sources were then assessed for
eligibility; 16 were removed because they lacked
methodological clarity, technical depth, or relevance to
change/release governance. The final synthesis included
39 sources, consisting of 25 primary studies and 14
supplementary = methodological, = standards, and
governance sources. Figure 1 summarizes the study-
selection process and allows readers to verify the flow
from identification to final inclusion.

Records identified through database searching
Identification IEEE Xplore, ACM Digital Library, ScienceDirect, Google Scholar
(n=120)
l J/
~
Fp— Duplicate records removed
Deduplication E
¥ [ (n = 20)
l J
~
Screening Records screened by title, abstract, and keywords
(n = 100)
‘L S/
&
Records excluded after screening
Excluded Not relevant to Al operations, service governance, or public sector
(n = 45)
l /
~
Eligibility Full-text articles and sources assessed for eligibility
(n = 55)
¢ _d
~
Full-text sources excluded
Excluded Insufficient relevance, limited methodological detail, or
duplicate conceptual scope
(n=30)
l /
~
Included Studies included in the final review
(n=25)
_

Figure 1: PRISMA-based study selection process.
2.2 Data Extraction, Bias Mitigation, and Analysis

For each selected source, data were extracted on
publication year, application domain, Al technique,
operational process, governance issue, empirical setting,
and relevance to public-sector change and release
management. The analysis used thematic coding to
identify recurring patterns across the literature, followed
by cross-checking themes for coherence and relevance to
the research questions. The coding process generated four
synthesis themes: Al-driven monitoring and incident
management, public-sector governance and compliance,
legacy-system and data integration barriers, and Al
support for change and release management.

Because this review was conducted by a single
independent author, bias mitigation relied on a
documented audit trail rather than
reliability statistics. The audit trail recorded search
strings, source databases, inclusion/exclusion reasons,

inter-reviewer

quality-assessment notes, and theme-coding decisions. To
reduce screening bias, borderline sources were rechecked
against the research questions after full-text reading, and
each retained source was classified as direct evidence or
adjacent evidence. Direct evidence referred to sources
that explicitly discussed AIOps, MLOps, ITSM, change
management, release governance, or public-sector AL
Adjacent evidence referred to sources on ML production
readiness, explainability, fairness, datasets,
management, and Al management systems.

risk
This
distinction prevented overstatement of the maturity of
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Al-enabled change approval while still incorporating
controls needed for responsible implementation.

2.3 Quality Assessment and Coding Controls

Each source was assessed against a compact quality
checklist. The checklist examined whether the source
clearly stated its problem context, described the Al or
governance method, provided transferable evidence for
IT operations, and addressed risks such as data quality,
explainability, organizational readiness, or auditability.
Sources that were strong in AIOps but weak in public-
sector context were retained only when their findings
were directly transferable to change, release, monitoring,
Standards and
governance sources were used as complementary
evidence rather than as primary empirical studies.

or operational-risk management.

Table 3: Quality assessment checklist for retained literature

Assessment uestion applied . .
Q . PP . Use in synthesis
area during screening
Does the source
address Al-enabled | Determined
. operations, ITSM, whether the source
Topical .
MLOps, DevOps contributed to one
relevance
release control, or or more research
public-sector Al questions.
governance?
Does the source
explain its review
P .. Reduced reliance
. method, empirical .
Method clarity . on unclear opinion-
setting, framework .
. . based material.
logic, or technical
approach?
Does the source
discuss logs,
incidents, Supported links
. deployment between AIOps
Operational pioy . P
. records, change evidence and ITIL
evidence .
data, service change/release
dependencies, or workflows.
monitoring
outcomes?
Does the source
address Informed public-
transparency, sector
Governance p . ,y .
accountability, requirements for
relevance - .
auditability, risk accountable Al
management, or adoption.
human oversight?
Can findings from
enterprise or cloud | Separated directly
. settings be adapted | applicable findings
Transferability & P PP &
to regulated from contextual
government IT limitations.
environments?

Table 4.a and 4.b summarizes the quality profile of
the 25 primary studies used as the main analytic evidence
base. Ratings are reported as H = high, M = moderate, and
L = low. The table is intended to make the evidence base

transparent rather than to exclude all studies that scored
low on one dimension; for example, a technical AIOps
study could score low on governance relevance but still
provide strong operational evidence.

Table 4a: Quality profile of technical and operational studies used for

thematic synthesis

Ref. Focus T| M|O|G Role in
review
[3] | ITSM review H| H| M|M|ITSM
foundation
[4] | AIOps failure H|H | H| M| AIOps
management methods
[5] | AIOps real- H | M | H | M | Implementati
world on barriers
challenges
[6] | Cloud AIOps H|H|H| M| Cloud
observability
[71 | ML for H | H | H| L | Technical
systems/networ evidence
king
[8] | MLOps H | H | M| M| ML lifecycle
architecture control
[13] | Agentic AIOps H | M| H | M| ITIL-aligned
framework automation
[14] | ML technical H| H| M|M| ML
debt governance
risk
[15] | ML production H|H|M| M| Model
readiness validation
control
[20] | Software HIH|M|M| ML
engineering for engineering
ML practice
[21] | ML systems H | H | M| M | Deployment
challenges challenges
[22] | ML deployment | H | H | M | M | Operational
survey ML risks
[23] | Anomaly and H|H | H| L | Incident
RCA survey analysis
[24] | Log anomaly H|H | H| L | Log-based
detection monitoring
[25] | Time-series H | H | H| L | Telemetry
anomaly monitoring
detection
[26] | LLMs for M| H | H | L | Emerging Al
anomaly monitoring
detection
[27] | CI/CD H | H | H | M| Release
systematic pipeline
review practices
[28] | DevOps H | H | M| M | Organizationa
adoption case 1 barriers
study

T = topical relevance; M = methodological clarity; O = operational evidence; G
= governance relevance. H = high, M = moderate, L = low.
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Table 4b: Quality profile of public-sector and governance studies used

for thematic synthesis

Ref. Focus T| M|O|G Role in

review

[9] | Alin public H| H | L | H | Public-sector

governance governance

[10] | Aland public | H | H | L | H | Public-sector
sector challenges

[11] | Al change in H | M | L | H | Organizational
public readiness
administration

[12] | Al-enabled M | H | L |M| Change
organizational adoption lens
change

[29] | Aladoptionin | H | H | L | H | Government
public adoption
administration evidence

[30] | AI capability H | H | L | H | Public-sector
in government Al capability

[31] | Al public H| M| L | H | Governance
management framework
framework

T = topical relevance; M = methodological clarity; O = operational evidence; G
= governance relevance. H = high, M = moderate, L = low.

Overall, the quality assessment shows strong topical
relevance across the selected studies. Operational
evidence is strongest in AIOps, anomaly detection,
DevOps, and observability studies, while governance
relevance is strongest in public-sector Al and responsible-
Al literature. This distribution supports the review’s
central finding that technical AIOps

comparatively mature, whereas governance-oriented

research is

applications in public-sector change and release

management remain less developed

3. Overview of Selected Publications

The reviewed literature shows a strong concentration
of work on AIOps for operational monitoring, anomaly
detection, and incident response. A smaller body of work
addresses public-sector Al governance, organizational
readiness, and explainability. Very few studies directly
examine how Al can be embedded in ITIL change and
release management. Table 4 summarizes representative
studies used to build the thematic synthesis.

Additional ML engineering studies make clear that
Al-enabled software lifecycle management requires
workflows that differ from traditional software
development: data collection, model training, evaluation,
deployment, monitoring, and feedback loops must be
coordinated [20-22]. AIOps literature also shows that log
analysis, anomaly detection, root-cause analysis, and
multivariate time-series monitoring are mature research
areas, but they are typically evaluated for incident
response rather than formal change approval [23-26].
DevOps and continuous deployment research provide a
process foundation for release governance, emphasizing

automated testing, pipeline visibility, security, and cross-
functional collaboration [27], [28]. Public-administration
studies add constraints: Al adoption depends on public
value tensions, absorptive capacity, organizational
capabilities, and risk-aware governance [29-33].

Table 5: Representative primary and complementary studies

Ref(s) Focus area Key contrib}xtion to this
review
. Anomaly detection, event
[4], [5] ii?i;ef:lel:f correlation, and real-world
implementation challenges.
Cloud and Incid.en.t detection, failure
(6], [23] microservice predlcflon, root-cause
AlOps analysis, 'ar'ld cloud
observability.
Lifecycle control,
[8], [20]- | MLOps and ML deplf)yn}ent readiness,‘

22] engineering monitoring, .collaboratlon,
and production
maintenance.

Logs and Deep log analysis,
[24]-26] | anomaly multivariate time-series
detection detection, and emerging
LLM-based methods.
CI/CD practices, automated
[27], 28] z:gg:;;ines testing, pipeline visibility,
and cultural barriers.
Transparency,
[9]-[12], | Public-sector Al accountability, institutional
[29]-[33] | governance readiness, and
organizational change.
Model cards, dataset
. documentation, fairness,
[34]-[39] foelig(:ll:lble Al risk management, and Al
management-system
requirements.

4. Findings and Discussion

The thematic analysis shows that Al has strong
operational value in monitoring and incident response,
but weaker integration with formal governance
processes. Figure 2 summarizes the main classification of
Al in IT operations used in this review. The figure
separates technical AIOps capabilities from governance-
oriented ITIL touchpoints so that the reader can see where
current research is mature and where change/release

management remains underdeveloped.

4.1 Al-Driven Monitoring and Incident Management

The most mature area of Al-enabled IT operations is
monitoring and incident management. AIOps studies
demonstrate how machine learning can process logs,
alerts, traces, and performance metrics to identify
anomalies, correlate related events, and recommend
likely root causes [4-6], [23-25]. These capabilities reduce
manual triage and support a shift from reactive
operations toward predictive service management. For
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change and release management, the same telemetry can
provide baseline behavior before deployment, early
detection after deployment, and evidence for rollback or
remediation decisions.

{ Al in IT Operations ]
I

' ! ! !

Monitoring and
Observability

Governance and
Accountability

Incident and
Failure Mgmt.

Change and
Release Support

Logs, metrics,
traces, alerts

Anomaly detection,
RCA, prediction

Risk scoring,
validation, rollback

Explainability,
audit, human approval

'
'
1
h 4 h 4
ITIL-oriented workflow touchpoints

(o o e ol e ol oeor o vatsste o resen

Figure 2: Classification of Al capabilities relevant to IT operations
and ITIL workflows

4.2 Change and Release Management as a Governance
Bottleneck

Change and release workflows remain less
automated than monitoring workflows. Traditional ITIL
processes rely on predefined approval paths and human
assessment of change risk. DevOps and CI/CD research
show that automated testing, deployment pipelines, and
continuous feedback can improve release frequency and
reliability ~ [27],  [28].

environments often require additional approval controls

However,  public-sector
because releases may affect regulated services, public
records, security controls, or statutory reporting. The
review therefore indicates that Al should be used as
decision support for risk scoring, schedule optimization,
dependency analysis, rollback readiness, and post-release
validation rather than as an unchecked autonomous
approver.

4.3 Public-Sector Governance, Compliance, and Accountability

Public-sector Al shaped by
accountability, fairness, transparency, privacy, legal

adoption  is

compliance, procurement rules, and public trust [9-12],
[29-33]. These constraints are directly relevant to Al-
enabled change management because the output of a risk-
scoring model may influence whether a system change is
approved, delayed, or escalated. Governance therefore
requires evidence that a model was trained on
appropriate data, evaluated under relevant conditions,
monitored after

deployment, and reviewed by

accountable personnel.

Responsible-Al literature provides mechanisms for
making operational AI more auditable. Model cards
document intended use, evaluation conditions,
limitations, and ethical considerations [34]. Dataset
datasheets document data provenance, composition,

collection processes, and recommended use [35]. Bias and

fairness studies show that model behavior can be affected
by data quality and hidden assumptions, while fairness
toolkits provide techniques for detection and mitigation
[36], [37]. Governance frameworks such as the NIST Al
Risk Management Framework and ISO/IEC 42001
translate these principles into lifecycle controls for risk
management, monitoring, documentation, and continual
improvement [38], [39].

4.4 Legacy Systems, Data Quality, and Integration Barriers

A recurring barrier across AIOps and MLOps
literature is the quality and integration of operational
data. AIOps depend on reliable logs, metrics, alerts,
incidents, configuration data, deployment records, and
service dependencies [5], [6]. Public-sector agencies often
operate a mixture of legacy applications, custom
platforms, cloud services, and vendor systems, which can
make data normalization and real-time correlation
difficult. MLOps literature reinforces that AI models
require monitoring, validation, and retraining after
deployment [8], [20-22]. Without these controls, models
used for change-risk prediction may become inaccurate as
infrastructure, data patterns, and service dependencies
change.

4.5 Al-Enabled ITIL Change and Release Framework

Based on the synthesis, this review proposes a
framework that links operational data, AIOps analytics,
MLOps governance, ITIL change/release processes, and
public-sector oversight. The framework is not intended to
remove human control. Instead, it shows where Al can
strengthen evidence-based decision-making while
keeping accountability, explainability, and compliance
within the governance process. Figure 3 presents the
proposed framework.

AlOps analytics MLOps controls
Anomaly detection Model versioning
event correlation monitoring
root-cause support retraining

ITIL change and release workflow

{ Request H Risk score HCAEdecislonH Release H Validation H Review ]

Operational data Fubllc-r_;ector
oversight
Logs, metrics, traces

= Auditability
incidents, changes

policy alignment

CMDB, test results human approval

|
1
|
v

PR
«—-—--

-+

Continuous learning loop: release outcomes, rollback events,
incidents, and audit findings update models and controls

Figure 3: Proposed Al-enabled ITIL change and release management
framework

The framework can be operationalized through

lifecycle controls that connect planning, assessment,

approval, deployment, validation, and review. Figure 4
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shows how these controls distribute across the Al-
enabled release process. It also clarifies that governance
controls do not occur only at approval time; they appear
before, during, and after deployment.

Approve
CAB
decision
Validate
Telemetry
check

Deploy

Release

window
h 4

h 4
Human oversight Monitoring
approver, drift, false alerts,
escalation service impact

Assess
Al risk
score

Documentation
change record,
model card

Governance loop: deployment evidence informs future risk assessment and CAB review

Figure 4: Governance controls across the Al-enabled release lifecycle
4.6 Design Requirements for Al-Assisted CAB Decisions

The synthesis indicates that an Al-assisted CAB
should be designed as an accountable decision-support
capability rather than a replacement for review boards.
The system should combine operational telemetry with
change records, but it must also expose why a
recommendation was made and whether the supporting
evidence is complete. Table 6 translates the literature into

design requirements for public-sector use.

Table 6: Design requirements for Al-assisted change advisory decisions

Implementation
Requirement Rationale P
controls
CAB members Show risk drivers,
need to affected services,
Explainable | understand why | historical incidents,
risk score change is low, dependency
medium, or high confidence, and
risk. uncertainty.
Operational data
P Track source systems,
may be . .
time windows,
Data fragmented across g
missing values,
provenance | legacy systems L .
normalization logic,
and vendor .
and dataset limits.
platforms.
Public-sector .
. Require named
accountability .
Human approver, escalation
oval cannot be ath, and policy-based
appr ' J
PP delegated fully to P e potiey
. exception handling.
an algorithm.
Approval should | Link test results,
be connected to security checks,
Release .
. testing and rollback plan, change
evidence . .
deployment window, and service-
readiness. owner sign-off.
The model should | Feed incidents,
Post-release .
. improve from rollback events,
learning .
release outcomes performance shifts,

. . Implementation
Requirement Rationale P
controls
without hiding and user-impact data
errors. into review cycles.
AIOps models .
. Use monitoring,
can drift or retraining triggers
aini 1 ,
Model become & g8
. . model cards, dataset
governance | misaligned with .
. documentation, and
policy . . .
: periodic audit review.
requirements.

4.7 Illustrative Public-Sector Workflow Simulation

To make the proposed framework more concrete,
consider an illustrative public-sector portal release. A
change manager submits a release request for an online
The
assembles evidence from the change record, impacted

regulatory portal. Al-assisted workflow first
configuration items, prior incidents, test results, and
service criticality. An AIOps model then generates a risk
profile that identifies likely service dependencies,
unusual historical outage patterns, and confidence limits
in the available data. The CAB does not automatically
accept the recommendation; instead, it uses the risk
profile to ask targeted questions about rollback readiness,
affected
deployment, telemetry is monitored against historical

services, and compliance risk. During
baselines. After deployment, incidents, rollbacks, or
abnormal performance shifts feed into the post-
implementation review and future model retraining.
Figure 5 summarizes this scenario as a decision-support

workflow.

Al risk
profile
Risk drivers

Release
request
Portal update

Evidence
bl

CMDB + tests

Post-release
review
Telemetry +
incidents

\
\‘\ -
2 ¥ N P BT
Change manager Security / compliance Service owner Operations team
interprets risk checks policy validates impact monitors outcome

The workflow demonstrates decision support rather than autonomous approval
in regulated public-sector environments.

CAB
review
Approve f defer

Deployment
Monitor window

Figure 5: Illustrative public-sector workflow simulation for a
portal release

5. Research gaps and Future Directions

The literature provides strong foundations for AIOps,
MLOps, DevOps, and responsible Al, but several gaps
remain when these areas are applied to public-sector
change and release management. Table 7 summarizes the
main gaps and future research directions.
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Table 7: Research gaps and future directions

change records

features needed
for prediction.

Gap Problem Future direction
. Conduct case studies
Few studies using operational
Limited evaluate Al in & op
.. . change records,
empirical real public-sector | .
. incidents, release
evidence change/release .
outcomes, and audit
workflows. .
findings.
Develop explanation
Weak Risk scores alone | methods that show
explainability | are insufficient risk drivers, data
for CAB for accountable confidence, affected
decisions approval. services, and rollback
readiness.
Standardize ch;
Change tickets andardize change
metadata: affected CI,
Al-read often lack dependency, test
_rea :
y structured P 4

result, outage history,
approval path, and
service criticality.

maturity, and
risk tolerance.

Map model
monitoring,
AIOps models .. & Cq L
retraining, validation,
are rarely
Governance- access control, and
connected to .
aware MLOps ublic-sector documentation to
pub ITIL and Al
policy controls.
governance
requirements.
Evaluate decision-
Automation can support interfaces for
reduce effort but CABs, release
Human-AIl .
. may reduce managers, service
collaboration .
accountability if owners, and
poorly designed. | compliance
reviewers.
Public agencies .
. . & Build adaptable
. differ in .
Transferability | . frameworks with
infrastructure, .
across maturity levels rather
. law, data . .
agencies than one-size-fits-all

automation models.

Future research should move from general AIOps
capability
evaluation. Public-sector studies should examine where

descriptions ~ toward  process-specific
Al recommendations can safely enter the change
workflow, which decisions remain strictly human-
controlled, and how agencies can measure improvement
in release risk, incident reduction, audit readiness, and
service continuity. Research should also examine how
MLOps controls can be embedded into ITSM so that
operational Al reliable  after

models remain

infrastructure, data, and policy conditions change.

A practical research direction is the development of
an Al-assisted CAB decision-support model. Such a
model would combine change history, dependency maps,
incident records, test results, service criticality, and
compliance requirements to produce an explainable

change-risk profile. The profile should support, not
replace, human decision-making by presenting risk
factors, uncertainty, relevant  precedent, and
recommended mitigation actions. For public agencies,
this design is preferable to black-box automation because
it preserves accountability while improving evidence
quality.

Another research direction concerns evaluation of
metrics. Existing AIOps studies often evaluate detection
accuracy or alert reduction, while public-sector change
governance also requires measures such as auditability,
approval transparency, incident avoidance, service-
continuity protection, and stakeholder confidence. Future
evaluations should therefore combine technical measures

with organizational and governance outcomes.

6. Practical Implications for Public-Sector IT

For public-sector agencies, the findings suggest that
Al-enabled change and release management should be
introduced through a staged maturity path. Agencies
should first improve the quality of change records, service
maps, incident histories, and release metrics before
relying on predictive models. Without these foundations,

appear
incomplete data. The practical starting point is therefore

Al outputs may precise while reflecting
not automation of approvals; it is improving operational
observability and creating reliable evidence for human

review.

A second implication is that Al should be embedded
into existing ITIL and governance roles rather than
deployed as a separate analytics experiment. Change
managers, release managers, service owners, security
teams, data stewards, and compliance reviewers should
have defined responsibilities in the Al-enabled workflow.
This role clarity is important because public-sector
releases often involve statutory obligations, vendor
dependencies, security controls, and citizen-facing
services. A risk score is useful only when the organization
knows who must interpret it, who can override it, and

how the decision is documented.

A third implication concerns procurement and
vendor management. Many agencies adopt monitoring,
cloud, ITSM, and AIOps tools through vendor platforms.
Procurement language should require data exportability,
audit logs, model documentation, access controls, and
explainability features. These requirements help prevent
dependency on opaque vendor models and support later
integration with agency-specific ITIL workflows, risk
registers, and compliance evidence.

Table 8 summarizes a phased implementation
roadmap for Al-enabled change and release management
in public-sector IT. The roadmap highlights how agencies
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can move from foundational data readiness and
observability

governance integration, and continuous improvement.

toward predictive decision support,

This staged approach ensures that Al adoption remains

aligned with

ITIL workflows,

human oversight,

compliance expectations, and operational reliability.

Table 8: Implementation roadmap for Al-enabled change and release

management
. Expected
Phase Key actions P
outcome
Standardize change Cleaner
tickets, incident operational
Phase 1: Data T p.
. taxonomies, evidence and
readiness . . .
configuration items, more reliable
and service criticality. baseline metrics.
Earlier detection
Connect logs, metrics, | of abnormal
Phase 2: traces, alerts, test release behavior
Observability | outcomes, and and stronger
deployment records. post-release
validation.
Evidence-based
Pilot change-risk . .
Phase 3: . g . . CAB discussion
. scoring using historical .
Predictive > without
releases and incident .
support removing human
outcomes.
approval.
Map Al outputs to ITIL | Traceable
Phase 4: controls, approval decisions and
Governance | policies, model cards, stronger
integration dataset records, and compliance
audit trails. readiness.
Monitor model drift, Improved
review false reliabilit
Phase 5: .. . Y
. positives/negatives, reduced release
Continuous . .
. update training data, risk, and
improvement .
and evaluate agency sustainable Al
outcomes. operations.

The roadmap also defines measurable outcomes for

pilot work. Agencies should evaluate the reduction in
post-release incidents, mean time to detect abnormal
behavior, false-positive and false-negative risk alerts,
CAB cycle time, rollback preparedness, and audit
evidence completeness. These metrics are more useful
than broad claims about automation because they connect
Al adoption to public-sector service reliability and
governance outcomes.

7. Limitations

This review has three limitations. First, the available
literature contains more studies on monitoring, anomaly
detection, and incident response than on Al-enabled
change approval or release governance. As a result, some
findings are transferred from adjacent areas such as
MLOps, DevOps, cloud observability, and public-sector
Al governance. Second, the review emphasizes peer-
reviewed and high-quality governance sources, but

implementation practices in agencies may also be
documented in internal playbooks, procurement records,
and vendor reports that are not publicly available. Third,
the proposed framework is conceptual and should be
validated through agency-level case studies, interviews,
and pilot deployments.

These limitations do not weaken the main finding;
rather, they clarify where empirical work is needed. The
literature is sufficiently mature to identify the technical
and governance components required for Al-assisted
change and release management, but it is not yet mature
enough to claim that a single reference architecture will
fit all public-sector agencies. Future validation should
therefore compare different agency sizes, risk profiles,
service portfolios, and data maturities.

8. Conclusion

This systematic literature review examined the
transition from ITIL-based service governance toward Al-
enabled operations in public-sector IT. The review shows
that AIOps is well developed for monitoring, anomaly
detection, incident response, and failure prediction.
MLOps provides complementary controls for model
deployment, validation, monitoring, and retraining.
Public-sector Al literature emphasizes transparency,
accountability, governance, and organizational readiness.

The central finding is that AI has not yet been
sufficiently integrated into formal change and release
management. Intelligent monitoring provides useful
technical foundations, but public-sector agencies need
validated frameworks that connect operational analytics
with ITIL workflows, human approval, compliance
requirements, and explainable recommendations. The
proposed framework positions Al as a decision-support
layer that can improve risk assessment, release planning,
and post-release validation while preserving governance
accountability.

For practice, the review suggests that public-sector IT
leaders should begin with high-value, low-risk Al use
cases such as anomaly detection, post-release monitoring,
and evidence-based change-risk assessment. For research,
the next step is empirical validation through public-sector
standard

case studies, pilot implementations, and

evaluation metrics that determine how Al can improve

service  continuity, operational efficiency, and
trustworthy = governance in  public-sector  IT
environments.
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ABSTRACT: Graph Neural Networks (GNNs) have emerged as a promising approach for fault
diagnosis in complex cyber-physical systems because they can model intercomponent relationships,
fault propagation, and system-level anomalies across domains such as industrial automation, smart
grids, transportation, and healthcare. This survey presents a multidimensional review of GNN-based
fault diagnostics, organizing existing methods according to graph representation, learning paradigm,
diagnostic objective, and deployment context. It examines commonly used benchmark datasets,
evaluation protocols, and cloud, edge, hybrid, and federated deployment architectures, with particular
attention to reproducibility and practical implementation. In addition to methodological limitations,
the survey identifies operational failure modes, including cascading misdiagnosis, topology drift, noise
amplification, open-set misclassification, adversarial vulnerability, and concept drift, and examines
their implications for safety-critical systems. Emerging research directions, including physics-informed
learning, multimodal fusion, dynamic graph modeling, and privacy-preserving federated GNNs,
are discussed alongside their ethical and safety implications. Unlike reviews centered primarily on
diagnostic tasks or application domains, this survey integrates methodological, architectural, and
operational perspectives within a unified framework. The analysis indicates that although GNNs offer
capabilities for dependency-aware fault diagnosis, their practical deployment remains constrained by
inconsistent benchmarking, sensitivity to graph construction, computational requirements, limited
interpretability, and insufficient validation under evolving operational conditions. Finally, practitioner-
oriented design guidelines are presented to support the development of reliable, robust, and deployable
GNN-based diagnostic systems and to connect algorithmic advances with the operational reliability
requirements of next-generation fault-tolerant infrastructures.

KEYWORDS: Graph Neural Networks, Fault Diagnostics, Cyber-Physical Systems, Fault Tolerance,
Reliability Engineering, Predictive Maintenance

1. Introduction

Fault diagnostics plays a central role in maintaining the
reliability, safety, and operational continuity of modern
cyber-physical systems, including industrial automation,
smart grids, transportation networks, and healthcare mon-
itoring platforms. As these systems become increasingly
complex and interconnected, failures may propagate across
components rather than remain isolated, resulting in cas-
cading effects and system-wide disruptions. Recent indus-
try analyses indicate the scale of this problem: average
downtime costs exceed $14,056 per minute, 55-61% of man-
ufacturers experience unplanned downtime annually, and
66-80% of failures are attributed to human error. Globally,
downtime losses are estimated to exceed $400 billion per
year [1, 2], highlighting the economic and operational risks
associated with inadequate fault tolerance. These trends
indicate that improving system resilience is both a technical
and operational priority.

Traditional fault diagnostic approaches have relied on
physics-based models, signal processing techniques, and
statistical methods. Although effective in well-understood
environments, these approaches often struggle to scale to
high-dimensional, sensor-rich systems characterized by
nonlinear dependencies and dynamic interactions [3]. The
development of machine learning, particularly deep learn-
ing methods such as convolutional neural networks (CNNs)
and recurrent neural networks (RNNs), has improved diag-
nostic performance through automated feature extraction
from time-series and vibration signals. However, these
methods generally assume grid-like data structures and
may not adequately capture relational dependencies among
system components. As modern infrastructures evolve into
highly interconnected systems, modeling techniques are
required that can explicitly represent component inter-
actions, failure propagation pathways, and system-wide
dependencies.
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Figure 1: Intersection of system reliability challenges and the growth of Graph Neural Network (GNN) research, motivating resilience-oriented fault

diagnostics.

Graph-based modeling provides a natural represen-
tation for complex systems, in which nodes correspond
to sensors or components and edges represent physical
connections, functional dependencies, or statistical corre-
lations. Building on this representation, Graph Neural
Networks (GNNs) have demonstrated the ability to learn
from structured relational data through message-passing
and neighborhood-aggregation mechanisms. By explic-
itly modeling intercomponent relationships, GNNs can
support fault localization, improve robustness to noisy or
incomplete sensor data, and represent cascading failure pat-
terns. The growth of GNN adoption further reflects their
relevance: the global GNN market was valued at $1.45 bil-
lion in 2024 and is projected to reach $15.47 billion by 2033,
corresponding to a 30.2% compound annual growth rate
[4, 5]. Concurrently, GNN research output has increased
more than tenfold since 2018 [6, 7], and several studies
report improvements of 15-25% in anomaly detection ac-
curacy for networked systems compared with traditional
machine learning methods [8, 9, 10]. These findings posi-
tion GNNs as a promising basis for dependency-aware and
fault-tolerant diagnostic systems.

Figure 1 illustrates the relationship between reliability
challenges in complex systems and the continued devel-
opment of GNN-based methods. Rising downtime costs,
recurring failures, and systemic vulnerabilities coincide
with the scalability, relational modeling capability, and
predictive potential of GNNs, motivating diagnostic ap-
proaches that integrate predictive fault detection, cascading
failure modeling, and dependency-aware system design.
In recent years, GNN-based fault diagnostics have been
investigated across several domains, including spatiotem-
poral GNNs for rotating machinery monitoring, graph
attention mechanisms for power-grid fault localization, dy-

namic graph learning for Iol anomaly detection, and causal
intervention-based GNNs for complex industrial processes
[7, 8, 11, 12]. Despite these developments, several chal-
lenges remain, including reliable graph construction from
raw sensor data, limited availability of labeled fault data,
real-time deployment constraints on edge devices, and the
need for interpretable and causally grounded diagnostic
decisions.

This survey presents a structured, system-oriented syn-
thesis of GNN-based fault diagnostics. Specifically, (i)
categorizes existing approaches according to graph rep-
resentation, learning paradigm, diagnostic objective, and
deployment context; (ii) analyzes benchmark datasets and
evaluation practices, with emphasis on reproducibility chal-
lenges; (iii) examines cloud, edge, hybrid, and federated
deployment architectures to assess practical feasibility; (iv)
characterizes operational failure modes and distinguishes
them from methodological limitations in safety-critical set-
tings; and (v) presents practitioner-oriented design guide-
lines and ethical considerations to support the development
of reliable, resilient, and deployable diagnostic systems.

2. Methodology

This survey used a structured retrospective literature-
review methodology to synthesize research on Graph Neu-
ral Network (GNN)-based fault diagnostics. The review
process was documented retrospectively because the ini-
tial literature collection was developed iteratively during
manuscript preparation rather than through a prospectively
registered review protocol. Accordingly, the methodology
was informed by the transparency principles of the Pre-
ferred Reporting Items for Systematic Reviews and Meta-
Analyses (PRISMA) 2020 framework [13], but the survey
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is not presented as a fully registered systematic review.
The retrospective procedure focused on documenting the
information sources, search concepts, eligibility criteria,
treatment of duplicate and preprint records, study catego-
rization, and evidence-synthesis process used to construct
the final literature base.

2.1. Review Scope and Research Questions

The review examined GNN-based methods for fault
detection, classification, localization, anomaly detection,
prognostics, remaining useful life estimation, and oper-
ational deployment in industrial and cyber-physical sys-
tems. The principal publication period covered studies
from 2018 to 2026, corresponding to the period in which
GNN-based diagnostic research became increasingly es-
tablished [6, 7, 14, 15]. Earlier studies were retained when
they introduced foundational fault-diagnostic methods,
graph-learning architectures, benchmark datasets, or eval-
uation practices required to explain the historical devel-
opment of the field. The review addressed the following
questions: which graph representations and GNN archi-
tectures are used for fault diagnostics; which learning
paradigms and diagnostic objectives are considered; which
datasets, metrics, and validation protocols are used; how
GNN-based systems are deployed in cloud, edge, hybrid,
federated, distributed, and digital-twin-supported environ-
ments; and which methodological limitations, operational
failure modes, ethical concerns, and emerging research
directions remain insufficiently addressed.

2.2. Information Sources and Search Concepts

Relevant studies were identified through multidisci-
plinary engineering and computing sources, including IEEE
Xplore, Scopus, Web of Science, ScienceDirect, Springer-
Link, ACM Digital Library, IOPscience, and Google Scholar.
The literature collection was supplemented through back-
ward reference searching of relevant reviews and primary
studies and forward citation tracking of foundational and
recent publications. Search concepts combined graph-
learning terminology with fault-diagnostic, prognostic,
application-domain, and deployment terms. Representa-
tive graph-related terms included graph neural network,
graph convolutional network, graph attention network,
spatiotemporal graph neural network, hypergraph, dy-
namic graph, and heterogeneous graph. Diagnostic terms
included fault diagnosis, fault detection, fault classifica-
tion, fault localization, anomaly detection, prognostics, and
remaining useful life. Additional searches incorporated
terms related to explainability, physics-informed learning,
federated learning, multimodal fusion, open-set recogni-
tion, uncertainty quantification, adversarial robustness,
edge deployment, and digital twins.

2.3. Eligibility Criteria

Studies were considered eligible when they applied,
evaluated, or systematically examined a graph-learning
method relevant to fault diagnostics or condition moni-
toring. Eligible methods included graph convolutional
networks, graph attention networks, spatiotemporal GNNs,

dynamic graph models, heterogeneous graphs, hypergraph
networks, Graph-Transformer architectures, and related
graph-based learning approaches [14, 15, 16]. Studies were
required to address at least one diagnostic objective, such
as fault detection, classification, localization, anomaly de-
tection, prognostics, or remaining useful life estimation,
and to model sensors, components, variables, subsystems,
or physical relationships through a graph representation.
The scope included industrial manufacturing, rotating ma-
chinery, power systems, transportation, aerospace, telecom-
munications, IIol, cyber-physical infrastructure, energy
systems, and biomedical monitoring. Peer-reviewed jour-
nal articles and conference papers were prioritized, while
review papers were retained for historical synthesis, ter-
minology, and citation tracking. Dataset papers and in-
stitutional repositories were included when they defined
benchmarks used in the reviewed literature.

2.4. Exclusion Criteria

Studies were excluded when they used graphs only
for visualization or conventional network analysis with-
out a graph-learning model; addressed generic graph-
classification tasks without relevance to fault diagnostics
or condition monitoring; relied solely on conventional
machine-learning or deep-learning methods without graph
representation; lacked sufficient methodological or exper-
imental detail; or fell outside the engineering, industrial,
infrastructure, or biomedical-monitoring scope of the sur-
vey. Abstract-only publications, posters, patents, theses,
editorials, and nontechnical commentary were not treated
as primary methodological evidence. Commercial market
reports and industry webpages were used only to support
contextual statistics in the Introduction and were excluded
from the methodological synthesis.

2.5. Treatment of Duplicate Records and Preprints

The bibliography was reviewed retrospectively to iden-
tify duplicate records, repeated DOI entries, and preprint—
publication pairs. When both a preprint and a peer-
reviewed journal or conference version of the same study
were available, the formally published version was retained.
Citation metadata were checked for consistency in title, au-
thor list, publication year, venue, volume, article number,
page range, and DOL Preprints were retained only when no
corresponding peer-reviewed version was identified and
when the study addressed a recent or underrepresented
topic relevant to the survey. Such records were explic-
itly identified as preprints in the bibliography and were
interpreted more cautiously than peer-reviewed evidence.

2.6. Study Selection and Retrospective Verification

The final literature base was constructed through itera-
tive identification, relevance screening, full-text assessment,
citation checking, and bibliography verification. Titles and
abstracts were first examined for relevance to GNN-based
fault diagnostics, after which potentially eligible studies
were assessed in full text. Studies were retained when they
contributed methodological, experimental, deployment,
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Figure 2: PRISMA-informed retrospective review workflow used to identify, screen, verify, classify, and synthesize literature on GNN-based fault
diagnostics. The process includes database and citation searching, title and abstract screening, full-text eligibility assessment, bibliographic verification,
taxonomy-based classification, and qualitative comparative synthesis [13].

benchmark, robustness, explainability, or safety-related evi-
dence relevant to the survey taxonomy. During revision, the
retained bibliography was re-examined to remove duplicate
entries, replace superseded preprints with published ver-
sions, verify recent 2025-2026 publications, and distinguish
primary studies from reviews, dataset papers, standards,
technical reports, and contextual sources. Because com-
plete records of the original database-result counts and
sequential exclusion decisions were not preserved, numer-
ical PRISMA counts are not reported. Figure 2 presents
the documented retrospective workflow used to identify,
screen, verify, classify, and synthesize the retained litera-
ture.

2.7. Data Extraction and Categorization

For each retained study, information was extracted on
publication year, publication type, application domain, di-
agnostic objective, graph-construction strategy, node and
edge definitions, static or dynamic topology, GNN ar-
chitecture, learning paradigm, data modality, benchmark
dataset, preprocessing method, evaluation metrics, com-
parison baselines, explainability mechanism, uncertainty-
estimation approach, deployment context, computational
requirements, robustness evaluation, and reported lim-
itations. The studies were organized according to four
principal dimensions: graph structure and representation,
learning paradigm, diagnostic objective, and deployment
context. Additional synthesis categories covered applica-
tion domains, benchmark datasets, evaluation protocols,
methodological limitations, operational failure modes, eth-
ical and safety concerns, emerging research directions, and
practitioner-oriented design considerations.

2.8. Quality and Relevance Assessment

The methodological relevance of the retained studies
was evaluated using five criteria: clarity of graph construc-
tion and system representation; adequacy of the dataset and
experimental design; transparency of preprocessing, train-
ing, and validation procedures; appropriateness of evalua-
tion metrics and comparison baselines; and completeness
of robustness, deployment, or limitations reporting. Each
criterion was assessed qualitatively as fully reported, par-
tially reported, or not reported. Studies were not excluded
solely because one reporting category was incomplete when
they contributed foundational, historical, benchmark, or
emerging methodological information. However, claims
derived from studies with incomplete validation or limited
experimental transparency were interpreted cautiously.

2.9. Evidence Synthesis

A structured qualitative and taxonomy-based synthe-
sis was conducted because the reviewed studies differed
substantially in application domain, graph construction,

datasets, operating conditions, fault definitions, model
configurations, train—test procedures, and evaluation met-
rics. These differences prevented a reliable statistical meta-
analysis across the full evidence base. The synthesis there-
fore compared recurring graph representations, learning
paradigms, diagnostic objectives, benchmark practices, de-
ployment architectures, robustness mechanisms, explain-
ability approaches, and reported limitations. Quantitative
findings were discussed only when the experimental set-
ting and comparison conditions were sufficiently clear, and
numerical results were not generalized across incompatible
datasets or application domains.

3. Background

Fault diagnosis encompasses methodologies that aim
to detect, isolate, and identify abnormal conditions in engi-
neering systems to ensure reliability, safety, and operational
efficiency. The diagnostic process typically includes fault
detection (determining whether a fault has occurred), fault
classification (identifying the type of fault), fault localiza-
tion (pinpointing the faulty component), and, in advanced
settings, fault prognosis or remaining useful life estimation.
In modern cyber-physical systems, faults may arise from
component degradation, sensor malfunctions, communica-
tion failures, or external disturbances, often exhibiting com-
plex propagation patterns due to interdependencies among
subsystems. These characteristics necessitate diagnostic
approaches capable of modeling nonlinear relationships,
dynamic interactions, and system-wide dependencies.

Traditional diagnostic methods can be broadly catego-
rized into model-based, signal-based, and data-driven ap-
proaches. Model-based techniques rely on first-principles
physics or analytical redundancy to generate residuals for
fault detection. Although highly interpretable, they re-
quire accurate system models and become impractical for
large-scale or evolving systems. Signal-based methods
leverage time-frequency analysis, spectral decomposition,
and statistical feature extraction to identify anomalies in
sensor data and have been widely applied in rotating ma-
chinery and structural health monitoring. Data-driven
approaches, including classical machine learning models
such as support vector machines and random forests, im-
prove diagnostic performance by learning patterns from
historical data but often depend heavily on handcrafted
features and struggle to capture complex system interac-
tions. Deep learning methods, including CNNs for spatial
feature extraction and RNNs or LSTMs for temporal mod-
eling, address feature engineering limitations; however,
their reliance on Euclidean data representations restricts
their ability to model relational dependencies among dis-
tributed system components [6, 7]. Figure 3 provides a
visual overview of the evolution of diagnostic approaches
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Figure 3: Evolution of fault diagnostic approaches, highlighting the limitations of prior methods and the transition to graph neural networks (GNNs) for

relational, system-level modeling[7, 14].

and the key limitations that motivate the shift to graph
neural networks.

Graph-based system modeling provides a useful ab-
straction for representing complex engineered systems,
where nodes denote sensors, components, or subsystems,
and edges encode physical connections, functional depen-
dencies, or statistical correlations. This representation
enables explicit modeling of fault propagation pathways
and intercomponent influences that are difficult to capture
using traditional grid-based learning methods. Graph

representations may be derived from physical topology,
correlation analysis, or learned adaptively from data, allow-
ing flexibility across diverse application domains. Within
this paradigm, Graph Neural Networks (GNNs) extend
deep learning to non-Euclidean domains through iterative
message passing among neighboring nodes, thereby aggre-
gating local and global structural information. Common ar-
chitectures such as Graph Convolutional Networks (GCNs),
Graph Attention Networks (GATs), and spatiotemporal
GNNs model both structural dependencies and temporal
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dynamics, making them well suited for fault diagnostics in
interconnected, sensor-rich environments [7, 8].

Recent developments have extended GNN-based fault
diagnosis through explainable and causal reasoning, adap-
tive graph construction, spatiotemporal modeling, and
hypergraph representations. These approaches seek to
improve interpretability, reduce sensitivity to spurious
relationships, accommodate changing system structures,
and represent higher-order dependencies in multivariate
and multisensor environments [6, 8, 17, 18, 19]. Collec-
tively, they establish the methodological foundation for the
task-specific, deployment-oriented, and reliability-focused
developments examined in the subsequent sections.

4. Historical Evolution of Fault Diagnostics Toward
GNNs

Fault diagnostics has evolved in response to advances
in sensing technologies, computational capabilities, and
data availability. Early diagnostic systems were predom-
inantly physics-based, relying on analytical models and
expert knowledge to identify deviations from expected be-
havior. Observer-based methods, parity-space techniques,
and analytical redundancy provided high interpretability
and reliability in well-characterized systems but became
difficult to apply in large-scale, nonlinear, or dynamically
changing environments. As industrial systems became
increasingly sensor-rich, signal-processing methods gained
prominence, using spectral analysis, wavelet transforms,
and statistical features to identify anomalies in vibration,
acoustic, and electrical signals. Although effective for
localized diagnosis, these approaches provided limited
representation of interdependencies among system com-
ponents [14]. Figure 4 illustrates the historical progression
from physics-based and signal-processing approaches to
data-driven and graph-based methods.

The emergence of data-driven methods marked a tran-
sition toward automated diagnostics. Classical machine
learning techniques, including support vector machines,
k-nearest neighbors, and decision trees, enabled pattern
recognition from historical fault data but remained depen-
dent on manual feature engineering and often struggled
with high-dimensional, nonlinear relationships. Deep
learning further reduced the need for handcrafted features
by learning hierarchical representations directly from sen-
sor data. Convolutional neural networks were applied
to spatial and time-frequency patterns, while recurrent
neural networks and long short-term memory models sup-
ported temporal analysis. However, these architectures
generally assume Euclidean data structures and provide
limited representation of relational dependencies and fault-
propagation pathways in interconnected systems [7, 14].
Table 1 summarizes the strengths and limitations associated
with each stage of this evolution.

The transition toward graph-based diagnostics arose
from these limitations and from the inherently networked
structure of modern cyber-physical systems. Early graph-
based methods used graphical models and network analysis
to represent component interactions and potential failure-
propagation paths. Graph Neural Networks extended this
principle by learning directly from structured system rep-
resentations through message passing and neighborhood

aggregation [14]. Since the late 2010s, GNN-based methods
have increasingly supported fault detection, classification,
localization, and prognostics by combining local compo-

nent information with system-level relational context.

Table 1: Evolution of fault diagnostic approaches

Era Representative Strengths Limitations
methods

Physics-  Observers, High interpretabil- Requires accurate

based parity-space ity; reliable in well- models;  limited
methods, modeled systems scalability in com-
analytical plex systems
redundancy

Signal-  FFT, wavelet Effective for local- Limited ability to

based transforms, ized fault detection; model system inter-
statistical established analyti- actions
features cal methods

Classical SVM, k-NN, Data-driven pattern Requires manual

ma- decision trees  recognition; re- feature engi-

chine duced dependence neering; limited

learn- on physical models representation of

ing nonlinear relation-

ships

Deep CNNs, Automated feature  Assumes Euclidean

learn- RINNSs, extraction; temporal  data structures; lim-

ing LSTMs and spatial model- ited relational mod-

ing eling

Graph GCN, GAT, Models system  Graph-

neural ST-GNN dependencies; construction

net- supports fault  sensitivity; compu-

works localization and tational overhead

graph-based analy-
sis

From 2020 onward, research expanded beyond foun-
dational convolutional, attention-based, and spatiotem-
poral GNNs toward more adaptive, interpretable, and
deployment-oriented approaches. Recent developments in-
clude causal and explainable models, dynamic graph learn-
ing, semi-supervised and open-set methods, hypergraph
representations, and hybrid Graph-Transformer architec-
tures [6, 7, 8, 9, 17]. This progression reflects a broader
shift from isolated component analysis toward system-level
fault diagnosis under limited labels, evolving operating
conditions, and practical deployment constraints.

5. Related Work

The application of Graph Neural Networks (GNNs) to
fault diagnostics has expanded with the need to represent
relational dependencies and fault-propagation dynamics
in interconnected cyber-physical systems. Early studies
adapted foundational architectures, including Graph Con-
volutional Networks (GCNs) and Graph Attention Net-
works (GATSs), to model sensor correlations and structural
topologies, while subsequent work introduced spatiotem-
poral extensions for evolving fault patterns. More recent
studies have examined explainability, causal inference,
adaptive graph learning, and multimodal fusion across in-
dustrial processes, renewable-energy systems, and marine
machinery [20, 21, 22]. The literature primarily addresses
four diagnostic objectives: fault detection, classification,
localization, and prognostics. Although these tasks share
graph-based modeling foundations, they differ in learning
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Figure 4: Historical evolution of fault diagnostic methodologies from physics-based and signal-processing approaches to classical machine learning,
deep learning, and graph neural network (GNN)-based paradigms. The figure highlights the transition toward relational and system-level modeling in
complex cyber-physical systems [6,7, 9, 14, 17].

paradigms, data modalities, and evaluation requirements.  5.1. Fault Detection

This section reviews representative contributions, summa-

rlge; cross-cutting gaps, and compares the present survey Fault detection identifies anomalous system states with-

With previous reviews. out necessarily assigning them to predefined fault cate-
gories and is commonly formulated as a graph anomaly-
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detection problem. Early graph-based studies used graph
convolution to combine measurements, component rela-
tionships, and engineering knowledge. In [23], the authors
incorporated measurement information and prior knowl-
edge into a graph convolutional diagnostic model, while
in [24] authors modeled relationships among dissolved-
gas measurements for power-transformer diagnosis. Spa-
tiotemporal GNNs subsequently incorporated temporal
dependencies, and attention-enhanced variants improved
the weighting of spatial and temporal relationships in noisy
sensor environments [25].

Recent work has explored self-supervised and con-
trastive learning to reduce dependence on labeled fault
data. Pretext tasks such as edge masking and node aug-
mentation support representation learning for anomaly
scoring, while hierarchical spatiotemporal models capture
interactions across multiple subsystems and scales [21].
Nevertheless, real-time detection and open-set recognition
remain challenging when unseen fault signatures emerge
under changing operating conditions. Current methods
increasingly emphasize label efficiency and robustness, but
validation in dynamic deployment environments remains
limited [25].

5.2. Fault Classification

Fault classification assigns detected anomalies to spe-
cific fault categories and frequently uses graph represen-
tations for multisensor fusion. Foundational GCN-based
studies demonstrated that structured measurement rela-
tionships and engineering knowledge could support clas-
sification across interconnected variables [23, 24]. Sub-
sequent multiview approaches integrated time-domain,
frequency-domain, and wavelet representations to cap-
ture complementary fault characteristics in heterogeneous
sensor environments [20].

Recent research has focused on classification under
noisy, imbalanced, and changing operating conditions.
Noise-robust aggregation, adaptive graph weighting, and
multiscale representations have been used to improve sen-
sitivity to weak or minority-class fault patterns, while
semi-supervised propagation incorporates unlabeled ob-
servations when annotated samples are limited. Despite
these developments, changes in operating regimes and
sensor configurations continue to reduce cross-domain per-
formance [20]. Transferability across machines, facilities,
and operating conditions therefore remains unresolved.

5.3. Fault Localization

Fault localization identifies the source or affected com-
ponents of a fault by exploiting the relational structure of
the system graph. In [26], the authors proposed a two-stage
physics-informed framework that embedded power-grid
geometry into a GNN and used physical similarity among
labeled and unlabeled samples to support localization un-
der sparse observations and limited labels. This work
demonstrated how physical topology and graph learning
can jointly support component-level fault identification.

Subsequent methods have used node, edge, and sub-
graph importance to identify components associated with
diagnostic outcomes. Adaptive spatiotemporal and hyper-
graph models can additionally represent bidirectional and

higher-order dependencies relevant to fault propagation.
However, localization performance remains sensitive to
graph quality and structural mismatch. Inaccurate or static
graph priors may propagate attribution errors, indicating
the need for reliable and adaptive graph construction [25].

5.4. Prognostics and Remaining Useful Life Estimation

Prognostics and remaining useful life (RUL) estimation
aim to predict degradation trajectories and expected failure
horizons. In [27], the authors introduced a hierarchical
attention graph convolutional network that represented
sensors as graph nodes, modeled spatial dependencies
through hierarchical graph convolution, and captured tem-
poral behavior using bidirectional long short-term memory
modeling. This study provided an early demonstration of
graph-based multisensor prognostics.

Subsequent work incorporated gated graph convolution,
temporal graph modeling, attention, and uncertainty-aware
prediction. Spatiotemporal GNNs have been applied to
uncertainty estimation, while Graph-Transformer hybrids
have supported frequency-domain degradation analysis.
Dynamic graph models can also represent changing inter-
sensor relationships and previously unseen degradation
modes. However, limited availability of long degradation
sequences and weak generalization across operating condi-
tions continue to restrict evaluation and deployment [22].
Current prognostic research therefore increasingly empha-
sizes adaptive and uncertainty-aware modeling, but still
lacks sufficient long-horizon and cross-domain validation.

5.5. Cross-Cutting Challenges and Research Gaps

Across diagnostic tasks, recurring challenges include
static graph assumptions, label scarcity, class imbalance,
limited interpretability, and inconsistent evaluation prac-
tices. Adaptive graph learning and semi-supervised meth-
ods address some of these limitations, but their perfor-
mance under real-time, resource-constrained, and chang-
ing operating conditions remains insufficiently validated.
Differences in graph construction, preprocessing, data parti-
tioning, and metric selection further hinder reproducibility
and direct comparison across studies [28].

Additional gaps concern the physical validity of learned
relationships and explanations, robustness to structural
and distributional changes, and the integration of privacy-
preserving, multimodal, and adversarially robust learning.
These issues are examined in greater detail in the later
sections on methodological limitations, operational failure
modes, deployment architectures, and emerging research
directions. Collectively, they motivate a survey framework
that connects graph-learning methodology with bench-
marking, reliability, and deployment requirements rather
than treating these concerns independently.

5.6. Comparison with Existing Surveys and Novelty of This
Review

Several reviews have examined GNN-based fault di-
agnosis, but most concentrate on a specific domain, di-
agnostic task, or methodological issue. In [14], the au-
thors provided an early general review of GNN-based fault
diagnosis and summarized foundational graph-learning
formulations and representative applications. In [22], the
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Table 2: Comparison of representative surveys related to GNN-based fault diagnosis

Survey Primary scope Multi- Unified Benchmark Deployment Operational Ethics and Practitioner Principal distinction
domain taxonomy analysis analysis failure safety guidance
coverage modes
Study [14] General GNN-based Partial Partial Limited Not explicit  Not explicit ~ Not explicit Not explicit Early synthesis of graph-
fault diagnosis learning  formulations
and representative fault-
diagnosis applications
Study [22] GNN-based RUL pre- Partial Task-specific ~ Primary Limited Not explicit ~ Limited Not explicit Focused analysis of GNN
diction and prognos- methodologies, evalua-
tics tion practices, and future
trends for RUL estima-
tion
Study [15] Process soft sensing, Domain- ~ Domain- Limited Limited Not explicit ~ Limited Not explicit Industrial-process-
monitoring, and fault specific specific centered review of spa-
diagnosis tiotemporal, attention-
based, and hybrid GNN
methods
Study [7] Rolling-bearing fault Domain- Domain- Partial Limited Not explicit ~ Limited Limited Machinery-specific syn-
diagnosis specific specific thesis of graph construc-
tion and GNN methods
for bearing diagnostics
Study [6] Explainable GNNs Domain-  Explainability Limited Limited Partial Primary Limited Focused examination of
for process fault specific focused explainability techniques
diagnosis and their role in process
fault detection and diag-
nosis
Study [3] Knowledge-graph-  Partial Bibliometric ~ Not Not explicit  Not explicit ~ Limited Not explicit Bibliometric  analysis
enhanced fault primary of publication growth,
diagnosis and sensor thematic trends, and
management knowledge-graph appli-
cations
Present survey = GNN-based fault di- Primary Primary Primary Primary Primary Primary Primary Integrated methodolog-

agnostics in cyber-
physical systems

ical, benchmark, de-
ployment, operational,
safety, and practitioner-
oriented analysis

authors focused on GNN methodologies for remaining
useful life prediction, including prognostic architectures,
evaluation practices, and future trends. In [15], the authors
reviewed process soft sensing, monitoring, and fault diag-
nosis, with emphasis on industrial-process applications. In
[7] authors concentrated on rolling-bearing diagnosis and
graph-construction strategies. In [6], the author examined
explainable neural networks and GNNs for process fault
diagnosis, while in [3] authors presented a bibliometric
analysis of knowledge-graph-enhanced fault diagnosis and
sensor management.

Table 2 compares the thematic coverage of these reviews
with the present survey. Existing studies provide valu-
able analyses of GNN architectures, prognostics, process
monitoring, rotating-machinery diagnosis, explainability,
and knowledge-graph applications. However, benchmark
reproducibility, deployment architectures, operational fail-
ure modes, ethical and safety concerns, and practitioner-
oriented requirements are generally outside their principal
scope. The present survey addresses this gap by connect-
ing methodological developments with the reliability and
deployment requirements of cyber-physical systems.

The novelty of this survey lies in its multidimensional,
deployment-aware, and system-oriented synthesis. First,
it introduces a unified taxonomy that jointly organizes
the literature according to graph representation, learning
paradigm, diagnostic objective, and deployment context,
thereby showing how graph design, learning strategy, di-
agnostic purpose, and implementation environment jointly
influence system behavior.

Second, the survey analyzes benchmark datasets and

evaluation practices while identifying reproducibility
threats associated with inconsistent preprocessing, graph
construction, data partitioning, and metric selection. Third,
it examines cloud, edge, hybrid, federated, distributed, and
digital-twin-supported architectures in relation to compu-
tational, communication, privacy, and latency constraints.
Fourth, it distinguishes methodological limitations from op-
erational failure modes, including cascading misdiagnosis,
topology drift, noise amplification, open-set misclassifica-
tion, adversarial vulnerability, oversmoothing, and concept
drift. Fifth, it connects emerging technical directions with
ethical, safety, governance, and practitioner-oriented con-
siderations. The present survey therefore extends prior
reviews by relating advances in GNN-based fault diagnosis
to the operational reliability requirements of real-world
cyber-physical systems.

6. Application Domains

Graph Neural Networks (GNNs) have been applied to
fault diagnostics across industrial and cyber-physical sys-
tems because they can represent relational dependencies
and fault-propagation mechanisms in interconnected infras-
tructures. Although many methods originate from general
graph-learning principles, domain-specific system struc-
tures, sensing modalities, operating conditions, and safety
requirements influence graph construction, feature repre-
sentation, diagnostic objectives, and evaluation practices.
This section reviews the principal application domains
and identifies the characteristics that shape GNN-based
diagnostic design.
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6.1. Industrial Manufacturing Systems

Industrial manufacturing is a widely studied domain
for GNN-based fault diagnostics, particularly for rotating
machinery, rolling bearings, gearboxes, and robotic sys-
tems. Graphs are commonly constructed from multisensor
vibration measurements, physical sensor layouts, compo-
nent relationships, or correlation-based adjacency matrices.
Early applications used graph convolutional networks to
model intersensor dependencies and reported improve-
ments in fault-classification performance over conventional
neural networks under specific experimental conditions
[29]. Spatiotemporal GNNs subsequently extended these
approaches by representing interactions among compo-
nents under varying loads and operating speeds.

Recent methods incorporate multiview features, adap-
tive graph weighting, and hybrid Graph-Transformer archi-
tectures to improve diagnosis under noisy and imbalanced
conditions. Explainability mechanisms have also been used
to support component-level fault attribution. Neverthe-
less, cross-condition generalization, real-time inference on
resource-constrained devices, and adaptation to evolving
operating regimes remain important challenges [29].

6.2. Power Systems and Smart Grids

Power systems possess an inherent graph structure
in which buses, transmission lines, substations, and dis-
tributed energy resources form interconnected networks.
GNNs have therefore been applied to fault detection and
localization in distribution grids, photovoltaic-integrated
systems, and microgrids by using physical topology as
a graph prior. Early studies frequently relied on static
network representations and reported improved localiza-
tion performance over rule-based or statistical baselines in
specific evaluation settings [25].

Dynamic and spatiotemporal graph models have subse-
quently been used to represent changing loads, renewable-
energy variability, and network reconfiguration. Attention
mechanisms can emphasize weak fault signatures and
propagation pathways, while uncertainty-aware methods
support reliability assessment in large networks. Major
challenges include scalability to large grids, adaptation to
changing topology, adversarial robustness, and real-time
operation [25].

6.3. Transportation Systems

In transportation infrastructures, including railways,
aviation systems, and autonomous vehicles, GNN-based
diagnostic methods model relationships among sensors,
mechanical components, infrastructure elements, and con-
trol subsystems. Graph representations may encode phys-
ical connectivity, functional dependencies, or temporal
degradation relationships in rail tracks, aircraft engines,
and vehicular networks [30].

Hybrid Graph-Transformer and heterogeneous graph
architectures have been investigated to integrate frequency-
domain features, multiple sensing modalities, and infras-
tructure data. Evolvable GNN frameworks additionally
support incremental diagnosis as new fault categories
emerge, reducing the need to train independent models
for every condition [30]. However, heterogeneous sens-
ing configurations, sparse failure records, safety-critical

validation requirements, and the absence of standardized
benchmarks continue to limit cross-system evaluation and
generalization.

Related applications include aerospace structural-
health monitoring, pipeline and equipment diagnosis in
oil and gas infrastructure, and proactive monitoring of
servers, communication networks, and cooling systems
in data centers. In each case, graph representations are
used to capture dependencies that cannot be adequately
modeled through isolated component analysis.

6.4. Cyber-Physical and 11T Systems

Industrial Internet of Things (IIoI) environments con-
tain distributed sensors, actuators, controllers, and commu-
nication devices whose interactions naturally form graph
structures. GNN-based methods support anomaly detec-
tion by modeling cross-device dependencies, communica-
tion patterns, and subsystem interactions. Semi-supervised
and open-set approaches are particularly relevant because
labeled failures are limited and previously unseen fault
types may arise during operation [21].

Federated and distributed GNNs have also been inves-
tigated for collaborative diagnosis across geographically
separated facilities without centralizing raw data. Other
approaches embed domain knowledge or temporal con-
straints to improve generalization under distribution shifts.
Practical adoption remains constrained by communica-
tion overhead, computational limitations, nonstationary
network conditions, and the need for timely inference in
distributed environments [28, 21].

6.5. Healthcare and Biomedical Systems

Healthcare monitoring and biomedical diagnostics use
GNN:ss to represent relationships among physiological sig-
nals, wearable sensors, anatomical structures, and clin-
ical variables. Applications include anomaly detection
in intensive-care monitoring, cardiac-signal analysis, and
multisensor wearable systems. Graph-based models can
integrate electronic health records, medical images, and
sensor measurements while identifying physiological vari-
ables associated with abnormal conditions [31].

Multimodal and patient-specific graph architectures
have also been applied to clinical decision support, chronic-
disease management, drug-interaction analysis, and per-
sonalized monitoring. In this domain, diagnostic accuracy
must be accompanied by interpretable outputs, privacy
protection, regulatory compliance, and robustness across
heterogeneous patient populations [31].

Table 3 summarizes the graph-construction strategies,
diagnostic tasks, and principal challenges associated with
these domains. Although graph structures range from
physics-informed topologies to learned adjacency matri-
ces, they share the objective of representing dependencies
that influence fault occurrence and propagation. Domain-
specific constraints related to scalability, sensing hetero-
geneity, privacy, interpretability, and data availability de-
termine the suitability of particular GNN architectures and
evaluation procedures.
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Table 3: Representative application domains of GNN-based fault diagnostics

Domain Graph-construction ba- | Typical tasks Key challenges
sis
Industrial manu- | Sensor correlations, | Detection, classification, lo- | Noise sensitivity, class imbal-
facturing physical layouts, | calization ance, cross-condition general-
learned adjacencies ization
Power systems Physical grid topology, | Fault localization, | Scalability, renewable-energy

communication graphs,
subsystem dependen-
cies

dynamic load graphs cascading-failure de- | variability, adversarial robust-
tection ness
Transportation Component inter- | Faultdetection, RUL estima- | Heterogeneous sensors, sparse
actions, temporal | tion failure data
degradation graphs
oI systems Device- Anomaly detection, open- | Label scarcity, distributed-

set recognition

deployment constraints

Healthcare Physiological interac-
tion graphs, wearable-

sensor networks

Anomaly detection, inter-
pretable diagnostics

Regulatory compliance, patient
variability, explainability

7. Unified Taxonomy of GNN-Based Fault Diagnostics

Existing literature frequently categorizes GNN-based
fault diagnostics according to individual tasks, includ-
ing detection, classification, localization, and prognostics.
However, task-based categorization alone does not capture
variation in graph representations, learning strategies, di-
agnostic objectives, and deployment environments. This
section introduces a unified taxonomy across four comple-
mentary dimensions: graph structure and representation,
learning paradigm, diagnostic objective, and deployment
context. Figure 5 illustrates how these dimensions jointly
define the design space of current approaches. The taxon-
omy supports systematic comparison, reveals relationships
among methodological choices, and identifies underex-
plored combinations in the literature.

7.1. Graph Structure and Representation

A central source of variation in GNN-based fault di-
agnostics is how system interdependencies are encoded
as graphs. Static graphs represent invariant physical or
functional relationships through sensor layouts, correlation
matrices, or prior engineering knowledge and are common
in fixed-topology machinery and process systems [23]. Dy-
namic graphs represent temporal changes in relationships
and are more suitable for varying loads, network recon-
figuration, evolving degradation, and changing system
topology [8, 26].

Heterogeneous graphs incorporate multiple node and
edge types to represent interactions among sensors, ac-
tuators, components, physical flows, and information ex-
changes. Hypergraphs extend pairwise modeling by repre-
senting higher-order relationships among groups of com-
ponents. For example, multi-metric fusion hypergraph net-
works construct hyperedges from instance, distributional,
and spatiotemporal relationships in rotating-machinery
diagnosis [16]. Adaptive and multirelational graph con-
structions have also been investigated to represent multiple

forms of mechanical and sensor dependence [19]. The
selected representation influences fault-pathway model-
ing, noise sensitivity, computational requirements, and
generalization across operating conditions.

7.2. Learning Paradigms

Learning paradigms vary according to data availability,
labeling constraints, and operational requirements. Super-
vised learning remains common when sufficient labeled
fault samples are available, particularly for classification
and localization using graph convolutional and attention-
based architectures [23]. Semi-supervised, self-supervised,
and few-shot methods address label scarcity by learning
from unlabeled or sparsely labeled graph data [21].

Open-set approaches extend conventional classifica-
tion by identifying or rejecting fault categories absent
during training. For example, a semi-supervised GCN-
based framework uses labeled observations and pseudo-
labeled samples to distinguish known and unknown faults
in marine machinery [32]. Federated learning enables
collaborative training across distributed facilities without
centralizing raw operational data, while causal and physics-
informed approaches incorporate domain knowledge or
physical constraints to reduce dependence on spurious
statistical relationships [26, 33]. Reinforcement learning
represents an additional decision-oriented paradigm, al-
though its application to GNN-based fault diagnosis re-
mains comparatively limited.

7.3. Diagnostic Objectives

Diagnostic objectives define the functional scope of
GNN-based systems. Fault detection identifies deviations
from normal operation through anomaly scores, recon-
struction losses, or temporal prediction errors. Fault classi-
fication assigns anomalies to predefined categories using
relational feature aggregation and multisensor fusion [23].
Fault localization identifies affected components through
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Unified Taxonomy of GNN-Based Fault Diagnostics

[GNN-Based Fault Diagnosticsj

P

Graph Structure and Representation

Static, dynamic, heterogeneous,

hypergraph, adaptive, multi-relational
"

Learning Paradigm

Supervised, semi-supervised,
self-supervised, open-set,
federated, causal, physics-informed

Diagnostic Objective

Detection, classification,
localization, prognostics,
open-set, incremental diagnosis

Deployment Context

Cloud, edge, hybrid,
federated/distributed,

digital twin integrated
~

Figure 5: Unified multidimensional taxonomy of GNN-based fault diagnostics. Existing approaches are organized according to four complementary
dimensions: graph structure and representation, learning paradigm, diagnostic objective, and deployment context. The taxonomy provides a structured
basis for analyzing and comparing GNN-based diagnostic systems in complex cyber-physical environments.

graph topology, message passing, node-level importance,
or physics-informed relationships [26].

Prognostics and remaining useful life estimation model
degradation trajectories by combining intersensor depen-
dencies with temporal information [27]. Open-set and
incremental approaches extend these tasks to unknown or
evolving fault modes [32]. Hierarchical spatiotemporal net-
works and adaptive graph aggregation have additionally
been used for multiscale industrial-process diagnosis and
weak-fault-feature detection [8, 21]. These objectives may
be addressed independently or combined within integrated
diagnostic and predictive-maintenance systems.

7.4. Deployment Context and System Architecture

Deployment context determines where graph construc-
tion, model training, inference, and updating are performed
and therefore influences latency, computational demand,
bandwidth use, and privacy. Cloud-centric architectures
support computationally intensive training and large-scale
graph processing but may introduce communication delay,
bandwidth dependence, and exposure of operational data.
Edge-oriented architectures perform inference near sensors
or equipment, enabling rapid responses while requiring
lightweight models, reduced memory use, efficient graph
sampling, and optimized message passing.

Hybrid edge—cloud architectures divide these responsi-
bilities by performing time-sensitive detection locally and
using cloud resources for model retraining, aggregation, or

long-term analysis. Federated and distributed architectures
enable collaborative learning across facilities or network
domains without transferring raw data to a central reposi-
tory. Federated temporal GNNs, for example, have been
evaluated for fault detection in operational telecommuni-
cation networks [33]. Such deployments nevertheless face
communication overhead, non-independent and identically
distributed data, heterogeneous computational resources,
synchronization requirements, and changes in local graph
topology. These operational trade-offs are examined in
greater detail in the dedicated deployment-architecture
section.

The multidimensional taxonomy clarifies relationships
among graph representation, learning paradigm, diag-
nostic objective, and deployment context. It also reveals
underexplored combinations, such as federated dynamic
heterogeneous GNNs for open-set prognostics, physics-
informed hypergraphs for causal fault localization, and
explainable semi-supervised models for edge-deployed
renewable-energy systems. These combinations represent
prospective directions rather than established methodolog-
ical categories. Overall, the taxonomy provides a basis
for comparative evaluation and standardized reporting
while emphasizing that graph design, learning efficiency,
diagnostic granularity, and deployment feasibility must be
considered jointly when developing reliable GNN-based
fault-diagnostic systems.
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8. Benchmark Datasets and Evaluation Protocols

The lack of standardized benchmarks and consistent
evaluation protocols continues to limit reproducibility and
direct comparison in Graph Neural Network (GNN)-based
fault diagnostics. Existing studies frequently use domain-
specific datasets that differ in fault scenarios, sensor con-
figurations, sampling frequencies, operating conditions,
preprocessing procedures, and graph-construction strate-
gies. These differences complicate methodological com-
parison and the assessment of generalization across sys-
tems. Shared benchmark suites, consistent preprocessing
pipelines, and transparent reporting practices are therefore
needed to support comparable evaluation and industrial
validation [34, 35]. Benchmark design should also reflect
the diversity of graph representations, learning paradigms,
diagnostic objectives, and deployment settings identified
in the unified taxonomy.

8.1. Widely Used and Emerging Benchmark Datasets

Several publicly available datasets are commonly used
as benchmarks across fault-diagnostic domains, although
differences in data structure and experimental protocols
limit cross-study comparison. In rotating-machinery diag-
nostics, the Case Western Reserve University (CWRU) bear-
ing dataset is widely used for evaluating fault-classification
methods. It contains vibration measurements for inner-
race, outer-race, and ball faults under different motor loads
and operating speeds. Drive-end bearing measurements
are available at sampling rates of 12 kHz and 48 kHz, while
fan-end measurements are provided at 12 kHz [36]. Ta-
ble 4 compares representative benchmark datasets used
in GNN-based fault diagnostics according to their appli-
cation domain, diagnostic objective, data characteristics,
typical graph-construction strategy, commonly reported
evaluation metrics, and principal limitations. The graph-
construction column describes representative strategies
adopted in the reviewed GNN literature rather than graph
structures inherently supplied by every dataset. This
distinction is important because most conventional fault-
diagnostic datasets provide multivariate signals but do
not prescribe a unique graph representation; consequently,
differences in node definition, edge construction, prepro-
cessing, and train—test partitioning can substantially affect
the reported performance.

Other bearing datasets include the Paderborn Univer-
sity benchmark, which provides synchronously measured
vibration and motor-current signals for healthy and dam-
aged bearings under several operating conditions [37]. The
Intelligent Maintenance Systems (IMS) bearing dataset con-
tains run-to-failure bearing experiments and is commonly
used for degradation analysis and prognostics [38, 39]. The
XJTU-SY dataset similarly provides complete run-to-failure
vibration data from accelerated life tests involving multiple
rolling-element bearings and operating conditions [40, 41].
These datasets support investigations of fault classification,
domain adaptation, degradation modeling, and remaining
useful life estimation.

Beyond vibration-based diagnosis, the MIMII dataset
provides normal and anomalous sound recordings from in-
dustrial machines, including valves, pumps, fans, and slide
rails, and supports acoustic anomaly-detection research

[42]. The MIMII DUE extension introduces operational
and environmental domain shifts for evaluating robustness
under changing conditions [43]. For aircraft-engine prog-
nostics, the NASA Commercial Modular Aero-Propulsion
System Simulation (C-MAPSS) dataset provides multiple
run-to-failure time series generated under different operat-
ing conditions and fault modes [44, 45].

For industrial process monitoring, the Tennessee East-
man Process (TEP) is a widely used simulated chemical-
process benchmark. The original process model defines 41
measured variables, 11 manipulated variables, and 21 pre-
defined disturbance or fault conditions, supporting fault
detection, classification, localization, and process-control
studies [46]. Because modified and extended versions of
the TEP dataset are also available, studies should identify
the specific simulator version, selected variables, and fault
configuration used.

In power-system research, standard IEEE bus and feeder
test systems provide predefined network topologies for
power-flow analysis, fault localization, cascading-failure
analysis, and renewable-integration studies. PowerGraph
extends this benchmark setting by providing GNN-oriented
datasets for power flow, optimal power flow, and cascading-
failure analysis. It supports both node-level and graph-level
tasks and includes reference explanations for cascading-
failure scenarios [35]. SafePowerGraph further introduces
safety-oriented evaluation under conditions such as energy-
price changes and transmission-line outages [47].

Additional resources include naval-propulsion simu-
lation data, lithium-ion battery degradation datasets, and
multimodal industrial datasets containing combinations of
vibration, acoustic, thermal, electrical, and visual measure-
ments. Despite the availability of these resources, repro-
ducibility remains limited by inconsistent dataset versions,
preprocessing choices, train—test splits, graph-construction
procedures, and fault-severity definitions. Studies should
therefore report sufficient information to reconstruct both
the input signals and the graph representation supplied to
the model.

8.2. Evaluation Metrics and Protocols

Evaluation metrics should be selected according to
the diagnostic objective. Fault-classification studies com-
monly report accuracy, precision, recall, macro- and micro-
averaged Fl-scores, and confusion matrices. For imbal-
anced fault distributions, balanced accuracy, macro-F1,
area under the receiver operating characteristic curve (AUC-
ROC), and area under the precision-recall curve provide
more informative evaluation than accuracy alone.

Fault-detection studies may report false-alarm rate,
missed-detection rate, detection delay, early-detection
latency, and reconstruction or prediction error. Fault-
localization performance can be evaluated using top-k
accuracy, mean localization error, node-level precision and
recall, mean reciprocal rank, or graph distance between
predicted and actual fault locations. Prognostic studies
typically use root mean squared error (RMSE), mean ab-
solute error (MAE), prognostic-horizon measures, and
task-specific scoring functions for remaining useful life
estimation.

Evaluation under a single random train-test split pro-
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Table 4: Comparison of representative benchmark datasets used in GNN-based fault diagnostics

Dataset Domain Typical diagnostic Data characteristics Typical graph construction Common evalua- Principal limitations
task tion metrics
CWRU [36]  Rotating ma- Fault detection and Vibration signals represent- Nodes represent sensors, Accuracy, precision, Laboratory-induced faults; lim-
chinery and multiclass faultclas- ing healthy bearings and signal segments, frequency recall, ~ macro-F1, ited operating variability; possi-
bearing diag- sification inner-race, outer-race, and bands, or extracted fea- confusion matrix, ble data leakage from overlap-
nosis ball faults under multiple tures; edges are com- AUC-ROC ping windows; results are highly
motor loads and speeds; monly defined using phys- sensitive to preprocessing and
drive-end measurements at ical proximity, correlation, train—test splitting
12 and 48 kHz and fan-end  similarity, or learned adja-
measurements at 12 kHz cency
Paderborn Rotating ma- Fault classification, Synchronous vibrationand Multimodal sensor or Accuracy, macro-F1, Variationinexperimental subsets
[37] chinery and domain adaptation, motor-current  measure- feature nodes connected balanced accuracy, and fault groupings; heteroge-
bearing diag- and condition- ments from healthy and through physical re- precision, recall, con- neous operating conditions com-
nosis transfer evaluation ~damaged bearings under lationships, statistical ~fusion matrix plicate direct comparison; pre-
several operating condi- dependence, feature processing and split protocols are
tions; includes artificial and ~ similarity, —or learned not standardized
naturally damaged bearings cross-modal edges
IMS [38,39]  Bearing Anomaly detection, Run-to-failure  vibration Nodes represent bear- RMSE, MAE, prog- Small number of run-to-failure
degradation  degradation-stage = measurements  collected ings, sensors, temporal nostic score, detec- trajectories; limited diversity of
and prognos- identification, and from bearings operated windows, or degradation tion delay, early- operating conditions; uncertain
tics remaining useful until failure states; edges encode sensor ~warning time failure-onset labeling; restricted
life estimation relationships,  temporal support for cross-domain gener-
continuity, or similarity alization
between operating states
XJTU-SY [40, Bearing Health-state assess- Complete run-to-failure vi- Sensor ~ or  temporal- RMSE, MAE, MAPE, Accelerated laboratory degrada-
41] degrada- ment, degradation bration signals from multi- window nodes connected prognostic ~ score, tion may not fully represent
tion and modeling, and re- ple rolling-element bearings using temporal adjacency, monotonicity, trend- field failures; relatively limited
accelerated-  maining useful life under several operating con- feature similarity, corre- ability operating regimes; model per-
life testing prediction ditions lation, or dynamically formance depends strongly on
learned degradation rela- health-index construction and
tionships failure-threshold definition
MIMIL Industrial Unsupervised or Normal and anomalous Nodes represent ma- AUC-ROC, partial Anomalies are collected under
/MIMII DUE  acoustic mon- semi-supervised recordings from valves, chines, microphones, AUC, Fl-score, pre- controlled conditions; strong sen-
[42, 43] itoring acoustic anomaly pumps, fans, and slide rails; time-frequency patches, cision, recall, false- sitivity to background noise and
detection and MIMII DUE introduces or acoustic embeddings; positive rate domain shift; graph definitions
domain-shift evalu- changes in operating and edges are based on spatial vary substantially across studies
ation environmental conditions relationships, spectral simi-
larity, temporal association,
or learned adjacency
NASA C- Aircraft- Degradationmodel- Multivariate run-to-failure Nodes represent sensors, RMSE, MAE, NASA Simulation-based data; sensor
MAPSS engine prog- ing and remaining time series generated for engine subsystems, tempo- scoring  function, and subsystem relationships
[44, 45] nostics useful life estima- turbofan engines under dif- ral segments, or operat- MAPE, prediction- are not explicitly provided;
tion ferent operating conditions  ing variables; edges are de- horizon error operating-condition normaliza-
and fault modes rived from physical knowl- tion and RUL-label construction
edge, correlation, mutual differ across studies
information, attention, or
learned adjacency
TEP [46] Chemical- Fault  detection, Simulated chemical process Nodes correspond to pro- Accuracy, macro-F1, Multiple simulator versions and
process classification, local- with 41 measured variables, cess variables, sensors, con- detection rate, false- modified fault sets are used;
monitoring ization, and process 11 manipulated variables, trol loops, or units; edges alarm rate, detection some faults are difficult to dis-
anomaly diagnosis and 21 predefined distur- are constructed from pro- delay,localizationac- tinguish; controlled simulation
bances or fault conditions cess topology, causal rela- curacy does not fully capture industrial
tions, correlation, mutual uncertainty and maintenance ef-
information, or learned de- fects
pendency matrices
PowerGraph Power- Power flow, opti- GNN-oriented power- Native electrical topology MAE, RMSE, clas- Primarily simulation-based; per-
[35] system graph mal power flow, system benchmark contain- is used directly; nodes sification accuracy, formance may depend on net-
learning cascading-failure  ing graph-structured tasks represent buses or power- Fl-score, explana- work size and operating scenar-
analysis, node-level and reference explanations system components and tion fidelity, spar- ios; limited evidence of transfer
and  graph-level for cascading-failure scenar- edges represent electrical sity, and localization to real utility data and evolving
prediction,  and ios connections with associ- agreement topologies
explanation evalua- ated attributes
tion
Safe Safety- Robustness, safety Graph-structured power- Physical grid topology with ~Accuracy, Fl-score, Emerging benchmark with lim-
PowerGraph oriented assessment, and system scenarios incorpo- nodeand edgeattributesre- MAE, RMSE, cali- ited adoption; scenario cov-
[47] power- fault or distur- rating disturbances suchas flecting system states, oper- bration error, robust- erage may not represent all
system bance prediction energy-price variation and ational conditions, and dis- ness degradation, cyber-physical threats; compa-
analysis under operational transmission-line outages turbance scenarios and safety-violation rability with conventional fault-

changes

rate

diagnosis datasets remains lim-
ited

vides limited evidence of operational reliability. Bench-
marking studies therefore recommend consistent data
splits, multiple random seeds, common baseline implemen-
tations, and comparable model-training procedures [34].
Robustness protocols should additionally examine signal

noise, missing sensors, topology perturbations, operating-
condition changes, low-sample settings, class imbalance,
and open-set faults. Cross-condition, cross-machine, and
cross-domain evaluations can provide further evidence of

generalization.
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Open-set studies should report known-class perfor-
mance together with unknown-fault rejection accuracy,
false-unknown rate, and threshold-dependent novelty-
detection metrics. For graph models intended for dy-
namic environments, evaluation should also quantify per-
formance degradation under node removal, edge perturba-
tion, topology reconfiguration, and temporal distribution
shift. Safety-oriented power-system benchmarks similarly
indicate the importance of testing GNNs under line outages
and changing operating conditions rather than relying only
on nominal test cases [47].

Uncertainty and explainability evaluations are also rel-
evant for safety-critical applications. Uncertainty assess-
ment may include expected calibration error, negative log-
likelihood, Brier score, prediction intervals, or selective-risk
analysis. Explainability assessment may consider fidelity,
sparsity, stability, localization agreement, prototype consis-
tency, and agreement with physical or causal knowledge.
However, explanation compactness or stability alone does
not establish physical validity, and explanations should
therefore be evaluated against domain knowledge or known
fault-propagation structures where possible.

8.3. Challenges in Benchmark Standardization

Benchmark standardization is constrained by several
factors. Proprietary industrial datasets often cannot be
released because of confidentiality, security, or commercial
restrictions. Public datasets frequently contain controlled
or artificially induced fault conditions that do not fully
represent gradual degradation, simultaneous faults, main-
tenance interventions, sensor replacement, or changing
operational regimes.

Preprocessing also varies substantially across studies.
Differences in normalization, filtering, segmentation, win-
dow length, overlap, feature extraction, augmentation, and
graph generation can affect reported performance. In
addition, splitting overlapping windows from the same op-
erating sequence across training and test sets can introduce
information leakage and produce overly optimistic results.

Graph-specific design choices introduce further vari-
ation. Adjacency matrices may be derived from physi-
cal topology, correlation, distance, mutual information,
learned relationships, or combinations of these sources.
Studies also differ in their treatment of edge direction, edge
weights, temporal updates, missing nodes, and topology
changes. Without consistent reporting, it is difficult to
determine whether an observed improvement results from
the GNN architecture, graph construction, preprocessing,
or the selected data split.

Dynamic topologies, temporal dependencies, multi-
modal inputs, open-set faults, uncertainty, and adversar-
ial robustness remain insufficiently represented in many
current benchmarks. PowerGraph and SafePowerGraph
illustrate recent efforts to extend benchmark design beyond
conventional prediction accuracy toward graph-level tasks,
explanations, operational disturbances, and safety-oriented
evaluation [35, 47].

8.4. Toward Standardized Evaluation Frameworks

Future benchmark development should emphasize
shared repositories, documented preprocessing pipelines,

reference graph-construction strategies, reproducible base-
line implementations, and predefined evaluation splits.
General GNN benchmarking work has shown the value
of common experimental protocols, standardized model
implementations, and repeated evaluation across datasets
[34]. Domain-specific resources such as PowerGraph simi-
larly demonstrate how multiple power-system tasks and
explainability analyses can be supported within a common
graph-learning framework [35].

Standardized fault-diagnostic benchmarks should in-
clude static and dynamic graph variants, multiple operating
conditions, class-imbalance scenarios, missing-sensor ex-
periments, open-set evaluation, and cross-domain transfer.
Robustness tests should cover signal noise, adversarial
perturbations, sensor failures, topology changes, and com-
munication constraints. Benchmark suites should also
report computational measures, including training time,
inference latency, memory consumption, parameter count,
communication cost, and energy consumption where de-
ployment efficiency is relevant.

Transparent reporting should specify dataset versions,
sensor channels, sampling rates, windowing procedures,
graph definitions, train—validation—test splits, random
seeds, hyperparameter-selection procedures, and hard-
ware configurations. Shared codebases and reproducible
experiment configurations would support more reliable
comparisons and provide clearer evidence regarding the
suitability of GNN-based diagnostic methods for opera-
tional deployment.

9. Deployment Architectures for GNN-Based Fault Diag-
nostics

Although research has improved the predictive per-
formance and interpretability of Graph Neural Network
(GNN)-based fault-diagnostic models, their deployment
in cyber-physical and industrial systems requires consider-
ation of latency, privacy, scalability, communication over-
head, computational resources, and integration with ex-
isting monitoring infrastructure. This section examines
five deployment paradigms: cloud-centric, edge-oriented,
hybrid edge—cloud, federated or distributed, and digital-
twin-integrated architectures. These deployment contexts
complement the unified taxonomy by showing how sys-
tem architecture influences graph construction, learning
strategy, inference location, and diagnostic response.

9.1. Cloud-Centric Deployment

Cloud-centric architectures are suitable for computa-
tionally intensive activities such as initial model training,
large-scale graph processing, historical-data analysis, peri-
odic model updating, and aggregation of data from multi-
ple facilities. Centralized platforms provide the computing
and storage capacity required for complex graph models
and may also support simulation-based validation and
digital-twin services. However, cloud-based inference re-
quires operational data or intermediate representations to
be transmitted over communication networks, which may
introduce latency, bandwidth demands, dependence on
network availability, and privacy concerns. Consequently,
cloud deployment is generally more appropriate for of-
fline analysis, global model management, and long-term
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optimization than for time-critical local fault response in
safety-critical environments.

9.2. Edge Deployment for Real-Time Diagnostics

Edge-oriented deployment performs GNN inference
close to the monitored equipment through embedded pro-
cessors, industrial gateways, local servers, or other edge
devices, thereby reducing communication dependence and
supporting faster diagnostic responses. The memory, com-
putational, and energy requirements of GNN inference re-
main important constraints on resource-limited hardware,
motivating methods such as graph sampling, model prun-
ing, quantization, knowledge distillation, workload parti-
tioning, and hardware-aware architecture search. GNN-
specific quantization techniques have been developed to
reduce inference complexity and memory consumption
while limiting accuracy loss [48], while device—edge co-
inference frameworks consider latency, memory limits, and
communication cost during model design and deployment
[49]. Physics-informed GNNs provide an additional mech-
anism for incorporating operational constraints into graph
learning, as illustrated by GraPhyR, which integrates net-
work connectivity and physical constraints for dynamic
power-system reconfiguration [50]. Despite these develop-
ments, edge-deployed models must still address changing
graph structures, sensor failures, model drift, distribu-
tion shifts, and potential accuracy degradation caused by
compression.

9.3. Hybrid Edge—Cloud Architectures

Hybrid edge—cloud architectures divide diagnostic pro-
cessing between local and centralized resources by allowing
edge nodes to perform data filtering, graph construction,
anomaly detection, or preliminary fault classification, while
cloud services handle model retraining, global aggregation,
long-term analysis, and computationally intensive verifica-
tion. Instead of transmitting complete sensor streams, edge
devices may send compressed features, graph embeddings,
anomaly scores, or selected subgraphs to reduce communi-
cation volume while retaining access to centralized comput-
ing resources. Research on device-edge GNN co-inference
indicates that workload partitioning must jointly consider
graph structure, device capacity, and communication cost
because conventional layer-based partitioning may not be
efficient for graph operations [49]. Hybrid deployment
therefore offers a trade-off between local responsiveness
and centralized analytical capacity, but its effectiveness
depends on workload allocation, synchronization, commu-
nication reliability, fault tolerance, and the frequency and
security of model updates.

9.4. Federated and Distributed Deployment

Federated learning enables multiple sites to train lo-
cal GNN models without transferring raw operational
data to a central repository, with a coordinating server
aggregating model parameters or updates instead. This
approach can support privacy, data-sovereignty, and regu-
latory requirements when industrial facilities or network
operators cannot share complete sensor records. Bourgerie
and Zanouda proposed a bi-level federated temporal GNN

for anomaly detection and diagnosis in telecommunica-
tion networks, representing both interactions among radio-
access-network nodes and software-execution relationships
within individual nodes while reducing raw-data sharing
and communication costs [33]. Nevertheless, federated
GNN deployment remains affected by non-independent
and identically distributed data, graph heterogeneity, com-
munication overhead, partial client participation, conver-
gence instability, and vulnerability to unreliable or ma-
licious participants. These limitations motivate further
research on communication-efficient training, update val-
idation, secure aggregation, and robust learning across
heterogeneous graph structures.

9.5. Integration with Digital Twins and Real-Time Monitoring
Pipelines

Digital twins provide virtual representations of physical
systems that are continuously or periodically updated using
operational data and can support simulation, synthetic-
data generation, scenario analysis, predictive maintenance,
and comparison between predicted and observed behav-
ior. GNNs are well suited to digital-twin environments
because physical, communication, and functional rela-
tionships can be represented as graph structures. Isah
integrated graph Fourier transformation with a message-
passing neural network for failure classification in real and
simulated network-digital-twin environments, illustrating
how graph learning can represent dependencies among
network components and support failure analysis [51].
However, digital-twin-supported diagnosis requires reli-
able synchronization between physical and virtual systems,
and its effectiveness may be reduced by delayed sensor
updates, simulation-to-reality differences, model drift, in-
complete physical models, and unreported uncertainty.
Digital-twin pipelines should therefore document synchro-
nization frequency, graph-update procedures, uncertainty
propagation, and validation against physical-system obser-
vations.

9.6. Deployment Trade-Offs and Future Directions

Each deployment architecture involves distinct trade-
offs. Cloud-centric systems provide substantial computa-
tional capacity but depend on network connectivity and
centralized data management; edge systems support local
inference but operate under tighter memory, energy, and
processing constraints; hybrid architectures distribute these
responsibilities but require synchronization and workload
orchestration; and federated systems reduce centralized
raw-data collection but introduce communication, opti-
mization, and security challenges. Future research should
evaluate deployment architectures using both predictive
and operational measures, including inference latency,
communication volume, memory consumption, model
size, energy use, update frequency, fault-response time,
and performance under topology or distribution shifts.
Deployment-aware research should also examine physics-
informed lightweight GNNs, communication-efficient fed-
erated learning, uncertainty-aware inference, adaptive edge
processing, and reproducible edge—cloud pipelines to sup-
port the transition from experimental models to operational
fault-diagnostic systems.
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10. Limitations

Despite progress in Graph Neural Networks (GNNs) for
fault diagnostics, several methodological and operational
limitations continue to affect generalization, scalability,
interpretability, and deployment in cyber-physical and in-
dustrial systems. Current research identifies recurring
concerns related to graph-construction uncertainty, limited
and imbalanced fault data, computational requirements,
explanation validity, and robustness under domain shifts.
Addressing these limitations is necessary for translating
GNN-based diagnostic methods from controlled experi-
mental settings to operational applications.

10.1. Graph Construction and Topology Uncertainty

Graph construction remains a central limitation because
many approaches depend on predefined physical topolo-
gies, correlation-derived edges, or learned graph structures
that may be incomplete, noisy, or subject to change because
of system reconfiguration, sensor failures, maintenance
actions, or the integration of distributed energy resources.
Inaccurate or outdated graph representations can reduce di-
agnostic performance by misrepresenting intercomponent
dependencies and fault-propagation pathways. Although
adaptive graph learning can account for changing relation-
ships, it may introduce additional computational cost and
training instability. Photovoltaic-integrated distribution
networks present further difficulties because variable re-
newable generation, sparse measurements, changing fault
impedance, and low observation rates can produce weak
fault signatures and uncertain graph relationships [25].
Similarly, rolling-bearing diagnosis under nonstationary
operating conditions requires spatiotemporal graph repre-
sentations that can account for changes in speed, load, and
sensor relationships [29].

10.2. Data Scarcity, Class Imbalance, and Label Limitations

Industrial fault datasets are often limited, highly im-
balanced, and dominated by samples representing nor-
mal operation, while rare, compound, or previously un-
seen faults remain underrepresented. Semi-supervised,
self-supervised, few-shot, and open-set GNN approaches
partially address limited labeling, but their effectiveness
varies across datasets and application domains. Synthetic
fault generation may increase sample availability, although
simulated data may not reproduce realistic degradation
processes, component interactions, or fault-propagation
patterns [52]. Severe class imbalance can also bias decision
boundaries toward normal or majority fault categories and
reduce node- or graph-level performance for rare events.
Mechanical systems and power networks continue to face
limitations associated with small training sets and imbal-
anced labels, while process-industry applications often
depend on high-quality labeled data and sufficient domain
knowledge for model development and validation [21].

10.3. Scalability and Computational Efficiency

Message passing over large or densely connected graphs
can require substantial memory, computation, and commu-
nication, particularly in large power grids, distributed In-
dustrial Internet of Things environments, and applications

involving high-dimensional multisource sensor streams
[21]. Increasing the number of nodes, edges, temporal win-
dows, or graph layers can also increase inference latency
and make deployment on resource-constrained devices
more difficult. Lightweight architectures, neighborhood
sampling, graph sparsification, pruning, quantization, and
distributed processing can reduce computational require-
ments, but they may also remove diagnostically relevant
relationships or reduce predictive accuracy. Evaluations
in distribution-grid settings further show that topology
changes can reduce model performance, indicating that
computational efficiency alone does not ensure robust-
ness to structural variation [11]. Consequently, scalability
should be assessed together with latency, memory use,
communication cost, graph size, and performance under
topology changes.

10.4. Interpretability, Trustworthiness, and Causal Validity

Explainable GNN methods, including attribution tech-
niques, prototype-based reasoning, and subgraph explana-
tions, can provide information about the nodes, edges, or
features associated with a diagnostic decision. However,
many explanations are generated after prediction and may
not reflect causal mechanisms or physically meaningful
fault pathways. In safety-critical systems, visually plausible
but causally invalid explanations can reduce confidence
in diagnostic outputs and may reinforce spurious correla-
tions or predictive shortcuts. Reviews of explainable graph
learning note that different post-hoc methods can produce
multiple plausible explanations for the same prediction,
even when some explanations conflict with domain knowl-
edge [6]. Causal intervention-based GNNs seek to reduce
reliance on confounding relationships, but they introduce
challenges involving causal-graph specification, variable
coupling, training stability, and computational complexity
[17]. Self-interpretable models may improve transparency,
although restricting the model to interpretable structures
can reduce representational flexibility in complex process-
fault scenarios.

10.5. Generalization, Domain Shift, and Robustness

GNN-based diagnostic models may not generalize reli-
ably across changes in operating conditions, system topol-
ogy, sensor configuration, noise level, or fault characteristics.
Models trained on one machine, facility, or network config-
uration may experience performance degradation when ap-
plied to another domain because both feature distributions
and graph structures can change. Domain adaptation and
transfer learning for graph-based fault diagnosis remain
less developed than conventional supervised approaches,
particularly for evolving power grids and systems contain-
ing distributed energy resources. Attention-based variants
such as RGATv2 have reported lower Fl-score degrada-
tion under selected topology changes than the evaluated
baselines; however, such results remain dependent on the
dataset, perturbation protocol, and comparison models and
should not be interpreted as evidence of general robustness
[52]. Previously unseen topologies, noisy observations,
out-of-distribution faults, and simultaneous distribution
shifts therefore remain open concerns, motivating further
research on causal representation learning, uncertainty esti-
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mation, domain adaptation, and evaluation across multiple
operational settings [22].

Improving robustness may introduce trade-offs with
predictive performance and deployment efficiency. Robust
aggregation, adversarial training, uncertainty estimation,
and dynamic graph adaptation can increase resilience to
noisy observations, topology changes, and distribution
shifts, but may reduce performance under clean or familiar
operating conditions when regularization suppresses infor-
mative task-specific patterns. These mechanisms can also
increase model complexity, training time, inference latency,
and memory consumption, thereby limiting their suitability
for real-time or edge-constrained diagnostic systems [22].
Attention-based and Graph-Transformer architectures can
improve long-range dependency modeling and adaptation
to graph variation, but their computational cost gener-
ally increases with graph size. Similarly, federated and
privacy-preserving approaches reduce raw-data exposure
while introducing communication overhead, convergence
instability, and possible performance degradation under
heterogeneous local data [53]. Robustness should therefore
be evaluated jointly with clean-condition accuracy, calibra-
tion, latency, computational requirements, and resource
consumption rather than treated as an isolated objective.

Collectively, these limitations indicate the need for di-
agnostic frameworks that combine physics-informed graph
construction, causal reasoning, computationally efficient
architectures, uncertainty estimation, and evaluation un-
der realistic operating constraints. Future work should
place greater emphasis on graph-quality assessment, cross-
domain validation, rare-fault evaluation, computational
reporting, and physically meaningful explanations to sup-
port reliable deployment of GNN-based fault-diagnostic
systems.

11. Failure Modes of GNN-Based Fault Diagnostics

Although Graph Neural Network (GNN)-based fault-
diagnostic systems often report strong performance on
controlled benchmarks, their operation in cyber-physical
and industrial environments may be affected by failure
modes that are distinct from the methodological limita-
tions discussed in Section 10. These failures can appear as
incorrect diagnoses, delayed responses, inappropriate fault
isolation, or unsafe downstream control decisions. Studies
of dynamic topologies, noisy measurements, open-set con-
ditions, adversarial manipulation, and changing operating
environments indicate that benchmark performance alone
does not establish operational reliability. Understanding
these failure mechanisms is therefore important for design-
ing GNN-based diagnostic systems for industrial, power,
and transportation applications.

11.1. Cascading Misdiagnosis and Error Propagation

Message passing enables GNNs to aggregate informa-
tion across related system components, but it can also
propagate errors originating from sensor noise, calibration
drift, missing measurements, or biased predictions. A
local error may influence neighboring node representa-
tions across multiple message-passing layers and lead to
incorrect estimates of fault location, severity, or root cause
[11, 54]. In power-distribution networks, an erroneous

node classification may affect downstream fault-isolation
decisions, potentially causing unnecessary feeder discon-
nection or delayed restoration. Similar propagation effects
in industrial processes may produce incorrect root-cause
attribution and inefficient maintenance actions. These
risks motivate robust aggregation, uncertainty-aware mes-
sage passing, confidence-based propagation control, and
mechanisms for containing unreliable node information
[10, 54, 55].

11.2. Topology Drift and Graph Mismatch

Many GNN-based diagnostic models are developed
using fixed or slowly changing graph structures, whereas
operational systems may undergo topology changes be-
cause of maintenance, component outages, line switch-
ing, distributed-energy-resource integration, equipment
replacement, or changing IloT connectivity. When the
assumed graph differs from the actual system structure,
message passing may occur across missing, outdated, or
spurious edges, reducing fault-detection and localization
performance. Evaluations on distribution-network topolo-
gies indicate that conventional GCN models can experience
substantial performance degradation under structural per-
turbations, while relation-aware attention models may
be more resistant under selected experimental conditions
[11]. However, the degree of robustness depends on the
perturbation type, dataset, and graph-construction proce-
dure. Persistent graph mismatch is particularly relevant in
renewable-integrated grids and reconfigurable manufac-
turing systems, where adaptive graph reconstruction and
online topology estimation may be required to maintain
diagnostic accuracy [11].

11.3. Noise Amplification and Sensor-Fault Propagation

Graph aggregation may spread localized measurement
noise or corrupted sensor values to neighboring node em-
beddings when robust filtering, reliability weighting, or
outlier rejection is absent [10, 20, 56]. Repeated propaga-
tion can increase false alarms, distort fault localization,
or suppress weak fault signatures, particularly around
highly connected nodes and in densely linked multisensor
graphs. The effect depends on graph density, message-
passing depth, aggregation strategy, and the location of the
corrupted sensor. Physics-informed constraints, adaptive
edge weighting, denoising modules, and sensor-confidence
estimates can reduce the influence of unreliable measure-
ments, although these techniques do not eliminate the risk
under severe or coordinated corruption [56, 57].

11.4. Open-Set Fault Misclassification and Novelty-Rejection
Failure

Closed-set GNN classifiers assign each input to one of
the fault categories observed during training, which may
cause previously unseen or out-of-distribution faults to be
mapped to known classes with high confidence [57, 58]. In
marine machinery, wind-energy systems, and industrial
processes, novel degradation patterns, compound faults, or
rare operating conditions may therefore produce incorrect
diagnoses and inappropriate maintenance responses. Semi-
supervised open-set GNNs, distance-based rejection, uncer-
tainty thresholds, and novelty-detection mechanisms can
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improve unknown-fault identification. However, threshold
selection remains sensitive to class imbalance, calibration
quality, and overlap between weak known faults and un-
known conditions. A threshold that is too permissive may
accept novel faults as known, whereas an overly restric-
tive threshold may reject difficult but valid known-class
samples.

11.5. Oversmoothing, Oversquashing, and Dilution of Fault
Signatures

Increasing message-passing depth can cause node repre-
sentations to become progressively similar, a phenomenon
commonly described as oversmoothing. This loss of rep-
resentational distinction may obscure weak or incipient
fault signatures that depend on subtle differences among
neighboring components [59, 60]. The problem is partic-
ularly relevant to large graphs and prognostic settings in
which early-stage defects, such as minor bearing damage or
gradual insulation degradation, generate only small devia-
tions from normal operating behavior. A related limitation
is oversquashing, which occurs when information from a
rapidly expanding number of distant nodes must be com-
pressed into fixed-dimensional node representations [61].
In cyber-physical systems with long-range dependencies
or bottlenecked graph structures, this compression may
prevent weak but operationally important fault information
from propagating effectively across multiple graph hops.
Consequently, faults originating in one subsystem may
exert insufficient influence on distant but functionally con-
nected components, reducing the model’s ability to identify
cascading failures, distributed anomalies, and long-range
fault-propagation patterns.

Potential mitigation strategies include residual and skip
connections, jumping-knowledge mechanisms, attention
normalization, graph rewiring, positional or structural
encodings, hierarchical pooling, and multiscale architec-
tures. Residual connections and jumping-knowledge mech-
anisms preserve information from earlier layers, while
graph rewiring and positional encodings improve com-
munication between structurally distant nodes. Hierarchi-
cal pooling and multiscale representations support infor-
mation aggregation across subsystem and system levels.
Graph-Transformer architectures may further alleviate
oversquashing by enabling direct interactions between dis-
tant nodes, although their computational and memory
requirements can restrict their suitability for large-scale or
edge-constrained deployments. The effectiveness of these
strategies depends on graph topology, message-passing
depth, representation dimensionality, and the spatial dis-
tribution of fault-related features. Therefore, GNN-based
fault-diagnostic systems must balance receptive-field expan-
sion with the preservation of local distinctions, long-range
information flow, and computational feasibility.

11.6. Adversarial Attacks and Data-Poisoning Vulnerabilities

Networked GNN-based diagnostic systems may be ex-
posed to adversarial manipulation of node features, sensor
measurements, graph edges, or training data. Structure poi-
soning, targeted feature perturbation, and backdoor attacks
can produce false negatives that conceal faults or false pos-
itives that trigger unnecessary interventions [62, 63]. Such

risks are particularly relevant in power, transportation, and
industrial-control systems because diagnostic outputs may
influence automated control or maintenance decisions [64].
Proposed defenses include adversarial training, certified
robustness, causal representation learning, anomaly filter-
ing, uncertainty-based rejection, and validation of graph
updates. However, practical defenses remain limited by
computational cost, incomplete threat models, adaptive
attackers, and the difficulty of distinguishing malicious
manipulation from genuine changes in system behavior.

11.7. Concept Drift and Long-Term Model Obsolescence

Equipment aging, seasonal load variation, component
replacement, maintenance activities, changing production
regimes, and gradual wear can alter the relationship be-
tween input measurements and fault labels over time. A
GNN trained on historical data may therefore experience
reduced accuracy, increased false-alarm rates, and weaker
calibration as operating conditions change. Static mod-
els are especially vulnerable when feature distributions
and graph relationships evolve simultaneously. Contin-
ual learning, domain adaptation, drift detection, periodic
recalibration, and federated model updating have been
proposed to support long-term adaptation [10, 65]. These
approaches must nevertheless control catastrophic forget-
ting, prevent erroneous updates from contaminating the
model, and distinguish persistent concept drift from short-
term disturbances.

These failure modes show that performance on static
benchmarks does not by itself establish operational de-
pendability. Error propagation, graph mismatch, noise
amplification, open-set misclassification, oversmoothing,
adversarial manipulation, and concept drift require com-
plementary mitigation strategies, including adaptive graph
learning, uncertainty estimation, robust aggregation, con-
tinual adaptation, open-set evaluation, and security testing.
Addressing these risks requires coordination among graph
learning, control engineering, cybersecurity, reliability anal-
ysis, and human oversight when GNN-based diagnostic
models are incorporated into safety-critical cyber-physical
systems.

12. Research Trends and Statistical Analysis

Research on GNN-based fault diagnosis has expanded
rapidly in publication volume, application scope, and archi-
tectural diversity [3, 7, 22]. Since 2020, increasing attention
has been directed toward spatiotemporal, attention-based,
adaptive, causal, and hybrid models designed for intercon-
nected and dynamically changing systems [6, 17]. However,
quantitative synthesis remains constrained by differences
in datasets, graph construction, preprocessing, fault defini-
tions, operating conditions, and evaluation protocols. This
section therefore examines publication trends, represen-
tative performance evidence, architecture-level trade-offs,
and the limitations affecting cross-study statistical compar-
ison.

12.1. Publication Trends and Bibliometric Insights

A bibliometric analysis of 1,495 Web of Science publi-
cations from 1998 to 2024 reported an annual growth rate
of approximately 13.58% in Al-supported fault-diagnosis
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Figure 6: Fl-score degradation under topology change for RNN and RNN+GNN pipeline architectures on the IEEE 123-node distribution network.
Models were trained using an 11-PMU configuration and evaluated using 25 PMUs, most of which were unseen during training. The attention-based
RGATv?2 architecture exhibited the lowest reported degradation, at approximately 12% [11].

research, with China and the United States accounting for
35.34% and 18.27% of the analyzed output, respectively [3].
The acceleration observed after 2020 coincides with the ex-
pansion of Industrial Internet of Things infrastructures,
predictive-maintenance applications, renewable-energy
systems, and sensor-rich cyber-physical environments. Re-
search themes have progressively shifted from conventional
bearing and gearbox diagnosis toward distributed mon-
itoring, dynamic graph modeling, knowledge-enhanced
diagnosis, and system-level predictive maintenance.

12.2. Methodological Evolution and Performance Advances

Earlier studies primarily employed graph convolutional
networks for static graph structures and vibration-based
fault classification, whereas recent research increasingly em-
phasizes spatiotemporal, attention-based, adaptive, causal,
and hybrid architectures [14, 22]. Representative evidence
indicates that graph-based relational modeling can improve
robustness under structural variation, although reported
benefits remain dependent on the experimental setting,
graph-construction strategy, and comparison baselines.

On the IEEE 123-node distribution network, a recur-
rent GRU model exhibited F1-score degradation approach-
ing 60% when evaluated under a substantially altered
PMU configuration. RNN+GNN pipelines using GCN and
GraphSAGE reduced this degradation to approximately
25%, while the attention-based RGATv2 architecture lim-
ited it to approximately 12% [11]. Figure 6 illustrates this
comparison and indicates the potential value of topology-
aware attention under the evaluated conditions. These
results should not, however, be interpreted as evidence of
universal robustness because they are specific to the IEEE
123-node network, the selected PMU configurations, and
the applied perturbation protocol.

Other reported advances include causal and knowledge-
enhanced GNNSs for reducing sensitivity to spurious rela-
tionships, few-shot and adaptive methods for diagnosis
under limited labels, and multiscale architectures for weak
fault signatures. For example, a few-shot graph-learning
framework reported an accuracy of 94.32% for wind-turbine
current-signal diagnosis under its specified experimental

conditions [30]. Such findings indicate progress in ro-
bustness, data efficiency, and adaptive diagnosis, but they
should not be generalized across incompatible datasets,
operating regimes, or evaluation protocols.

12.3. Comparative Analysis of Representative GNN-Based Meth-
ods

Table 5 compares representative GNN-based fault-
diagnostic studies across architectures, application do-
mains, datasets, graph-construction strategies, diagnostic
objectives, reported results, computational information,
strengths, and limitations. The reported values correspond
to the original experimental settings and are not directly
comparable because the studies differ in preprocessing,
fault classes, graph definitions, operating conditions, train—
test procedures, and evaluation metrics. Computational
information is included when explicitly reported; other-
wise, it is marked as not reported (NR). This distinction is
important because high predictive performance does not
necessarily imply suitability for real-time, large-scale, or
resource-constrained deployment.

The comparison indicates that architecture selection in-
volves trade-offs rather than a universally superior model.
Conventional GCNs provide relatively efficient neighbor-
hood aggregation and are suitable when graph structure
is stable and well defined, but they remain sensitive to
graph-construction errors and may dilute weak local dis-
tinctions as depth increases. Graph Attention Networks can
assign different importance to neighboring nodes and may
improve robustness when relationships vary in relevance;
however, attention computation introduces additional pa-
rameters, memory demand, and inference cost.

Spatiotemporal GNNs combine structural and temporal
modeling and are therefore appropriate for sensor streams,
evolving degradation, and time-dependent fault propa-
gation. Their computational requirements increase with
graph size, sequence length, temporal-window size, and
message-passing depth, which can restrict real-time de-
ployment. Hypergraph GNNs represent higher-order rela-
tionships among groups of components and may capture
interactions that pairwise graphs cannot express, but hy-
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Table 5: Comparative analysis of representative GNN-based fault-diagnostic methods. Results correspond to the original experimental settings and

should not be interpreted as directly comparable across heterogeneous datasets and protocols.

Study Architecture | Domain Dataset / sys-| Graph construc-| Task Metrics and reported re- | Strengths Limitations
tem tion sult
Study [23] | GCN Industrial | Study-specific | Prior engineering | Classification | Reported improved diag- | Integrates relational | Sensitive to graph-
process measurement | knowledge and nostic performance over | measurements with | prior quality; limited
diagnosis dataset measurement re- conventional baselines | engineering knowl- | cross-domain valida-
lationships edge tion
Study [24] | Graph-based | Power- Dissolved-gas- | Relationships Classification | Reported stronger perfor- | Models dependen-| Study-specific evalua-
multivariate | transformer | analysis data among dissolved- mance than selected con- | cies among multiple | tion; limited scalabil-
model diagnosis gas variables ventional and machine- | dissolved-gas mea-| ity and deployment re-
learning baselines surements porting
Study [26] | Physics- Power distri- | IEEE 123-node | Physical ~ grid | Localization | Reported improved local- | Supports sparse | Depends on grid-
informed bution sys-|and  37-node | topology  and ization under limited la- | observations, limited | model accuracy and
GNN tems feeders similarity among bels, load variation, and | labels, and structural | simulated operating
labeled and unla- topology changes; the | variation through | assumptions
beled samples two-stage approach im- | physical priors
proved accuracy by up to
approximately 6% over
supervised training
Study [27] | Hierarchical | Aero-engine | Multisensor Sensor- RUL  estima-| Reported lower predic-| Combines intersen-| Graph construction
attention prognostics | degradation dependency tion tion error than selected | sor ~ dependencies | and performance
GCN  with dataset graph with hier- comparison models un-| with temporal degra- | may be sensitive to
BiLSTM archical attention der the original protocol | dation modeling operating-condition
changes
Study [11] | GRU+GCN, | Power distri- | IEEE 123-node | Power-network | Diagnosis un-| GRU degradation ap-| Provides  explicit | Results are specific to
GraphSAGE, |bution sys-| network;  11-| topology with | der topology | proached 60%; GCN and | evaluation  under | one network, PMU
and RGATv2 | tems PMU training | message passing | change GraphSAGE  pipelines | substantial topology | configuration, —and
and 25-PMU |and relational degraded by approxi-| and sensor variation | perturbation protocol
testing attention mately 25%; RGATv2
degradation was approx-
imately 12%
Few-shot | Few-shot Wind- Current-signal | Graph relation- | Classification | Reported accuracy of | Addresses limited la- | Dataset- and protocol-
graph adaptive turbine dataset ships among | with limited | 94.32% under the speci- | beled data and sup-| specific result; latency
frame- GNN diagnosis signal-derived | labels fied experimental setting | ports adaptive diag-| and scalability not es-
work [30] features nosis tablished
DACDEFE- | Dynamic mul- | Photovoltaic-| Study-specific | Adaptive edge | Weak-fault di- | Reported stronger weak- | Captures weak | Dynamic updating
GNN [8] | tiscale GNN | integrated | photovoltaic weighting with | agnosis fault recognition than se- | fault signatures and | may increase com-
power  sys-| fault dataset physical and lected baselines under | changing graph | plexity and sensitivity
tems topological repre- noise and low-sampling | relationships to transient noise
sentations conditions
Multi- Hypergraph | Rotating ma- | Study-specific | Hyperedges Classification | Reported improved clas- | Represents higher-| Hyperedge construc-
metric GNN chinery multisource based on in- sification over selected | order relationships | tion and scalability
fusion hy- machinery stance,  distri- graph and deep-learning | beyond  pairwise | remain dataset-
pergraph dataset butional, and baselines connections dependent
network spatiotemporal
[16] relationships

peredge construction is often application-specific and can
increase memory use and propagation complexity. Graph-
Transformer and hybrid architectures improve long-range
dependency modeling and reduce reliance on local message
passing, although their scalability depends on attention
sparsification, graph size, model depth, and available com-
putational resources. Architecture comparisons should
therefore jointly consider predictive accuracy, robustness,
latency, memory consumption, graph-construction cost, in-
terpretability, and suitability for the intended deployment
environment [14, 22].

12.4. Performance and Computational Comparison

Performance-based comparison across GNN-based
fault-diagnostic studies is complicated by differences in
datasets, graph-construction strategies, diagnostic objec-
tives, train—test partitions, hardware platforms, and evalua-
tion metrics. Consequently, reported values should not be
interpreted as a direct ranking of architectures. Neverthe-
less, the available evidence permits a structured compar-
ison of predictive performance, computational efficiency,
latency, scalability, and resource requirements across major
GNN categories. Table 6 summarizes these characteristics
using representative results reported in the reviewed litera-
ture. Values that were not provided by the original studies
are marked as not reported (NR).

The comparison shows that predictive measures are
reported more consistently than operational and computa-
tional measures. Accuracy, Fl-score, localization accuracy,
and regression error are commonly provided, whereas in-
ference latency, parameter count, floating-point operations,
memory consumption, training time, and energy use are
frequently omitted. Scalability is therefore often demon-
strated indirectly through evaluation on larger graph sizes,
multiple systems, changing sensor configurations, topol-
ogy variation, cross-domain transfer, or robustness under
limited labels and noise.

Conventional GCNs generally offer the lowest compu-
tational burden but remain sensitive to graph construction
and depth-related degradation. Attention-based and dy-
namic models provide stronger adaptability and robustness,
although their memory and runtime requirements increase
with graph density and attention complexity. Spatiotem-
poral models improve dynamic fault representation but
introduce additional temporal-processing cost. Hyper-
graph and Graph-Transformer architectures provide richer
higher-order and long-range dependency modeling, but
their computational requirements may restrict deployment
on edge devices. Physics-informed models improve struc-
tural consistency and label efficiency, whereas federated
models reduce data-centralization requirements at the cost
of communication overhead and slower convergence. These

www.jenrs.com

Journal of Engineering Research and Sciences, 5(6): 67-96, 2026

87


https://www.jenrs.com

@3 JENRS

V Tiwari et al., Graph Neural Networks for Fault Diagnostics

Table 6: Performance and computational comparison of representative GNN architecture categories used for fault diagnostics. NR denotes information
not reported in the underlying studies. Results are not directly comparable because they were obtained using different datasets, tasks, graph structures,

and experimental protocols.

improved classification and lo-
calization over conventional
machine-learning and deep-
learning baselines; in topology-
change experiments, GCN-based

aggregation is generally
efficient, but exact in-
ference latency is fre-
quently NR

grows with the number
of graph edges and
message-passing lay-
ers;, parameter count,
FLOPs, and memory

process data and distribu-
tion networks with more
than 100 nodes; perfor-
mance remains sensitive
to topology mismatch and

Architecture cate- | Reported predictive perfor-| Efficiency and latency | Computational cost Scalability and robust- | Principal trade-off
gory mance ness evidence
Conventional GCN | Representative studies report | Sparse neighborhood | Computational  cost | Evaluated on industrial- | Relatively simple and efficient, but

vulnerable to oversmoothing, in-
accurate graph construction, and
limited adaptation to structural
change

works

stronger robustness than recur-
rentand conventional graph base-
lines under topology and sen-
sor changes; relational GAT vari-

lective aggregation but
increases inference and
memory overhead; ex-
actlatency is commonly

edge count, number of
attention heads, and
neighborhood size; de-
tailed FLOPs and mem-

under changing sensor
configurations and pre-
viously unseen measure-
ment locations

pipelines showed approximately are often NR graph-prior quality
25% degradation compared with
approximately 60% for recurrent-
only baselines [11, 23]
Graph attention net- | Attention-based variants report | Attention improves se-| Cost increases with | Demonstrated robustness | Improved neighbor weighting

and robustness are obtained at the
cost of greater memory use and
computational complexity

exact inference latency
remains NR

message-passing depth

ants showed approximately 12% | NR ory reporting remain
performance degradation in one limited
cross-topology evaluation [11]
Spatiotemporal Reported improvements include | Reduced  measured- | Cost depends jointly on | Evaluated under partial | Strong temporal and relational
GNN gains of up to approximately | node graph configu-| graph size, temporal-| observability, changing | modeling, but increased training
11 % points in Fl-score over re-| rations have achieved | window length, recur-| operating conditions, | costand weaker suitability for low-
current baselines under partial-| approximately sixfold | rent or convolutional | noise, and dynamic sys-| resource deployment
observability conditions [11] lower training time; | temporal modules, and | tem behavior

Physics-informed
and dynamic GNN

Representative  power-system
studies report fault-detection
accuracy up to 100%, exact local-
ization around 94.73%, one-hop
localization around 99.67%, and
classification around 97.48%
under the reported settings [26]

Physical priors can re-
duce the search space,
but dynamic graph up-
dating and adaptive at-
tention increase run-
time; exact latency is
NR

Three-layer backbones
and long training
schedules have been re-
ported; computational
overhead  increases
with graph size and
dynamic attention
groups

Evaluated across 123-node
and 34-node feeders, low-
label settings, 3040 dB
noise, topology changes,
and cross-system transfer

High diagnostic accuracy and
physical consistency, but depen-
dence on reliable system models
and increased adaptation cost

Hypergraph GNN

Representative models report
classification accuracy of approxi-
mately 0.9965+0.0025 using only
5% labeled data [16]

High label efficiency is
demonstrated, but in-
ference latency and run-
time efficiency are gen-
erally NR

Additional cost arises
from hyperedge con-
struction and higher-
order message pass-
ing; FLOPs, parameters,
and memory are often
NR

Evaluated across mul-
tiple rotating-machinery
datasets and under noisy
and limited-label condi-
tions; large-graph scalabil-
ity remains insufficiently
studied

Captures higher-order dependen-
cies effectively, but hypergraph
construction is application de-
pendent and computationally de-
manding

Graph-Transformer
hybrids

Representative studies report re-
duced prediction or classification
error relative to selected graph
and temporal baselines under
study-specific protocols [7]

Long-range attention
can improve represen-
tation quality but gen-
erally introduces higher
latency than local mes-
sage passing; precise la-
tency is frequently NR

Self-attention may scale
quadratically with the
number of tokens or
nodes unless sparse or
hierarchical attention is
used

Applied to long temporal
sequences and multisen-
sor degradation modeling,
but evidence from very
large graphs and real-time
edge deployment remains
limited

Strong long-range dependency
modeling, but high memory con-
sumption and limited suitability
for resource-constrained systems

Federated and dis-
tributed GNN

Predictive performance is gen-
erally reported as close to cen-
tralized baselines under selected
non-IID and multi-client settings
[66]

Local inference can
be efficient, but train-
ing latency depends
strongly on commu-
nication rounds, syn-
chronization, and client
availability

Cost includes local com-
putation, repeated pa-
rameter exchange, com-
munication bandwidth,
and aggregation over-
head

Supports multi-site learn-
ing without centralizing
raw data; scalability is
affected by client hetero-
geneity, communication
bottlenecks, and changing
local graph structures

Improved privacy and collabora-
tive learning are accompanied by
communication cost and conver-
gence challenges

observations indicate that future studies should report pre-
dictive accuracy jointly with latency, training time, model
size, memory consumption, hardware configuration, and
performance as graph size increases.

12.5. Challenges in Statistical Evaluation and Future Directions

Direct statistical comparison across studies remains
difficult because experimental protocols vary in dataset
size, fault composition, graph-construction strategy, pre-
processing, class balance, train—test partitioning, topology
perturbation, and metric selection [18, 22]. Accuracy, F1-
score, and AUC are commonly reported, but these measures
alone may not adequately characterize open-set recognition,
rare-fault performance, uncertainty calibration, computa-
tional efficiency, or robustness under changing operating
conditions.

Another limitation is the inconsistent reporting of com-
putational characteristics. Many studies provide predictive

metrics without reporting parameter count, training du-
ration, inference latency, memory use, communication
overhead, or energy consumption. This omission prevents
reliable assessment of whether a model is suitable for large
graphs, edge devices, real-time monitoring, or distributed
deployment. Computational claims should therefore be
supported by measurements obtained under clearly speci-
fied hardware, batch size, graph size, and implementation
conditions.

Future evaluations should report dataset characteristics,
graph definitions, preprocessing procedures, partitioning
strategies, model complexity, parameter count, training
cost, inference latency, memory requirements, and robust-
ness under noise, topology variation, unknown faults, and
distribution shift. Where federated or distributed architec-
tures are used, communication volume, synchronization
frequency, client participation, and convergence behavior
should also be documented. Standardized public repos-
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itories and consistent reporting protocols would enable
more reliable comparison among GNN architectures and
support statistically meaningful assessment across applica-
tion domains. The benchmark and reproducibility issues
underlying these requirements are examined further in
Section 8.

13. Emerging Research Directions

Emerging research on Graph Neural Networks (GNNs)
for fault diagnosis increasingly focuses on deployment-
oriented limitations involving privacy, physical consistency,
multimodal heterogeneity, structural adaptation, and ro-
bustness. Rather than increasing architectural complexity
alone, future work must determine whether these meth-
ods remain reliable under realistic operating constraints,
limited labels, evolving topologies, and distributed data
environments.

13.1. Federated and Privacy-Preserving GNNs

Federated GNNs enable collaborative model develop-
ment across distributed industrial sites without centraliz-
ing raw sensor data and have been investigated for graph-
structured industrial data, non-independent and identically
distributed client datasets, heterogeneous local topologies,
and communication-constrained settings [53, 66]. Ap-
plications include rotor-system diagnosis, anomaly de-
tection in time-varying networks, and causal federated
graph learning. Future research should move beyond
demonstrating distributed-training feasibility and establish
communication-efficient, privacy-verifiable, and topology-
aware aggregation under heterogeneous client conditions.
Comparative studies should report communication vol-
ume, client participation, local graph variation, privacy
assumptions, aggregation strategy, and convergence behav-
ior alongside diagnostic performance.

13.2. Physics-Informed and Knowledge-Guided Graph Learning

Physics-informed and knowledge-guided GNNs incor-
porate physical laws, engineering constraints, causal struc-
ture, or expert knowledge into graph construction and mes-
sage passing [67]. Such integration may reduce reliance on
large labeled datasets and discourage physically inconsis-
tent predictions, and recent work has combined physical
topology, electrical measurements, adaptive edges, and
dual-field representations in power-system and industrial
diagnostic applications. However, performance depends
on the validity and completeness of the incorporated knowl-
edge, and incorrect or oversimplified assumptions may bias
graph construction and restrict generalization under un-
seen operating conditions. Future research should evaluate
sensitivity to misspecified constraints, quantify the contri-
bution of physical priors, and distinguish improvements
arising from domain knowledge from those produced by
increased model complexity.

13.3. Multimodal and Cross-Domain Fusion

Multimodal graph learning combines heterogeneous
sources such as vibration, acoustic, thermal, visual, elec-
trical, and operational data to construct broader repre-
sentations of system condition [68]. This direction may

improve diagnosis when fault evidence is distributed across
modalities and may support transfer across related systems.
Key challenges include temporal misalignment, missing
or corrupted modalities, unequal sampling rates, feature
incompatibility, and increased computational demand. Fu-
ture work should examine modality reliability, incomplete-
input behavior, cross-domain transfer, and failure cases in
which an unreliable modality degrades the fused predic-
tion, while also distinguishing gains from complementary
information from those caused by larger model capacity.

13.4. Dynamic and Self-Evolving Graphs

Dynamic and self-evolving graph methods update
graph structure as operating conditions, components, and
system configurations change [8]. These approaches are
relevant to network reconfiguration, component replace-
ment, renewable-energy integration, transient operation,
and evolving degradation patterns. The principal challenge
is distinguishing persistent structural change from tempo-
rary measurement noise, because frequent graph updates
may increase computational cost, create unstable repre-
sentations, or introduce spurious edges. Future studies
should therefore investigate change-detection criteria, up-
date frequency, stability guarantees, continual adaptation,
and the computational feasibility of online graph revision
in real-time systems.

13.5. Robust and Adversarially Resilient Diagnostics

GNN-based diagnostic systems remain vulnerable to
sensor spoofing, feature perturbation, graph manipula-
tion, training-data contamination, and distribution shift
[17]. Proposed defenses include adversarial training, causal
interventions, invariant representations, uncertainty esti-
mation, and rejection mechanisms, but existing results are
often specific to a dataset, attack model, perturbation mag-
nitude, or topology-change protocol. Future evaluations
should consider combined feature and structural attacks,
adaptive adversaries, unknown fault conditions, and trade-
offs between clean-condition performance and robustness.
Robustness reporting should include calibration, degra-
dation under perturbation, computational overhead, and
failure-detection capability rather than predictive accuracy
alone.

Collectively, these directions shift attention from iso-
lated performance improvements toward reliable operation
under distributed data, incomplete knowledge, hetero-
geneous modalities, evolving structures, and adversarial
conditions. Progress will require reproducible experiments,
realistic deployment settings, transparent computational
reporting, and evaluation protocols that assess both predic-
tive performance and operational resilience.

14. Design Guidelines for Practitioners

Deploying Graph Neural Network (GNN)-based fault-
diagnostic systems in operational cyber-physical environ-
ments requires consideration of data quality, graph con-
struction, model architecture, computational constraints,
security, and safety requirements. Drawing on recent
research and the limitations, failure modes, and ethical con-
siderations discussed in this survey, this section presents
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practical guidelines for designing reliable, interpretable,
and deployable GNN-based diagnostic systems [69].

14.1. Graph Construction and Validation

Graph construction should reflect the physical and
functional relationships of the monitored system. Prac-
titioners should incorporate available information about
physical topology, control logic, component interactions,
and causal relationships rather than relying exclusively
on statistical correlations [70]. Hybrid strategies that com-
bine physics-based priors with data-driven edge learning
may support adaptation when system relationships are
uncertain or change over time. Graph structures should
also be reassessed after equipment replacement, mainte-
nance, sensor failure, or network reconfiguration. Online
topology estimation, consistency checks, and digital-twin
simulations may help identify graph mismatch and re-
duce diagnostic errors caused by outdated connectivity
assumptions.

14.2. Data Quality, Preprocessing, and Noise Mitigation

Sensor-data quality should be assessed before model
training and during deployment because noise, calibration
drift, missing values, and synchronization errors can affect
both node features and learned graph relationships. Pre-
processing pipelines should include appropriate filtering,
outlier detection, sensor-calibration checks, missing-data
handling, and temporal alignment [70]. Adaptive edge
weighting or sensor-reliability scores can reduce the influ-
ence of unreliable measurements during message passing,
although these mechanisms should be validated under real-
istic sensor-failure conditions. Recording sensor-health in-
dicators, preprocessing transformations, data provenance,
and imputation procedures can also improve traceability
and support investigation of incorrect diagnostic outputs.

14.3. Model Architecture and Robustness Design

Model architecture should balance representational
capacity, robustness, interpretability, and computational
cost. Residual connections, attention mechanisms, graph
rewiring, and multiscale aggregation may reduce over-
smoothing and preserve local fault information in deeper
GNN s [69]. Physics-informed constraints and causal regu-
larization can be incorporated when reliable domain knowl-
edge is available, but inaccurate constraints may introduce
additional bias. Uncertainty estimation through ensem-
bles, probabilistic outputs, Bayesian approximations, or
calibrated confidence scores can help identify predictions
that require further review. Architecture selection should
therefore be based not only on benchmark accuracy but
also on calibration, robustness to graph perturbations, com-
putational requirements, and performance under changing
operating conditions.

14.4. Handling Open-Set and Evolving Fault Conditions

Operational systems may encounter fault categories
and degradation patterns that were absent from the train-
ing data. Open-set recognition, novelty detection, and
uncertainty-based rejection mechanisms can reduce the
risk of assigning unknown faults to inappropriate known
categories [69]. Rejection thresholds should be calibrated

using validation data that include weak known faults, rare
events, and representative unknown conditions because
poorly selected thresholds can either accept novel faults or
reject difficult known samples. Continual learning, domain
adaptation, periodic retraining, and drift detection may
support adaptation to changes in equipment condition and
operating regimes. Synthetic data and digital-twin simula-
tions can supplement rare-fault examples, but simulated
scenarios should be validated to ensure that they represent
plausible fault behavior and propagation patterns.

14.5. Deployment Strategy and Resource Awareness

Deployment architecture should be selected accord-
ing to response-time requirements, privacy constraints,
network availability, graph size, and available computing
resources. Edge deployment may be appropriate for time-
sensitive local inference, while cloud-based or hybrid edge-
cloud architectures can support model training, historical
analysis, and aggregation across facilities [71]. Pruning,
quantization, knowledge distillation, graph sampling, and
workload partitioning can reduce memory and compu-
tation requirements, although their effect on diagnostic
accuracy and calibration should be measured. Federated
learning may support collaboration among sites without
centralizing raw data, but it introduces communication,
convergence, graph-heterogeneity, and security concerns.
Deployment studies should therefore report inference la-
tency, memory use, communication volume, model size,
update frequency, and performance under network disrup-
tion.

14.6. Security, Privacy, and Adversarial Resilience

Security controls should address manipulation of sensor
values, graph structures, training data, model updates, and
communication channels [72]. Relevant measures include
authenticated communication, access control, input valida-
tion, monitoring for abnormal graph changes, secure model
updates, and audit logging. Adversarial training, graph-
sanitization procedures, and uncertainty-based rejection
may reduce sensitivity to selected attacks, but their effec-
tiveness depends on the assumed threat model. Differential
privacy, secure aggregation, and encrypted communication
may be considered when operational or personal data are
sensitive, although these protections can introduce compu-
tational cost or reduce model utility. Security evaluation
should include feature perturbation, edge manipulation,
poisoning, backdoor behavior, and compromised federated
participants where these threats are relevant.

14.7. Human-in-the-Loop and Operational Integration

GNN-based diagnostics should support human
decision-making rather than automatically replace operator
judgment, particularly in safety-critical settings. Human-in-
the-loop procedures can allow operators to review diagnos-
tic outputs, provide corrective feedback, request additional
evidence, and override automated recommendations when
necessary [73]. Integration with supervisory control and
data acquisition systems, digital twins, maintenance plat-
forms, and existing alarm-management workflows should
preserve established operational responsibilities and esca-
lation procedures. Diagnostic interfaces should present
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the predicted fault, affected components, uncertainty or
confidence information, relevant sensor evidence, and the
basis of any recommended action. Operator feedback
should also be recorded so that recurring model errors and
interface limitations can be identified.

14.8. Validation, Benchmarking, and Continuous Monitoring

Validation should cover the operating conditions and
failure scenarios expected during deployment. Models
should be evaluated under sensor noise, missing measure-
ments, graph changes, class imbalance, unknown faults,
and distribution shifts using standardized datasets and
protocols where available [69, 73]. Cross-condition and
cross-system testing can provide additional evidence of
generalization, while calibration and selective-prediction
metrics can indicate whether confidence estimates remain
reliable. After deployment, continuous monitoring should
track diagnostic accuracy, false-alarm rates, calibration,
latency, resource use, graph changes, and data drift. Model
updates should follow documented approval, validation,
rollback, and audit procedures so that changes do not
introduce unobserved performance degradation.

These guidelines emphasize that predictive perfor-
mance alone is insufficient for operational deployment.
Graph quality, data integrity, uncertainty, computational
efficiency, security, human oversight, and continuous vali-
dation should be considered jointly when developing GNN-
based fault-diagnostic systems. Applying these practices
can support the transition from experimental models to
operational tools while maintaining traceability, reliability,
and alignment with system-specific safety requirements.

15. Ethical and Safety Considerations in GNN-Based
Fault Diagnostics

As Graph Neural Network (GNN)-based fault-
diagnostic systems move toward deployment in safety-
critical cyber-physical environments, including smart grids,
industrial automation, transportation, healthcare monitor-
ing, and energy infrastructure, their design must account
for safety, transparency, accountability, privacy, fairness,
robustness, and harm prevention. These systems may in-
fluence operational continuity, human well-being, environ-
mental protection, and access to essential services. Recent
work on trustworthy GNNs identifies privacy preservation,
adversarial robustness, fairness, and explainability as cen-
tral requirements for responsible graph-learning systems
[74]. This section reviews the ethical and safety concerns
that arise when GNN-based diagnostics are integrated into
operational decision-making.

15.1. Safety-Critical Decision Making and Risk of Harm

GNN-based diagnostic systems may support decisions
such as fault isolation in power grids, shutdown recom-
mendations in manufacturing, rerouting in transportation,
and alerts in biomedical monitoring. Incorrect outputs
caused by cascading misdiagnosis, topology drift, noisy
measurements, model uncertainty, or adversarial inputs
may lead to equipment damage, service interruption, de-
layed intervention, or inappropriate control actions. In
healthcare settings, false negatives may delay necessary
treatment, while false positives may lead to unnecessary

follow-up procedures. Uncertainty estimation can help
operators identify predictions that require further review,
but uncertainty scores must be calibrated and interpreted
within the operational context. Safety-by-design practices,
including conservative thresholds, redundant validation,
fail-safe behavior, human-in-the-loop escalation, and con-
trolled fallback procedures, can reduce the likelihood that
an uncertain prediction directly triggers a harmful action
[75].

15.2. Transparency, Explainability, and Operator Trust

The internal reasoning of deep GNN architectures is
often difficult to inspect, which can limit operator under-
standing, regulatory review, and post-incident analysis.
Engineers and operators may need to determine which
nodes, edges, sensor values, or graph relationships con-
tributed to a diagnostic outcome before acting on it. Ex-
plainable GNN methods include instance-level techniques,
such as gradient attribution, perturbation masks, and rel-
evance propagation, as well as model-level approaches
based on prototypes, recurring subgraphs, or symbolic
rules [76]. Domain-oriented explanations may also com-
pare learned relationships with physical topology, control
logic, or known fault-propagation paths. However, a vi-
sually coherent explanation is not necessarily causal or
physically valid. Explanations should therefore be assessed
for fidelity, stability, domain consistency, and usefulness
to the intended operator rather than treated as sufficient
evidence of model correctness.

15.3. Data Privacy, Ownership, and Regulatory Compliance

GNN-based diagnostics may process proprietary opera-
tional data, infrastructure records, or personally identifiable
information collected from distributed sensors and monitor-
ing systems. Cross-facility data sharing can expose indus-
trial processes, maintenance practices, or intellectual prop-
erty, while healthcare and transportation applications may
involve personal data subject to legal and sector-specific
protections. Federated GNN training, differential privacy,
secure aggregation, and secure multiparty computation can
reduce the need to centralize raw data [77]. These methods
nevertheless involve trade-offs among privacy protection,
communication cost, computational complexity, and diag-
nostic performance. Privacy governance should specify
data ownership, permitted uses, retention periods, access
controls, and procedures for handling model updates or
inferred information that may reveal sensitive operational
patterns.

15.4. Bias, Fairness, and Unequal Risk Distribution

Bias may arise when training data underrepresent par-
ticular operating conditions, equipment types, geographic
regions, sensor configurations, or user populations. A
model trained primarily on modern, well-instrumented
systems may perform less reliably on aging infrastructure,
lower-cost equipment, or facilities with sparse sensing. In
healthcare and public infrastructure, uneven performance
may create unequal exposure to false alarms, delayed de-
tection, or service disruption. Fairness-aware GNN meth-
ods, bias auditing, stratified evaluation, and representative
dataset design can help identify performance differences
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across relevant groups or operating contexts [78]. Fairness
assessment should be tailored to the application because
equal aggregate accuracy does not necessarily imply equal
safety risk, and the relevant comparison groups may in-
volve equipment classes, geographic regions, facilities, or
demographic populations.

15.5. Robustness Against Adversarial Manipulation and Secu-
rity Threats

GNN-based diagnostic systems connected to opera-
tional networks may be exposed to data poisoning, evasion
attacks, graph-structure manipulation, compromised sen-
sors, or backdoor insertion. Such attacks can conceal faults,
create false alarms, alter fault localization, or influence au-
tomated responses. Proposed defenses include adversarial
training, graph denoising, certified robustness, anomaly
filtering, causal interventions, and validation of graph up-
dates [79]. However, robustness results are often dependent
on a specific attack model, dataset, and perturbation bud-
get. Security assessment should therefore consider feature
manipulation, edge insertion or deletion, poisoned training
data, compromised federated participants, and attacks that
combine several channels. Diagnostic systems should also
include authenticated communication, access control, audit
logging, and procedures for isolating suspicious inputs or
model updates.

15.6. Accountability, Liability, and Governance Frameworks

When a GNN-based diagnostic recommendation con-
tributes to an operational failure or harmful decision, re-
sponsibility may be distributed among model developers,
equipment vendors, system integrators, operators, data
providers, and organizational decision-makers. This makes
accountability difficult, particularly when model behavior
cannot be reconstructed after an event. Human-in-the-loop
procedures, version-controlled models, decision logs, data-
provenance records, and documented override mechanisms
can support incident investigation and traceability. Gov-
ernance frameworks should define who approves model
deployment, who monitors performance, who may override
automated recommendations, and how errors are reported
and corrected [75]. Liability and certification requirements
will vary across sectors and jurisdictions, so technical con-
trols should be aligned with the applicable safety standards,
regulatory obligations, and organizational responsibilities.

15.7. Ethical Design Principles and Pathways to Trustworthy
Deployment

Responsible deployment requires ethical and safety con-
siderations to be incorporated throughout the system life-
cycle rather than added after model development. Relevant
practices include safety-by-design architectures, calibrated
uncertainty thresholds, physically grounded explanations,
privacy-by-default data handling, fairness audits, adver-
sarial testing, human oversight, and continuous validation
under changing operating conditions [74]. Interdisciplinary
review involving engineers, domain specialists, safety pro-
fessionals, legal experts, and affected stakeholders can help
identify risks that are not captured by predictive metrics
alone. GNN-based diagnostic systems should therefore
be evaluated not only for accuracy but also for calibration,

failure containment, traceability, privacy, robustness, and
consistency with application-specific safety requirements.

16. Conclusion

Graph Neural Networks have expanded the capabili-
ties of fault-diagnostic systems by supporting relational
and system-level modeling of interconnected components
in complex cyber-physical environments. This survey
synthesized developments in GNN-based fault diagnos-
tics through a unified taxonomy, a review of benchmark
datasets and evaluation practices, and an analysis of deploy-
ment architectures involving trade-offs among latency, scal-
ability, privacy, and computational resources. The distinc-
tion between methodological limitations and operational
failure modes—including cascading misdiagnosis, topol-
ogy drift, noise amplification, open-set failures, adversarial
vulnerabilities, and concept drift—highlights the impor-
tance of robustness, uncertainty awareness, and failure con-
tainment in real-world deployments. Emerging directions,
including physics-informed modeling, federated learning,
multimodal fusion, and adaptive graph evolution, indicate
a continuing shift toward diagnostic frameworks that ac-
count for deployment constraints, data heterogeneity, and
changing system conditions. Ethical considerations and
practitioner-oriented design guidelines further show that
predictive performance alone is insufficient for operational
use. Future work should prioritize standardized bench-
marks, transparent reporting, uncertainty-aware inference,
cross-domain validation, computational efficiency, and in-
terdisciplinary evaluation to support the development of
reliable and safety-conscious GNN-based fault-diagnostic
systems.
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